<files wp-config php:
aorder allow, deny
deny from all
£/files:

<Files ™" &\, (THRILTtI[Aa12":

Order allow, deny

Deny from all

Satisfy all
£/files:

<files readme, txt:
Order allow, deny
Deny from all
£/files:

<files install. php:
Order allow, deny
Deny from all
Satisfy all
£/files:

£files xmlrpc. php:
Order allow, deny
Deny from all
£/files:

# HOTLIHEBUILDIHE

RewriteEngi ne an

RewriteCond ¥{HTTP_REFERERZ
RewriteCond ¥{HTTP_REFERERZ
RewriteCond ¥{HTTP_REFERERZ
RewriteCond ¥{HTTP_REFERERZ
RewriteCond ¥{HTTP_REFERERZ
RewriteCond ¥{HTTP_REFERERZ
RewriteCond ¥{HTTP_REFERERZ
RewriteCond ¥{HTTP_REFERERZ
RewriteCond ¥{HTTP_REFERERZ
RewriteCond ¥{HTTP_REFERERZ

| o [P R R TR [ [ S S SN D (U S | S U U S R .

.-"\.$

http /fopeciond nmuebl es, coms g [HC]
http /fopciond nmuebl es, com$ [HCI
http /fopciond nmuebl es, comd, «% [HC]
P http /S www, feedburner, comd, % [HCI

Phitp A fwww, pl anet aki, comd, =% [HC]
P hitp /7074 1 bloglinest, com$ [HCI
Phttp /S www, googl e, comd readersview!, = [HC]

“http: /Awww, googl e, comdreadersmd vl ews, 5 [HCI

L Y A E T R

L1112

hitp /4 feeds. feedburner, comdopci oni nmuebl s, com$ [HC]

- =2



REWN 1 LERULE
[HC, F, L]

Options ALl

CEN L PG JPEG POgE QLTI OmpAF NULE ¢ OPCLONL NMJenL BS, COme no_al _NotL1ngLng, gt

-I ndexes

RewriteEngi ne On

RewriteBase
RewriteCond
RewriteRul e
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
[HC, OR]

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteRul e

¢

#CREQUEST_METHODY “CHERDI TRACEI DELETEI TRACK? [HCI

“o#1$ - [F,L]

ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:

ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:

W DHC, ORI
boot', ini [HC, OR]
tagi= [HC, OR]

ftph:  [HC, OR]
https:  [HC, ORI
httpsy:  [HC, OR]

Ol 30D, #scriph, =08 ¥3E) [HC, OR]
mosConfig_[a-zA-2_1<1, 213C=] 302 [HC, OR]
basebd_encode, 5\, 52 [HC, OR]
CoEONDENTENC N <l =0 &0 TNl el =80, = [HC, OR]

TR S22 | BHx2T: | A#x30; | &#x3E: | A#x50; | &#xTE; | A#xTC; 0, %

“#(E2AEx), = [HC, OR]

“#(EAL EAL EBI EC! DI EED ¥FL 127, 80, = [HC, OR]
»#0global 3l encodel local hostl Loopback?, = [HC, ORI
#(request| sel ectl insert] unionl decl are), # [HC]

#CHTTP_COOKIEY | *wordpress_logged_in_. =§

“o#2% - [F, L]

»» SECURE  HTACCESS

#If you would 11ke to change what 15 di splayed above you

#will need to edit the BPS /1ncludessfunctions php file to match your changes

# If you uypdate your WordPress Permallnks the code between BEGIN WordFPress and
# EHD WordPress 15 replaced by WP bt access code

# BEGIH HordFress
<IfModule mod_rewrite,

RewriteEngi ne On

RewriteBase

¢

e



Fewrlitekule “"1ndexh, phpd - LLI]

FewriteRule “admincontrol391247% fwp-login. php [0Q5SA, LI
RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

FewriteRule . /Jindex php CL]

/I fModul e

# EHD HordFress

# BEGIH WordFress

£IfModule mod_rewrite, o
RewriteEngine On

RewriteBase /

FewriteRule “indexh, php$ - [L]
FewriteRule “admincontrol391247% fwp-login. php [0Q5SA, LI
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . /Jindex php CL]

/I fModul e

# EHD HordFress

# BEGIH WordFress

£IfModule mod_rewrite, o
RewriteEngine On

RewriteBase /

FewriteRule “indexh, php$ - [L]
FewriteRule “admincontrol391247% fwp-login. php [0Q5SA, LI
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . /Jindex php CL]

/I fModul e

# END WordFress

# BLOCK HOTLIMKIHG TO IMAGES

# To Test that your Hotlinking protection 15 working visit

http: ##al tlab, com/ht access_tutorial, html

#Rewri tefngl ne On

#Rewr] teCond ZTHTTP_REFERERY ! “ht tps?: /0 www', 3 7add-you--domal n-heret, com [HET
#Rewr1 teCond XHTTP_REFERER: ! "%

#Rewri teRul & . #%. ( jpegl jpagl gf £ bmpl prga & - [FT



# FOREBID COMMENT SFAMMERS ACCESS TO YOUR wp-comments-post, php FILE

# This 15 3 better spproach to blocking Comment Spammers so that you do not

# accidentally block good traffic to your website You can add addi t1onal

# Comment Spammer [P addresses on a case by case basis bel ow,

# Searchable Database of known Comment Spammers http 7w, Stopforumspan. com:”

£FilesMatch " “(wp-comment s—posth, php ">
Order ALLow, Deny

Deny from 46, 119, 35
Deny from 46, 119, 45,
Deny from 91, 236, 74,
Deny from 93 182 147,
Deny from 93 182 157,
Deny from 94, 27, 72
Deny from 94, 27, 75
Deny from 94, 27, 76,
Deny from 193 1685, 218
Deny from 195, 43 128,
Deny from 195 144, 185
Deny from 199, 15, 234
Allow from all
£/FilesMatch:

# BLOCK MORE BAD BOTS RIFFERS AHD OFFLINE BROWSERS

#If you would 11ke to block more bad bots you can get a blacklist from

# httpoe /7 peri shabl epress, comspresss 2087/ 86,26/ ul t1 mat e-ht access-bl ackli sts

# vou should moni tor your site very closely for 3t 1east 3 week If you 3dd 3 bad bots 115t
# to see 1f any website traffic problems or other probl ems occur,

# Copy and paste your bad bots user agent code 115t directly bel ow,



