#

# | Web fonts access /

#
# Allow access to web fonts from all domal ns

<IfModul e mod_headets, c
¢FilesMatch "%, Ceotl otfl tLofll wof fag"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<41 fModul e

#

# | Better website experl ence /

#

# Force Internet Explorer to render pages 1n the highest avallable mode
#1n the various cases when 1t may not,
# httoe /7hsivonen, 1k1, F1/doct ypes1 e-mode, pdf

<IfModul e mod_headets, c

Header set X-UR-Compatible "IE=edge”

# ‘mod_headers’ cannot match based on the content-type, however, this

# header should be send only for HTHL pages and not for the other resources

£<FilesMatch "M, Cappcachel atoml crxl cssl corl eotl f4Cabpydl T1wl i fl htecl icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pnal rdfl rssl saf ariextzl swgz?
| swfl t1Lcf1l wefl vwitl webappl weblmpdl wof £l xmll xpi 2" >

Header unset X-UA-Compatible

£/FilesMatch:

<41 fModul e

#
# 1 UTF-8 encoding /
#

# Use UTF-3 encoding for anything served as text/html or “textsplain’,
AddDef aul tCharset utlf-3

# Force UTF-8 for certaln file formats

T e



SLTIIOUUL 2 mad_ml me, 2-
AddCharset utf-3 . atom . css . js . json . jsonld . rss ., wit | webapp . xml
</ fModul e

S B R
# # URL REWRITES #
S B R

#
# | Rewrlte englne /
#

# Turn on the rewite engine and enable the "FollowSymlinks option (this Is

# necessary 1n order for the followlng directives to workd,

# If your web host doesn't allow the FollowSymlinks™ option, you may need to
# comment 1t out and use Options +5umlinks]fOwnerMatch . but be aware of the
# pertformance 1mpact,

# http 7kt tpd apache. orgsdocsscurrent /mi sc/perf-tunt g, bt ml #syml 1ok s

# Also, some cloud hosting services require RewrlteBase™ to be set,
# http /7w, ackspace, comsknowl edge_cent et freqguent 1 y-ask ed-quest 1 onswhy-1 s-mod-rewi t -

not —work 1 rmg-on-my-si te

I fModule mod_tewrite, o
Options +FollowSumlinks
# Options +5ymlinksIfOwnertiat ch
RewriteEngi ne On
# Rewrl teBase
</TfModul e

#
# | Suppressing # Forcing the “www, =~ at the beginning of URLs /
#

# By default Option 1™ (oo “wew "3 15 activated,

# httpe 77 no—wew, orgsfag php?g=cl ass_b

# If you would prefer to use Option 27, just comment out all the 1ines

# from Option 1™ and uncomment the ones from "Option 27,



# Lption 1) Fewrlte www, exampl e com + Exampl & com

£IfModule mod_rewrite, o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http /% B{REQUEST_URIF [R=381, L]
/I fModul e

#
# 1 File access /
#

# Block access to directories without a defaul t document,

# You should 1eave the followimg uncommented, a5 you shouldn't allow anyone to
# surt through every directory on your server (which may 1ncludes rather prl vate
# places such as the CMS's directori esl,

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT Modul e

# Elock access to hidden files and directori es,
# Thi=s 1ncludes directories used by wersion control systems such as GIt and 59K,

£IfModule mod_rewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /% " - [F]

/I fModul e

# FBlock access to flles that can expose sensitive 1nformation,

# By default, block access to backup and source files that may be 1eft by some
# text editors and can pose 3 securlty risk when anyone has access to them
# http A/ feross orgsomspl of tr

# TMPORTANT: lpdate the ~<Filestiatch: regular expression from below to 1nclude
# any riles that might end up on your production server and can expose sensitive
# information about your website, These fi1les may 1nclude: configuration £11es,
# riles that contain metadata about the project (e g @ project dependenci ess,

# build scripts, etc.



¢FilesMatch "C7# «# %, (bakl configl distl flal infcill logl psdl shl g1l swlopd | “) "

# HApache < 2 3

<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
Satisfy ALl

<41 fModul e

# Apache & 2 3

<IfModul e mod_authz_core, c
Require all denied

<41 fModul e

£/FilesMatchs

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # WEE FERFORMAHCE #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# | Compression /
#

<IfModul e mod_defl ate, ¢

# Force compression for mangl ed headers,
# httpoe /s devel oper, yahoo, comsbl ogssydnspost s/ 2681 8,1 27 pushl ng-beyond-gz1 ppi ng
£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {1531 -{1530 %
“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<41 fModul e
<41 fModul e

# Compress all output 1abeled with one of the followlng MIHE-types

# (for Apache versions below 2 3 7, you don't need to enable “mod_filter’
# and can remove the “<Iffiodule mod_filter, cx’ and “</IfHodules” 11nes
# as AddoutputFilterByType 1s still in the core directivess,



IfModule mod_filter, c

AddOut putFilterBuTupe DEFLATE applicationdatom+xml
application/ javascript
applicationd json
application/ld+json &
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf *
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype
images svg+xml
images x—1icon M
text/css A
textshtml
text/plain &
text/x—-component
text/xml

</TfModul e

<A Modul e

#

# 1 ETags
#

# Remowve ETags as resources are sent with far-future explres headers,

# httpe 77devel oper, yaboo, comsperformancesul es, html #2t ags.,
# FileFTag Hone  doesn't work In all cases
<IfModul e mod_headers, ¢
Header unset ETag
</TfModul e

FileETag Hone

ErtorDocument 484 484, html



