
<IfModule mod_rewrite.c>

  RewriteEngine On

#  RewriteCond %{HTTPS} !=on

#    RewriteCond %{HTTP_HOST} ^www\.(.+)$ [NC]

#    RewriteRule ^ %{ENV:PROTO}://%1%{REQUEST_URI} [R=301,L]

  RewriteCond %{REQUEST_FILENAME} !-f

  RewriteRule ^ index.php [QSA,L] 

</IfModule>

<IfModule mod_autoindex.c>

    Options -Indexes

</IfModule>

# Block access to files that can expose sensitive information.

#

# By default, block access to backup and source files that may be

# left by some text editors and can pose a security risk when anyone

# has access to them.

#

# http://feross.org/cmsploit/

#

# (!) Update the `<FilesMatch>` regular expression from below to

# include any files that might end up on your production server and

# can expose sensitive information about your website. These files may

# include: configuration files, files that contain metadata about the

# project (e.g.: project dependencies), build scripts, etc..

<FilesMatch "(^#.*#|\.(bak|conf|dist|fla|in[ci]|log|psd|sh|sql|sw[op])|~)$">

    # Apache < 2.3

    <IfModule !mod_authz_core.c>

        Order allow,deny

        Deny from all

        Satisfy All

    </IfModule>

    # Apache ≥ 2.3

    <IfModule mod_authz_core.c>

        Require all denied



        Require all denied

    </IfModule>

</FilesMatch>

# ----------------------------------------------------------------------

# | Reducing MIME type security risks                                  |

# ----------------------------------------------------------------------

# Prevent some browsers from MIME-sniffing the response.

#

# This reduces exposure to drive-by download attacks and cross-origin

# data leaks, and should be left uncommented, especially if the server

# is serving user-uploaded content or content that could potentially be

# treated as executable by the browser.

#

# http://www.slideshare.net/hasegawayosuke/owasp-hasegawa

# http://blogs.msdn.com/b/ie/archive/2008/07/02/ie8-security-part-v-comprehensive-

protection.aspx

# https://msdn.microsoft.com/en-us/library/ie/gg622941.aspx

# https://mimesniff.spec.whatwg.org/

<IfModule mod_headers.c>

    Header set X-Content-Type-Options "nosniff"

</IfModule>

<IfModule mod_headers.c>

    Header unset X-Powered-By

</IfModule>

# ----------------------------------------------------------------------

# | Server software information                                        |

# ----------------------------------------------------------------------

# Prevent Apache from adding a trailing footer line containing

# information about the server to the server-generated documents

# (e.g.: error messages, directory listings, etc.)

#

# https://httpd.apache.org/docs/current/mod/core.html#serversignature

ServerSignature Off




