£IfModule mod_rewrite, o
RewriteEngine On
# RewriteCond XCHTTPS: ! =on
# Rewri teCond XCHTTP_HOST? “www'. . +1% [HCT
# Rewrl teRul e ™ HCEMY: PROTOR: <7 % BCREGQUEST_LRT: [R=3A1, L]

RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteRule ™ index. php [0SA, L]

AT FModul e

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT FModul e

# Block access to fl1les that can expose sensitive 1nformation,

#

# By defaul t, block access to backup and source f1l1es that may be

# 1eft by some text editors and can pose 3 securlty v1sk when anyone
# has access to them,

#

# httpr /7 feross orglocmspl of t

#

# 0l Update the “<Filestatchs  regular expression from below to

# Include any riles that might end up on your production server and
# can expose sensitive Information about your website, These F11es may
# Include: configuration files, files that contaln metadata about the
# project (e g project dependencies), build scripts, et

<FilesMatch "¢ 7# =# %, Cbakl confl distl flalinfcill 1ogl psdl shl sgll swloplal " g

# HApache < 2 3

<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
Satisfy ALl

<41 fModul e

# Apache & 2 3
<IfModul e mod_authz_core, o

| o S S — ] d-=l -4



FEQULTE dll dErnled
<A Modul e

</FilesMatchs
#

# | Reducing MIME type securlty risks /
#

# FPrevent some browsers from MIME-sni Ffing the response

#

# This reduces exposure to drive-by download attacks and cross-origin

# data leaks, and should be 1eft uncommented, especially 17 the server
# 15 serving user-upl oaded content or content that could potentially be
# treated as executable by the browser,

#

# http /7w, =11 deshare, net s hasegawayosuk e owasp-hasegaus

# httpe /7Bl ogs msdn, comsbel e/ archi ves 20856/ 87,8271 eE-securl ty-part —v-comprehensi ve-
protection aspx

# https: <smsdn, microsort, comsen-ussl1brarusl esggblea4dl, aspx

# https: /smimesni £, spec, whatwg, orgs

<IfModul e mod_headets, c»
Header set X-Content-Type-Options “nosniff"
</ fModul e

<IfModul e mod_headers. ¢
Header unset X-Powered-By
<STFModul e

#
# | Server software 1nformation /
#

# FPrevent Apache from adding & trailing footer 11ne contal nd mg
# information about the serwver to the server-generated document s
# 02 g error messages, directory 11stings, et )

#

# https: //httpd apache orgsdocsscurrent smodscore, bt ml #5erversi gnat ure
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