# 0on't 115t directory contents

IndexIgnore

# [0isable script executlon

AddHandl er cgi-script . php . php2 . php3 . phpd . phpS . phpe . php? . phpd . pl . pu . js . jsp . asp
Options -ExecCGl -Indexes

FewriteEngine On

RewriteCond #CREMOTE_RADDRT | ™Caohy, s, e, ool s, soodonoe, ol BEN, 2494, 0
RewriteCond #¥CHTTP_HOST: ! “C127h, 84, 8%, Bl 1ocal hosty [HCI

FewriteCond #¥{HTTP_REFERERY ! “https?: /40, +%, 2 Pyourdomainh, comd [HCI
FewriteRule . # http //yourdomain, comd [LI

# Secure php 10l and . ht access
FewriteRule “Cphph. inil % htaccess) - [HC, FI

# Block shell uploaders, htshells, and other baddi es

FewriteCond ¥{REQUEST_URIY ©Cphpl mul bypass) ?shel 11 remvi ew, #| phpremotevi ew, # sshphp, # pcoml n:
FewriteCond ¥{REQUEST_URIY ¢\, exel %, phpiTact=l . tarl _vtil afilter=l al gerias. phpl chbdl chmodl cr
RewriteCond %{OUERY_STRIHG:

(%, exel b, tarl act=l afilter=l alterl benchmarkl chbd chmodl cmdl commandl castl charl concatl convertl
[HC]

RewriteRule . & - [F]

# [0isable hotlinking of 1mages

RewriteCond #{HTTF_REFERERY ! "%

RewriteCond #{REQUEST_FILEMAMEY -f

RewriteCond #{REQUEST_FILEMAMEX . ¢ jpe?g?l pnal i fl icol pdfl fl1vl swfl gz)$ [HC]
FewriteCond #¥{HTTP_REFERERY ! “https?: /4007, 144, 2 7yourdomaint, [HC]
FewriteRule . ¢ jpe?g?l pngl gi fl icol pdfl fl1vl swfl gz2% - [HC,F1

# O0nly the following fI1le extensions are allowed

Order ALLow, Deny

Deny from all

£FilesMatch "M, CCJJILPpILEE] 7L GOl 7l [PpICHRICGall CGQICIiICFf1I CGQIL2z]I CPpICDAILFfIag"
Allow from all

£/FilesMatch:

# Block double extensions from being upl oaded or accessed, 1ncluding htshells
£FilesMatch .\, (07 J42%, (07 140"
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uraer ey, AL Lo
Deny from all
£/FilesMatch:

# 0nly allow GET and FOST HTTF methods
¢LimitExcept GET POST:

Deny from all

£/LimitExcept:



