# En 1inux 2l servidor debe de tener actlvado 105 51gul entes modul os
# sudo aZenmod modul o

# rewlte mem_cache cache headers expl tes

# expose_php OFf to show off php conflguratlon

# SET GLOBAL query_cache_size = 16777216

# SHOW YARIABLES LIKE ' guett_cache_size' )

# vou can setup them 1n setcsmy cnf CRed Hat) or setcsmysglsmy cnf (Debiany f11e:
# vi setcsmy cnf

# guery_cache_size = 26643545

# guery_cache_type=1

# query_cache_11mit=184557

php_value register_globals of f

#expose_phpo OFF

Header add x-content-tupe-options “nosniff"
Header add x-frame-options "SAMEORIGIH"
Header add x-xss-protection: "1; mode=block"

ContentDigest On

# Turn on Expltres and set default to A
ExpiresActive On
Expireshefault AA

£IfModule mod_rewrite, o
Options +FollowSumlinks
Options ALl -Indexes
IndexIgnore *7%
RewriteEngine on

# accept connection only using https
#Rewr1 teCond XEHTTRS? ! =on
#Rewr teRul & . # https: /7 BT SERYER_HAMEZ XTREGUEST_LRT: [R, L]

RewriteCond #{THE_REOUESTY “GETY /. #\;. #\ HTTR/
RewriteCond ¥C0UERY_STRIMGY ! “%
RewriteRule . = https //%{SERVER_MAME #{REOUEST_URIZ? [R=381, L]

#1f adirectory or a file exists, use 1t directly
RewriteCond ¥{REQUEST_FILEMAMEY ! -f
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# otherwl se forwsd 1t to 1ndex, php
FewriteRule . index php

#External Redirect . php files to . html files (S5E0 friendl y
#Rew1 teRule 7, 1%, phpg <#1. html [R=3A1, L]

RewriteRule “C, =1, himl$ $1. php [R=3A1, L]
</ fModul e
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SetEny SERVER_ADMIM infoRgbit, com mx
SetEny TZ AmericasMexico_City
Server3ignature Off

# enable symbolic 11nks
Options +FollowSymlinks

# set the derfault 1anguage
Defaul tLanguage es-HMx

# set the derfault character set
£Files ™ "\, Chtml htmll cssl js| phpa
Addlef aul tCharset UTF-3
Defaul tLanguage en-U3
</Files:
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<files . htaccess:
order allow, deny
deny from all
/files:

# preserve bandwi dth for PHP enabl ed servers
£ifmodul e mod_phpd, o

php_walue zlib, output_compression 16356
£/1 fmodul e

£1fModul & mod_phpS. o



php_value zlib, output_compression b5k
</1fModul e

# prevent acess to multiple file types
£FilesMatch "N, Chtaccesslinil logl shog" >
Order ALLow, Deny
Deny from all
£/FilesMatch:

# headers cachi ng
£ifModule mod_headers, o
Header set Content-Language "en-U3"
£filesMatch "M, Cicol pdfl f1vl jpal jpedl pnagl gi fl cssi$"
Header set Cache-Control “max-age=298384868, public"
£/filesMatch:
£filesMatch "M, Cjsig" s
Header set Cache-Control “max-age=29838488, priwvate"
£/filesMatch:
sfilesMatch " Camll bt g™
Header set Cache-Control “max-age=29838<488, public, must-revalidate"
£/filesMatch:
<filesMatch "% Chimll htm) "
Header set Cache-Control “max-age=1, priwvate, must-revalidate"
£/filesMatch:
</1fModul e

# Force no caching for dynamic £1les

<FilesMatch "5, Cphpl coil pll htmy "

FileETag Hone

ExpiresActiwve Off

<IfModul e mod_headers, ¢
Header unset ETag
Header set Expires "MWed, 11 Jan 1984 65 A8 68 GHT"
Header set Cache-Control “priwate, no-cache, no-store, proxg-rewvalidate, no-transform”
Header set Pragma " no-cache"

/I fModul e

order allow, deny

deny from 127, 8 8

deny from 1sp_name, com
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allor from all
</FilesMatchs



¢FilesMatch "% Chimll html cssl jsl phpl jpgl pngl gi I icox "
FileETag Hone
<IfModul e mod_headets, c
Header unset ETag
Header set Cache-Control "max-age=8, no-cache, no-store, must-rewvalidate”
Header set Pragma " no-cache"
Header set Expires "Med, 11 Jan 1984 B85 88 B8 GMT"
<41 fModul e
£/FilesMatch:

¢FilesMatch "% Cicol jpgl jpeal pngl i fl jsl css)g"
<IfModul e mod_headets, c
Header set Cache-Control "max-age=2983A488, public"
Header set Expires "Mon, 31 Dic 2812 28: A8 B8 GMT"
<41 fModul e
£/FilesMatch:

¢FilesMatch "% Cicol jpgl jpeal pngl i fl jsl css)g"
£IfModul e mod_expires, o
ExpiresActive On
Expireshefault "access plus 1 year"
<41 fModul e
£/FilesMatch:

£ifModul e mod_gzip. o
Header add X-Enabled mod_gzip

mod_gzip_on Yes
mod_gzi p_dechunk ‘Yes
mod_gzip_item_include file %, Chiml?l cssl jsl phpl jpal pngl gi flico) s
mod_gzip_item_include handler “coi-script$
mod_gzip_item_include mime “text/. =
mod_gzip_item_include mime “applicationsx-javascript, =
mod_gzip_item_exclude mime “images. *
mod_gzip_item_exclude rspheader “Content-Encoding . #gzip. +
£/1 fModul e

<IfModule mod_deflate, c
¢FilesMatch "5, ©jsl cssag"s
SetOutputFilter DEFLATE



£/FilesMatche

Header add x-enabled mod_defl ate

AddOut put FilterBuType
AddOut put FilterBuType
AddOut put FilterBuType
AddOut put FilterBuType
AddOut put FilterBuType
AddOut put FilterBuType
AddOut put FilterBuType
AddOut put FilterBuType
AddOut put FilterBuType

<IfModul & mod_headers

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

o

text/plain

text/html

text/xml

text/css

applicationdxml
applicationdxhtml +xml
applicationdrss+xml
application/ javascript
applicationdx-javascript

Header append Vary User-Agent

AT FModul e

AT FModul e



