<IfModul e mod_rewrite, o

RewriteEngine On

## Beqgin Rewrl teBase

# If you are getting 484 errors on subpages, you may have to uncomment the Rewsl tefase
entry

# vou should change the '/ to your sppropriate subfolder, For example 1F you have

# your Grav install at the root of your site '/ should work, else 1t might be something
# along the 11nes of: Rewrltefase s<your_sub_fol ders

##

RewriteBase /

## End - Rewrl teBase

## Beqgin - Explolts

# If you experience probl ems on your site block out the operations 11sted bel ow
# This attempts to bBlock the most common tuype of exploit “attempts’ to Grav
#

# Block out any script trying to basebd_encode data within the URL.
RewriteCond #{OUERY_STRIMGY basebd_encodel “(1#%([™21+%) [OR]

# Block out any script that Includes a <scriptr tag in LURL

RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s5)+cript, =(:| #¥3E2 [HC, ORI

# Block out any script trying to set 3 PHP GLOBALS wariable wia LKL

Rewri teCond #{OUERY_STRIMGY GLOBALSC =l W[I ¥ A-9A-Z14A, 232 [OR]

# Block out any script trying to modify & _REGQUEST wariable wia LREL
RewriteCond #{OUERY_STRIMGY _REQUESTC=I A[I %L A-9A-Z1{A, 232

# Return 483 Forbi dden header and show the content of the root homepsge
RewriteRule . # index, php [FI

#

## End - Exploits

## Begin - Index

# If the requested path and file 15 not /1ndex. php and the reguest

# has not already been internally rewitten to the 1ndex php script
RewriteCond #¥{REQUEST_URI T ! “/indexh. php

# and the reguested path and file dossn't directly match 3 physical file
RewriteCond #¥{REQUEST_FILEMAMEY ! -f

# and the reguested path and file doesn't directly match 3 physical fol der

Fieeemd L o d WSl ST T LIRS 1 =
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# internally rewite the reguest to the 1ndex, php script
FewriteRule . # index php CL]

## End - Index

## Begin - Security

# FBlock all direct access for these folders

RewriteRule ™, gltlcachelblnllngslbackup)f(.*) etrtrar [F]

# FBlock access to specific file types for these system fol ders

RewriteRule “Csysteml vendor? /0, 3%, Ctxtl xmll mdl htmll gamll phpl pll pyl coil twigl shl bat)$ error
[F]

# FBlock access to specific file types for these user folders
RewriteRule “(userl /i, 1\, (txtlmdluamllphplpllpulcg1|tw1gl5hlbat)$ etrtrar [F]
# Block all direct sccess to . md files:

nd fol ders beginnimg with a dot
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RewriteRule ™% 1 /% 2 - [F]

# FBlock access to specific files In the root fol der

RewriteRul e

“{LICEMSE. txt| composer, 1ock| composer, jsonl nginx confl web, configl htaccess, txtl s\, htaccess) &
error [F]

## End - Security

<A Modul e

# FBeqgin - Prevent Browsing and Set Defaul t Resourc
Options -Indexes

Directoryl ndex index php index html index htm

# End - FPrevent Browsing and Set Defaul t Resources



