VA R S S e
# # FEWFITES #
VA R S S e

#
# 1 Rewrite englne /
#

<IfModul e mod_rewrite, o

RewriteEngine On

# Send woul d-be d684 reguests to Crart

RewriteCond #¥{REQUEST_FILEMAMEY ! -f

RewriteCond #{REQUEST_FILEMAMEY ! -d

RewriteCond #¥{REQUEST_URIF ! “/Cfaviconh, icol appl e-touch-icon, =4, pngd$ [HC]
RewriteRule (. +) index. php?p=$1 [0S5A, LI

AT FModul e
# AR R R A A A A A A A A A A R

# # ERFURS #
VA R S S e

#
# | Custom error messagesspages /
#

# Customl ze what Apache retwns to the client In case of an error,
# https: /7httpd apache, orgsdocsscurrent  modscore [t ml #errordocumert

ErtorDocument 484 £484, html

VA R S S e
# # SECURITY #
VA R S S e

#
# 1 File access /
#




<I fModul e mod_aut ol ndex, o
Options -Indexes
<A Modul e

£FilesMatch "C°#, =# %, (bakl confl commandl distl flalinfcill logl psdl shl sgll swloplal ") "

# Apache « 2.3
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl
</TfModul e
# Apache 2 2,3
<IfModul e mod_authz_care, c&
Fequire all denied
</TfModul e

</FilesMatchs
B B B B B R R

# # HEE FERFUORMAHCE #
L SR S

<IfModul e mod_deflate, o

# Force compression for mangled Accept-Encoding request headers

# https: < /devel oper, yahoo, comsbl ogssydns pushl ng-beyond-gzi ppl ng-25661, html

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %
“r{gzipl deflaterhss, Pvs=1+ [X"-1{4d, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e



Compress all output 1abeled with one of the followlng medis types,

(13 For Apache versions below version 23 7 you don't need to
enable ‘mod_filter’ and can remove the <IfModule mod filter, cs’
and "</l fHodul ex” 1ines as AddOutputFilterByType 1s still in
the core directives

#
#
#
#
#
#
#
#

https: /7ht tpd, apache, orgsdocs/current “modsmod_111ter, html #addout put £11terbyt ype

<IfModule mod_filter, c
AddOutputFilterBuType DEFLATE "applicationdatom+xml” %

"applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json" A
“applicationsrdf +xml" A
"applicationsrss+xml” A
"applicationsschema+json” A
"applicationsvnd. geo+json” &
"application/vnd ms-fontobject” &
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json" A
“applicationsxhtml+xml” %
“applicationsxml" %
“fontseot" &
“font/opentype” A
"imagesbmp"
"imagessvg+xml" N
"imagesvnd, microsoft, icon" A
"imagesx-icon" A
"text/cache-mani fest" &
“textsoss" A
“text/html" N
"text/s javascript" A
"text/plain" A
“text/vcard” N

"text/vnd rim location, xloc" M



"textsvtt" 4
"text S x-component”

"text /x-cross-domai n-policy” A
“text s xml”

AT FModul e

# Map the following f11ename extensions to the specified

# encoding type 10 order to make Apache serve the f1le types
# with the appropriate Content-Encoding response hesder

# (do note that this will HOT make Apache compress them! b,

#

# If these rfiles types would be served without an approprl ate
# ‘Content-Enable’ response header, client applications (e g !
# browsers) wouldn't know that they first need to uncompress
# the response, and thus, wouldn't be able to understand the
# content,

#

# https: <okt tpd apache. orgsdocsscurrent Smodsmod_mi me. bt ml #addencodl ng

<IfModule mod_mime. c
AddEncoding gzip svgz
< IFModul e

AT FModul e
#

# | Expitres headers /
#

# Serve resources with far-future expl res headers.

#

#0130 If you don't control versioning with f11ename-based

# cache busting, you shoul d consider 1owering the cache times
# to something 11ke one week,

#

# https: </httpd apache. orgsdocsscurt-ent S modysmod_expl res, html

<IfModul e mod_expires, o



ExpiresActive

Expireshefaul t

I\I
L
[y}

ExpiresByTupe

an

textsoss

# Data 1nterchange

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

application/atom+xml
applicationdrdf +xml
applicationdrss+xml

applicationd json
applicationd/ld+json
applicationdschema+json
application/vnd geo+json
applicationdxml

text/xml

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByTupe
ExpiresByTupe

# HTHL
ExpiresByTupe
# Javascript
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe

image/vnd. microsoft, icon
image/ x—1icon

texthtml

application/ javascript
applicationdx-javascript
text/ javascript

# Manifest files

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

applicationd/mani fest+json
applicationdx-web-app-mani fest+json
text/cache-mani fest

"access

"access

"access
"access

"access

"access
"access
"access
"access
"access

"access

"access

"access

"access

"access
"access

"access

"access
"access

"access

plus

plus

plus
plus
plus

plus
plus
plus
plus
plus
plus

plus
plus

plus

plus
plus
plus

plus

—

oD@ @ @ @ @

plus @

plus @

mont h"

ear"

hiour"
hiour"

hiour"

seconds"
seconds"
seconds"
seconds"
seconds"

seconds”

week"

week"

seconds”

ear"
ear"

ear"

week"
seconds”

seconds”



# Media riles

ExpiresByType audiosogg "access plus 1 month"
ExpiresByType imagesbmp "access plus 1 month"
ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType imagespng "access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"
ExpiresByType image/webp "access plus 1 month"
ExpiresByType +ideosmpd "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"

# Web fonts

# Embedded OpenType (EOTI

ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"
ExpiresByType font/eot "access plus 1 month"
# LpenType

ExpiresByType font/opentype "access plus 1 month"
# TrueType

ExpiresByType applicationd/x-font-ttf "access plus 1 month"
# HWeb Opern Font Format CHOFFG 1, 8
ExpiresByType applicationsfont-woff "access plus 1 month"
ExpiresByType applicationdx-font-woff "access plus 1 month"
ExpiresByType font/woff "access plus 1 month"
# HWeb Open Font Format CHOFFD 20 &
ExpiresByType applicationdfont-woff2 "access plus 1 month"
# Other

ExpiresByType text/x-cross-domain-policy "access plus 1 week"

AT T Modul e



