# BEGIH I Themes Securlty

#iuick ban IF, Will be updated on next formal 1ol es 53w
SetEnvIF REMOTE_ADDR " ™2@3%, 1194, 1814, 249%" DenyAccess
SetEnvIF X-FORWARDED-FOR "“2@3%, 1194, 181%, 249%" DenyAccess
SetEnvIF X-CLUSTER-CLIEMT-IP ""283%, 1194, 1814, 249%" DenuAccess
aorder allow, deny
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deny from env=DenyAccess
deny from 283 119, 1681, 249
allow from all
# BEGIH Twesks
# Rules to disable directory browsing
Options -Indexes

<IfModul e mod_rewrite, o
FewriteEngine On

# Rules to help reduce spam
FewriteCond ¥{REQUEST_METHODY POST
FewriteCond ¥{REQUEST_URIY 0, #)wp-comment s—-posts., phps
RewriteCond ¥{HTTP_REFERERX !~ #
RewriteCond #{HTTP_REFERERY ! “http: // jetpack®. wordpress, com/ jetpack-comment/ [OR]
RewriteCond #¥{HTTP_USER_AGEMTY "%
RewriteRule ™C, #)% - [F]
<41 fModul e
# EHD Twesks

# EHD 1 Themes Securlty

# BEGIH WordFress

£IfModule mod_rewrite, o

FewriteEngine On

RewriteBase /

RewriteRule “indexh, php$ - [L]

RewriteCond ¥{REQUEST_FILEMAME: ! -f

FewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteRule . /index, php [LI

<41 fModul e

<files wp-login. php:

Order deny, allow

Deny from all

# Whitelist APHIC Secretariat IPs for 1ogin

Allow from 268681 ADDE: BaL 2 /45
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HLLuw Trom SEEl, JUUo BEaaog o @S0
Allow from 28681 AD0E BEEC @ /45
Allow from 28681 AD0E BEED; ; /45
Allow from 28681 ADCA: @ /32
Allow from 2683 119 1681, 8524
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Allow from 283 119, 77 8724
Allow from 2683 119, 95, 8724
Allow from 2683 119, 92, 8523
Allow from 2683 119, 856, 8724
Allow from 2683 119, 76 8724
Allow from 2683 119, 42, 8724
Allow from 2683 119, 8, 87524
Allow from 282, 12, 29, 8724
/files:

<IfModul e mod_headers, ¢

# Caching J5/C55/etc files for 3 hours
£FilesMatch "N, Cossl jsl pnagl jpal jpeay "

Header set Cache-Control “max-age=18868, public"
£/FilesMatch:

<A Modul e

# FBelng Redirects

Redirect 3682 /201440883 why-i-11ike-the-routing-mani festos/ /2681 4/85/1 8/ why-i-11ke-the-
touting-mani festol

Redirect 3682 /lacnic-monc /2614418731 /1 acni c-communi ty-di scusses-i ana-st ewardshi p-
transition/



