#
# | Concretes default rew-ltes /
#

# This 15 part of enabling pretty uls in C5

£IfModule mod_rewrite, o

RewriteEngine On

RewriteBase /

RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteCond #{REQUEST_FILEMAMES /index, html ! -f
RewriteCond #{REQUEST_FILEMAMEZ/index. php ! -
RewriteRule . index php [L]

<41 fModul e

#
# | Web fonts access /
#

# Allow access from 311 domains for web fonts

<IfModul e mod_headets, c
¢FilesMatch "%, Ceotl font, cssl otfl ttol tEfl woffag":
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT FModul e

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # NIME TYFES AHD EHCODIHE #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1 Froper MIFE types for all files /
#

<IfModul e mod_mime. c>

# Audi o
AddTupe audi o/ mp4 mda fda fdb
AddTupe audi o/ ogg oga ogg



# Javascript

# Hormallze to standard type (it's spiffed in IE anyways).!

# http: s

AddType
AddType

# ¥ideo
AddType
AddType
AddType
AddType

Atool s 1etf, org/html Ayfod3298section-7, 2

application/ javascript
applicationd json

wi deos mpd
videos ogg
videos webm
videosx-flv

# Web fonts

AddType
AddType

applicationdfont-woff
applicationdvwnd ms-fontobject

s Jjsonp
json

mpd mdy fdv fdp
agy
webm
flw

wof f
ent

# Browsers usually 1gnore the font HIHE types and sni ff the content,

# however, Chrome shows 3 warning 11 other MINE types are used for the

# rfollowlng fonts,

AddType
AddType

application/x-font-ttf
font/opentype

# Make 5VGZ fonts work on 1Pad:

# https:

AddType

tte tif
ot f

Aotwl tter, comsFont Squi rrel /st at ussl 4555540545

i mage/ svg+xml

AddEncoding gzip

# Other
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

application/octet-stream
applicationdx-chrome-ext ension
applicationdx-opera-extension
applicationdx-shockwave—f1ash
applicationdx-web-app-mani fest+json
applicationdx-xpinstall
applicationdxml

i mage/ webp

image/ x—1icon
text/cache-mani fest

textivtt

text/x—-component

Svg SvOZ
=1n

safariextz

CHx

D,

swf

webapp

xpi

atom rdf rss xml
webp

ico

appcache manifest
wit

htc



Hddlype text/x-—vcard woT

</1fModul e
#
# | UTF-5 encodimg /
#
# Use UTF-8 encoding for anything served as textshtml ™ or textsplain,
AddDef aul tCharset utf-5
# Force UTF-8 for certain file formats,
£IfModul e mod_mime,
AddCharset utf-3 . atom . css . j5 . json . rss . wtt | webapp . xml
</1fModul e
#
# | suppressing o Forcimg the "www " at the beginning of URLs /
#
# _______________________________________

# Option 1: rewdte www, exampl e com + exampl 2 com

£IfModule mod_rewrite, o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http /% B{REQUEST_URIF [R=381, L]
/I fModul e

# Option 20 rewlte exampl e com + www, Exampl 2 com

# Be sware that the followlng might not be 3 good 1dea I you use "real”
# subdomains for certalin parts of your website

# <IrfModul e mod_rewite c:

# Rewri teCond #CHTTPS: ! =on

# Rewri teCond ZCHTTP_HOST? ! “www'. . +& [HCT

# RewriteRule ™ http: /s www ZHTTP_HOST}ECREQUEST_LRI} [R=541, L]



# <o FHodul ex

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # SECURITY #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1 File access /
#

# Block access to directories without 5 default document,

# Usually you should 1eave this uncommented because you shoul dn't allow angone
# to surf through every directory on yowr server (which may 1ncludes rather

# private places 1ike the CHS' =5 directorl ess,

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT FModul e

# FBlock access to hidden files and directories,
# This 1ncludes directories used by version control systems such a5 Gt and 59,

£IfModule mod_rewrite, o
RewriteCond #{SCRIPT_FILEMAME: -d [OR]
RewriteCond #{SCRIPT_FILEMAME: -f
RewriteRule "C71 /% " - [F]

<41 fModul e

# Block access to backup and source f11es,
# These files may be 1eft by some text editors and can pose 3 great securlty
# danger when anyone has access to them,

¢FilesMatch "¢ "# «# %, Cbakl configl distl flalincl inil 1ogl psdl shl sqll swloplal “2 4"
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:






