<IfModul e mod_rewrite, o

RewriteEngine On

# Begin - Force use of 550 for pages

#First rewite any reguest to the wong domain to use the correct one Chere www,
RewriteCond #CHTTP_HOSTY ! “wiw',
RewriteRule ™0, #)% https /Awww, ECHTTP_HOSTH#CREQUEST_URIY [L, R=3A11

#Mow, rewlte to HTTPS:
RewriteCond #{HTTPSY off
RewriteRule ™0, #1% https /A EHTTP_HOSTH#¥{REQUEST_URIY [L, R=3A11

# End - use 55 for pages and 1mages

#Redi rect from old WP format to new Gray format

RewriteRule “WdfdrAdU23Adi23/0, «0% sblogd/$l [R=3A1, L]

## Beqgin Rewrl teBase

# If you are getting 484 errors on subpages, you may have to uncomment the Rewsl tefase
entry

# vou should change the '/ to your sppropriate subfolder, For example 1F you have

# your Grav install at the root of your site '/ should work, else 1t might be something
# along the 11nes of: Rewrltefase s<your_sub_fol ders

##

# Fewrl teBase

## End - Rewrl teBase

## Beqgin - Explolts

# If you experience probl ems on your site block out the operations 11sted bel ow
# This attempts to bBlock the most common tuype of exploit “attempts’ to Grav

#

# Block out any script trying to basebd_encode data within the URL.

RewriteCond #{OUERY_STRIMGY basebd_encodel “(1#%([™21+%) [OR]

# Block out any script that Includes a <scriptr tag in LURL

RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s5)+cript, =(:| #¥3E2 [HC, ORI
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# OLOCK OJL Jriy Soripr Lrgrrg Lo Sel g FiF CLUDHLS ydr Lgol e vildg UREL,
RewriteCond %{OUERY_STRIMGY GLOBALSC=| “[I “¥[B-9A-Z1{8, 232 [OR]

# FBlock out any script trying to modify & _REQUEST wariable wia URFL,
RewriteCond ¥{0UERY_STRIMGY _REQUESTC=| [ %¥[B-9A-Z1{@, 232

# Return 983 Forbl dden header and show the content of the root homepage
FewriteRule . # index php [F]

#

## End - Exploits

## Begin - Index

# If the requested path and file 1= not <1ndex, php and the reguest

# has not already been internally rewitten to the 1ndex, php script
FewriteCond ¥{REQUEST_URIY ! "/indexh. php

# and the requested path and file doesn't directly match a physical file
RewriteCond #{REQUEST_FILEMAMEY ! -f

# and the reqguested path and file doesn't directly match a physical fol der
RewriteCond ¥{REQUEST_FILEMAMEY ! -d

# internally rewite the reguest to the 1ndex, php script

FewriteRule . # index php CL]

## End - Index

## Begin - Security

# Elock all direct access for these rfolders

RewriteRule (., gitl cachel binl 1ogsl backup) /. #) error [F]

# FBlock access to specific file types for these system fol ders

RewriteRule “Csysteml vendor? /0, 3%, Ctxtl xmll mdl htmll gamll phpl pll pyl coil twigl shl bat)$ error
[F]

# FBlock access to specific file types for these user folders

FewriteRule “Cuserd o, 3%, Ctxtl md gamll phpl pll pyl coil twigl shl bat)$ error [F]

# Elock all direct access to . md riles:

RewriteRule %, md$ ertor [F]

# FBlock all direct access to files and folders beginning with a dot

RewriteRule ™% 1 /% 2 - [F]

# FBlock access to specific files In the root fol der

RewriteRul e

“{LICEMSE. txt| composer, 1ock| composer, jsonl nginx confl web, configl htaccess, txtl s\, htaccess) &
error [F]

## End - Security

# FBeqgin - Prevent Browsing and 5et Defaul t Resources

Options -Indexes



Mirectorylndex 1ndex php 1ndex html 1ndex htm
# End - Frevent Browsing and 5et Default Resources

# Begin - Force use of 550 for pages

RewriteEngine On

RewriteCond %{HTTPSY ! =on

RewriteRule ™ https: //¥{HTTP_HOST #{REQUEST_URIF [L, R=3811

RewriteEngine On
RewriteCond ¥CHTTPSY ! =on
RewriteRule . #3% https A/ %HTTP_HOSTH #{REQUEST_URIY [L,R=3A11

# End - use 55 for pages and 1mages
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