# BEGIH I Themes Security - Do not modl fuy or remove this 11ne
# 1 Themes Security Config Details 2
# Frotect System Files - Security > Settings > 5Suystem Twesks > System F1l1es
<files . htaccess:
<IfModul e mod_authz_core, c
Fequire all denied
<41 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<41 fModul e
£/files:
<files readme, html:
<IfModul e mod_authz_core, c
Fequire all denied
<41 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<41 fModul e
£/files:
<files readme, txt:
<IfModul e mod_authz_core, c
Fequire all denied
<41 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<41 fModul e
£/files:
<files install. php:
<IfModul e mod_authz_core, c
Fequire all denied
<41 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<41 fModul e
£/files:
<files wp-config php:
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SLTIAdULE mod_dJLurns_cur e, 2/
Fequire all denied

</TfModul e

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all

</TfModul e

/files:

# [i=sable XML-RPC - Security > Settings > WordPress Tweaks > SHL-RPC
£files xmlrpc. php:
<IfModul e mod_authz_care, c&
Fequire all denied
</TfModul e
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
</TfModul e
/files:

# [i=able Directory Browsing - Security > Settings » Suystem Twesks > 0irectory Browsing

Options -Indexes

<IfModul e mod_rewrite, o
RewriteEngi ne On

# FProtect System Files - Securlty > Settings > System Tweaks > System Files
FewriteRule “wp-admin/includess - [F]

FewriteRule ! "wp-includes/ - [5=31

FewriteCond ¥{SCRIPT_FILEMAMET ! ™, #)wp-includes/ms-files, php

FewriteRule “wp-includes/["/1+\ php$ - [F]

FewriteRule “wp-includess js/tinumces]l angss. +%. php - [F]

FewriteRule “wp-includesstheme-compat, — [F]

# Filter Reguest Methods - Security > Settings > Suystem Twesks > Reguest HMethods
RewriteCond % REQUEST_METHOD: “¢TRACEI DELETEl TRACK [HCI
RewriteRule ™ & - [F]

</ 1 fModul e
# EHD 1 Themes Security - Do not modi fy or remove this 11ne

# BEGIH W3TC EBrowser Cach



<1TModul e mod_mlme, C*

AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe

text/css | css

text/x—component . hic

applicationdx-javascript . js

application/ javascript . js2

text/ javascript . js3

text/x-js . j54

text/html . himl . htm

text/richtext . rtf . rix

imagessvg+xml . svg . svgz

text/plain . txt

text/xsd | xsd

text/xsl . xsl

text/xml . xml

videosast . asf . asx . wax . wmy . wmx

videosavi | avi

image/bmp . bmp

applicationd java . class

video/divy . divx

application/msword | doc . docx

applicationdvnd ms-fontobject . eot
applicationdx-msdownload . exe

image/gif . gif

application/x-gzip . gz . gzip

image/x-icon . ico

image/ jpeq . jpa . jpeg . jpe

applicationd json . json

applicationdvnd ms-access . mdb

audio/midi .mid . midi

video/quicktime . mov . gt

audio/mpeq . mp3 . mda

video/mpd . mpd . mdy

video/mpeq . mpeg . mpg . mpe

applicationdvnd ms-project . mpp
applicationdx-font-otf . otf

applicationdvnd ms-opentype | otf
applicationdvnd oasis. opendocument. database | odb
applicationdvnd oasis. opendocument. chart | odc
applicationdvnd oasis. opendocument. formula . odf
applicationdvnd oasis. opendocument. graphics | odg
applicationdvnd oasis. opendocument. presentation . odp



AddType applicationswnd. 0asis opendocument. spreadsheet | ods
AddType applicationsvnd. oasis opendocument, text | odt
AddType audiofogg . ogg
AddType application/pdf . pdf
AddType image/png . png
AddType applications/wnd. ms-powerpoint . pot . pps . ppt . pptx
AddType audios/x-realaudio . ra . ram
AddTupe applicationsx-shockwave-flash . swf
AddType applicationsx-tar . tar
AddType imagestiff ,tif . tiff
AddTupe applicationsx-font-ttf . tif . ttc
AddType application/wnd. ms-opentupe . tif | ttc
AddType audiosway . wav
AddType audio/wma . wma
AddType applicationswnd ms-write . wri
AddType applications/font-woff | woff
AddTupe applicationswnd ms-excel . xla . xls . xlsx . x1t . xlw
AddType applicationszip . zip
<41 fModul e
£IfModul e mod_expires, o
ExpiresActive On
ExpiresByType text/css A3l 536606
ExpiresByTupe text/x-component AZ1S366A6
ExpiresByTupe applicationdx-javascript A3 536608
ExpiresByTupe application/ javascript A31S3668A
ExpiresByTupe text/javascript A31 536608

Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType
Expi resByType

text/x-js A31S36EEA
text/himl RA3688
text/richtext A3GEE
image/svg+xml A3GEA
text/plain AZEEA

text/xsd A3EEA

text/xsl A3GEA

text/xml A3GEEA

video/ast A3I1S360E88
video/avi A31S360E88
image/bmp A31536E8A
application/ java AJ1S36E8A
video/divx A3l 536088
application/msword A31S36EEA
application/vnd ms-fontobject A3 536608



ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

AT FModul e
<IfModul e mod_defl ate, ¢

applicationdx-msdownl oad A31 536608

image/gif A31S36E6A

applicationdx-gzip A3153666A

image/ x-icon AZ15366866

image/ jpeq AZ1536066

application/ json A31 53668

applicationdvnd ms-access A3 53668

audio/midi A3l 536066

wideo/quicktime A315366608

audi o/mpeq A315366066

video/mpd A3153668A

video/mpeq AZ15366066

applicationdvnd ms-project AZ15366866
applicationdx-font-otf A3l 536608

ms-opentype A315368688

dat abase A315366088
chart A31536888
farmul a A31 5368608
graphi cs A315366066
presentation AZ15366066
spreadsheet A31536868
text A315368E88

applicationdwnd

applicationdvnd oasis. opendocument.

applicationdvnd oasis. opendocument.

applicationdvnd oasis. opendocument.

applicationdvnd oasis. opendocument.

applicationdvnd oasis. opendocument.

applicationdvnd oasis. opendocument.
application/vwnd oasis
audio/ogg A3 536E6R
application/pdf A31536608

image/png A3153666A

applicationdvnd ms-powerpoint A3 5366608
audi o/ x-real audi o A31 536080
image/svg+xml A3l 536608
applicationdx-shockwave-f1ash A3 536608
application/x-tar A31536086

image/tiff A31536066
application/x-font-ttf A31 536608
applicationdvnd ms-opentype A3153666E
audi o/way A315360A0

audi o/wma A315360A0

applicationdvnd ms-write A31536608
applicationdfont-woff AZ1S536686
applicationdvnd ms-excel A3 536608

application/zip A31 5366608

opendocument.,



<IfModul e mod_headers, ¢
Header append Yary User-Agent enwv=! dont-wvary
<41 Modul e
<IfModule mod_filter, c
AddOutputFilterBuTupe DEFLATE text/css text/x-component applicationdx-javascript apy
<IfModule mod_mime, >
# DEFLATE by extension
AddOutputFilter DEFLATE js css htm html xml
<41 Modul e
<41 Modul e
<41 Modul e
£FilesMatch "%, Ccssl htol lessl jsl js21 js31 js4l C551 HTCI LESS) J51 J521 J531 IS4 " »
FileETag MTime Size
<IfModul e mod_headers, ¢
Header set Pragma “public"
Header append Cache-Control "public”
Header set X-Powered-By "l3 Total Cachesd, 9, 4, 1"
<41 Modul e
£/FilesMatch:
<FilesMatch "% Chimll html rtfl rtxl sval svgzl txtl xsdl sl xml| HTHL HTHE RTFI BTN SWGEl SVEEl TXTI %S0
FileETag MTime Size
<IfModul e mod_headers, ¢
Header set Pragma “public"
Header append Cache-Control "public”
Header set X-Powered-By "l3 Total Cachesd, 9, 4, 1"
<41 Modul e
£/FilesMatch:
¢FilesMatch ",
¢ asfl asxl wax! wmyl wmxl avil bmpl ¢l assl di vl docl docxl eotl exel gi fl gzl gzipl icol jpgl jpegl jpel jsonl
FileETag MTime Size
<IfModul e mod_headers, ¢
Header set Pragma “public"
Header append Cache-Control "public”
Header set X-Powered-By "l3 Total Cachesd, 9, 4, 1"
<41 Modul e
£/FilesMatch:
# EHD WZTC Browser Lache
# BEGIH WSTC Page Cache core
£IfModule mod_rewrite, o
RewriteEngine On
RewriteBase /magexpress’



FewriteCond ¥{HTTP: Accept-Encodings gzip
FewriteRule . # - [E=W3TC_EMC: _gzip]l
FewriteCond ¥{HTTP_COOKIEY w3tc_preview [HCI
FewriteRule . # - [E=W3TC_PREVIEM: _prewview]
RewriteCond #{REQUEST_METHODY ! =POST
RewriteCond %{OUERY_STRIMG: =""
RewriteCond %{REQUEST_URIZ “/%
FewriteCond #¥{HTTP_COOKIEY ! Ccomment _author! wp-post passl w3tc_logged_out| wordpress_1oga:
RewriteCond " #{DOCUMENT _ROOT: fmagexpresss wp-cont ent / caches page_enhanceds $THTTP_HOSTS /%L
RewriteRule .+ " /magexpresssup-content /cached page_enhanceds SCHTTP_HOST A #{REQUEST_URI 3/,
<41 fModul e
# EHD W3TC Fage Cache core

# BEGIH WordFress

<IfModule mod_rewrite, o

FewriteEngine On

FewriteBase /magexpress/

FewriteRule “indexh. phpd - [LI
RewriteCond ¥{REQUEST_FILEMAME: ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . /magexpress/index, php [LI
<41 fModul e

# EHD WotrdFPress



