£IfModule mod_setenvif. o
<IfModul e mod_headets, c
£FilesMatch "N, Cgiflicol jpe?gl pngl sval svwozl webpl §"
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-0Origin "#" enw=IS_CORS
£/FilesMatch:
<41 fModul e
<41 fModul e

#
# | Web fonts access /
#

<IfModul e mod_headets, c
¢FilesMatch "%, Ceotl font, cssl otfl ttol tEfl woffag":
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT FModul e

Options -Multiviews
ErtorDocument 484 £484, html

<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=edge”
# ‘mod_headers’ can't match based on the content-type, however, we only
# want to send this header for HTAL pages and not for the other resources
£FilesMatch "M, Cappcachel crxl cssl eotl gifl btel icol jpe?
al jsl mdal mdwl mani festl mpdl oexl ogal ogal ogyl ot fl pdfl pngl saf ariextzl swal svgzl L1 vofl webappl wet
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

<IfModul e mod_mime. c>

# Audi o
AddTupe audi o/ mp4 mda fda fdb
AddTupe audi o/ ogg oga ogg
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# JIVvIILT 1L

# Hormallze to standard type (it's spiffed in IE anyways).!

# http: s

AddType
AddType

# ¥ideo
AddType
AddType
AddType
AddType

Atool s 1etf, org/html Ayfod3298section-7, 2

application/ javascript
applicationd json

wi deos mpd
videos ogg
videos webm
videosx-flv

# Web fonts

AddType
AddType

applicationdfont-woff
applicationdvwnd ms-fontobject

s Jjsonp
json

mpd mdy fdv fdp
agy
webm
flw

wof f
ent

# Browsers usually 1gnore the font HIHE types and sni ff the content,

# however, Chrome shows 3 warning 11 other MINE types are used for the

# rfollowlng fonts,

AddType
AddType

application/x-font-ttf
font/opentype

# Make 5VGZ fonts work on 1Pad:

# https:

AddType

tte tif
ot f

Aotwl tter, comsFont Squi rrel /st at ussl 4555540545

i mage/ svg+xml

AddEncoding gzip

# Other
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

application/octet-stream
applicationdx-chrome-ext ension
applicationdx-opera-extension
applicationdx-shockwave—f1ash
applicationdx-web-app-mani fest+json
applicationdx-xpinstall
applicationdxml

i mage/ webp

image/ x—1icon
text/cache-mani fest

textivtt

text/x—-component

text/x—vcard

Svg SvOZ
=1n

safariextz

crx

oEx

swf

webapp

xpi

atom rdf rss xml
webp

ico

appcache manifest
wit

htc

wicf



AT Modul e

#
# | UTF-5 encodimg /
#

# Use UTF-8 encoding for anything served as textshtml ™ or textsplain,
AddDef aul tCharset utf-5

# Force UTF-8 for certain file formats,
<IfModule mod_mime, >

AddCharset utf-3 . atom . css . j5 . json . rss . wtt | webapp . xml
/I fModul e

# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # URL REWRITES #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# | Rewrlte englne /
#

# Also, some cloud hosting services require RewrlteBase  to be set:
# http /7w, ackspace, comsknowl edge_cent ery freqguent 1 y-ask ed-qguest I ons why-1 s-mod-rewri t e-no:

£IfModule mod_rewrite, o
Options +5ymLinksIfOwnertatch
RewriteEngine On
# RewriteBase
/I fModul e

#
# | suppressing # Forcimg the " www,
#

"

at the beginning of URL= /

# The same content should never be avallable under two difrerent URLS especially

"

# not with and without “www " 3t the beginning This can cause SE0 probl ems
# (duplicate contentl, therefore, you shoul d choose one of the alternatives and

# redirect the other one



# By default option 1 Cno "www ") 15 actlvated:
# http: <sno—www orgefag photg=cl ass5_6

#If you'd prefer to use option 2, just comment out all the 1ines from option 1
# and uncomment the ones from option 2

# INFORTANT: HEYER LSE BOTH RULES AT THE SAHME TIME!

# Option 1 rewlte www exampl & com + exampl 8 com

£IfModule mod_rewrite, o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]
RewriteRule ™ http /7% B{REQUEST_URI [R=381, L]
<41 fModul e

# Option 20 rewlte exampl e com + www, Exampl 8 com
# Be aware that the following might not be 3 good 1dea 1 you use “real”
# subdomains for certaln parts of your website

# <IfModul e mod_rewite cx

# Rewr] telond XCHTTPS: ! =on

# Rewrl teCond XCHTTP_HOSTR ! “www', . +& [HCT

# RewriteRule ™ http: /swww, ZCHTTP_HOST BREQUEST_URI: [R=341, L]
# <1 FHodul e

<IfModul @ mod_aut ol ndex, o

Options -Indexes
<41 fModul e

# FBlock access to hidden files and directories,
# This 1ncludes directories used by version control systems such a5 Gt and 59,

<IfModul e mod_rewrite, o



RewriteCond #{SCRIPT_FILEMAMEY -d [OR]

RewriteCond #{SCRIPT_FILEMAMEY -f

RewriteRule "C7°1 /% " - [F]
</TfModul e

# FBlock access to backup and source f11es,
# These files may be 1eft by some text editors and can pose a great securlty

# danger when anyone has access to them,

£FilesMatch "C7#, =# %, (bakl configl distl flalinclinil logl psdl shl g1l swlopd ] ™2 g"
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:

#
# | Secure Sockets Layesr (5500 /
#

# Rewrlte secure reguests properly to prevent 550 certificate wanings, & 4!
# prevent “https: SSwww, exampl e com” when your certlficate only allows

# https: Afsecure, exampl e com’,

I fModule mod_tewrite, o

RewriteCond ¥{SERVER_PORTI ! "443

RewriteRule ™ https: /7 jhbrubn, de¥{REQUEST_URIF [R=3A1, L]
</TfModul e

# Force client-side 550 redirection,

# If 3 user types "example com” in his browser, the asbove rule will redirect him
# to the secure wversion of the site That still 1eaves 3 window of opportuni ty
# (the initial HTTF connection for an attacker to downgrade or redirect the

# request, The following header ensures that browser will OHLY connect to your
# server wia HTTPS, regardl ess of what the users type in the address bar,

# http /7w, Bt ml Brocks, comsenstut orl 2l 5/5ecurl tystransport -1 ayer-securt tys



# <IrModul & mod_headers, cx
#  Header set 5trict-Transport-5ecurl ty max-3ge=1 GA7AIAA;
# AT Modul e
AddOut putFilterBuTupe DEFLATE text/html text/plain text/xml text/css applications javascript
<IfModul e mod_headets, c»
Header unset ETag
</1fModul e
FileETag Hone

£IfModul e mod_expires. o

ExpiresActive on

Expireshefaul t "access plus 1 month"
# L55
ExpiresByTuype text/css "access plus 1 year”

# Data I1nterchange

ExpiresByType applicationd json "access plus A seconds"
ExpiresByType applicationdxml "access plus A seconds"
ExpiresByType text/xml "access plus A seconds"

# Favicon {cannot be renamed!

ExpiresByType imagesx-1icon "access plus 1 week"

# HTAL components (HICs:

ExpiresByType text/x-component "access plus 1 month"
# HTHL
ExpiresByType text/html "access plus A seconds"

# Javascript
ExpiresByType applicationd javascript "access plus 1 year”

# Manirest files
ExpiresByTuype applicationdx-web-app-manifest+json "access plus A seconds"
ExpiresByType text/cache-manifest "access plus A seconds"



# Medi a
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType

# Web reeds
ExpiresByType
ExpiresByType

# Web rfonts
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType

AT FModul e

FewriteEngine On

FewriteRule “octocardsC. #) http /foctocard ind$l [PI
FewriteRule “osrc/i, ) http /fosrc, dfm iof$l [P

audi o/ ogg
image/qif
image/ jpeq
image/ png
videos mpd
videos ogg
video/ webm

application/atom+xml
applicationdrss+xml

applicationdfont-woff
applicationdvnd ms-fontobject
application/x-font-ttf
fontsopentype

i mage/ svg+xml

"access
"access
"access
"access
"access
"access

"access

"access

"access

"access
"access
"access
"access

"access

RewriteRule “rss/(, #) http //blog. jhbrubn, dedrss gl [R=3A1, L]
RewriteRule “rssi, ) http //blog. jhbrubn dedrss/$l [R=301, L]

FewriteRule “btsunc-auf-nem-uberspacesc. #) http //blog. jhbrubn, dedbtsync-auf -nem-uberspace/'

plus
plus
plus
plus
plus
plus
plus

plus
plus

plus
plus
plus
plus
plus

—_ = == = =t et
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mont "
mont "
mont "
mont "
mont "
mont "
mont "

hiour-"
hiour-"

mont "
mont "
mont "
mont "
mont "



