# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # CROS5-0RIGIH RESOURCE SHARIHE (CURS? #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# | Cross-domain requests /
#

# Allow cross-orlgin reguests,
# htto sscode googl e comspsht ml Bsecurt tuswl k1 SCrossorl gl nRequest Securl ty
# http: ~7enabl e-cors, org”

# http: <7, w3 orge TRAcors”

<IfModul & mod_headers, ¢

Header set Access-Control-Allow-Origin =
<41 fModul e

#
# ApachesPHPDrupal =et tings:
#

# Frotect files and directories from prglng eyes,
¢FilesMatch "%, Cenginel incl umll installl makel modul el profilel pol shl, #3g11 themel twigl tplch, phpl
I xtmplaC™ 5, swlopdl . bakl %, arigl s, saver?
& “Cn, . #l Entries ¢ Repositoryl Rootl Tagl Templ ated & “#. =#$ %, phpl ™, swlopldl s, bakl . origh, Sawve
<IfModul e mod_authz_core, c
Require all denied
<41 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
<41 fModul e
£/FilesMatch:

# 0on't show directory 11stings for URLS which map to 3 directory,
Options -Indexes

# Follow symbolic 11nks 1n this directory,
Options +FollowSumlinks

# Fake Drupal handl e any G689 errors,

| PSRN A Ammd Mo do. k-



Crroracamens |a FLrndex, pJrip

# Set the default handl et

Directoryl ndex index php index html index htm

# Override PHP =settings that cannot be changed at runtime, See

# sitessdefaul ts/defaul t, settings php and drupal _environment _initializecl 1in

# coresincl udessbootstrap, 1nc for settings that can be changed at rontime

# FHF 5, Apache 1 and Z
<IfModul e mod_phpS, c
php_flag session, auto_start
php_walue mbstring http_input
php_walue mbstring http_output
php_flag mbstring encoding_translation
</TfModul e

# Requires mod_explres to be enabl ed,
£IfModul e mod_expires. o

# Enabl e expiations,

ExpiresActive On

# Cache all files for 2 wesks after ac

Expireshefault Al 2A966A

£FilesMatch . phpg:

af f
pass
pass
af f

= (A1,

# Do not allow PHP scripts to be cached unless they explicitly send cache

# headers themsel ves, Otherwise all scripts would have to overwrlte the

# headers set by mod_expires 1f they want another caching behavior, This may

# rail 1f an ertor occurs early in the bootstrap process, amd 1t may cause

# problems 1 3 non-Crupal PHP file 1s 1nstalled in 3 subdirectory

ExpiresActive Off
£/FilesMatch:
<fIfModul e

# Various rewlte rules,
<IfModul e mod_rewrite, o
RewriteEngi ne on

"m_n

# set "protossl” to "s" If we were accessed wia https: s, This 15 used 1ater

"

# 17 you enable ",

stripping or enforcement, 1n order to ensure that



# you dor” t bounce between Attp and httos,

FewriteRule ™ - [E=protossl]
RewriteCond #{HTTPSY on
FewriteRule ™ - [E=protossl: s]

# Make sure Authorization HTTP header 15 available to PHP
# even when running as CGI or FastrGl,
RewriteRule ™ - [E=HTTP_AUTHORIZATION: #<{HTTP: Authorizationi]

# Block access to "hidden” directories whose names begin with 3 period This
# 1ncludes directories used by version control systems such as Subversion or
# Git to store control files Files whose names begin with 3 period, a5 well
# as the control files used by C¥5, a&are protected by the Filestlatch directive
# above,

#

# HOTE: This only works when mod_rewrlte 15 1oaded, Without mod_rewrite, It 15
# not possible to block access to entire directories from . bt access because

# <0irectoryfatchs 15 not allowed here,

#

# If you do not have mod_rewite 1nstalled, you should remove these

# directories from your webroot or otherwise protect them from bel mg

# downl oaded,

RewriteRule "C71 /% " - [F]

# If yowr site can be accessed both with and without the 'www ' preflx gou
# can use one of the following settings to redirect users to your preferred
# URL, elther WITH or WITHOUT the 'www ' prefix Choose OHLY one optlon:

#

# To redirect all users to access the site WITH the "www ' prefix,

# Chttp #/exampl & coms, .. will be redirected to Atto </www exampl e comd, .. 0
# uncomment the fol 1owl ng:

# RewriteCond XCHTTP_HOST? .

# RewriteCond XCHTTP_HOSTY ! “www', [HCT

# RewlteRule ™ httpifEWY: protossld < v, XCHTTP_HOSTH EREQUEST_LURI: [L, R=3A11
#

# To redirect all users to access the site WITHOUT the 'www, ' preflx

# Chtto #swww, exampl e, comd, .. will be redirected to httpe s2exampl e comd, .0
# uncomment the fol 1owl ng:

# RewriteCond ZCHTTP_HOST? “www'. ¢, +3% [HCT

# RewriteRule ™ httpiCENY: protoss] i 7% ¥CREQUEST_URI} [L. R=5611]



# Modi fuy the Rewitefase I you are using Drupal In a subdirectory o In a
# virtusl Document Root and the rewrlte rules are not working proper] y,

# For example I1f your site 15 at httpe //exampl e comsdrupal uncomment  and
# modi fuy the followlng 11ne:

# RewlteBase ~drupal

#

#If your site 15 running 1n a Yirtual Document Root &t Bt tpe A7 exampl e, com”,
# uncomment the followlng 11ne:

# Rewrl teFase /

# Redirect common PHP files to thelr new 1ocations,
RewriteCond #¥{REQUEST_URIT “C, #)7/Cupdate, phpy [OR]
RewriteCond #¥{REQUEST_URIT “C, #17/Cinstall. php) C[OR]
RewriteCond #{REQUEST_URIY ™, «)?/Crebuild. php)
RewriteCond #{REQUEST_URIY ! core

RewriteRule ™ %1/ cores%2 [L, Q5A, R=3611

# Fass all requests not referring directly to files in the filesystem to
# 1ndex, php Clean URLs are handled 1n drupal _enyi ronment_1nf t13511ze0,
RewriteCond #¥{REQUEST_FILEMAMEY ! -f

RewriteCond #{REQUEST_FILEMAMEY ! -d

RewriteCond #{REQUEST_URIY !=/favicon. ico

RewriteRule ™ index php [L]

#If this 15 3 proguction site you may want to forblid sccess to PHP files 1in
# subfol ders for securlty reasons, If you need to directly execute PHP fI1les
#1n a module or want to roun another PHP appllcation somewhere 1n your

# docroot tree you might want to modify this  Uncomment the followlng two

# 1ines to only allow PHP files in the webroot and 1in “/core”:

# Rew1teCond ZREQUEST_URIF ! “vooresl v+, phpg

# RewiteRule "7, +/, #\, phpg" - [F]

# Example for allowling just one PHP fi1le of statistics modul e

# Rew1teCond ZREQUEST_URIF ! “vooresl v+, phpg

# Rew1teCond BCREGQUEST_URIF ! “vooresmodul es/statl sticssstatl stics phpg

# RewiteRule "7, +/, #\, phpg" - [F]

# Rules to correctly serve gzip compressed C55 and J5 F11es,

# Requires both mod_rewlte and mod_headers to be enabl ed,

<IfModul e mod_headets, c
# Serve gzip compressed C55 files I they exist and the client accepts gzip
RewriteCond #{HTTP: Accept-encodi ngd gzip



RewriteCond ¥{REQUEST_FILEMAMEX. gz -5
FewriteRule ™0, 1%, css $1%, cssh, gz [05A]

# serve gzip compressed J5 files If they exist and the client accepts gzip,
FewriteCond ¥{HTTP: Accept-encodingy gzip

RewriteCond ¥{REQUEST_FILEMAMEX. gz -5

FewriteRule 0, 1%, js $1% js\. gz [0S5A]

# serve correct content types, and prevent mod_deflate double gzip.
RewriteRule . cssh, gz% - [T=text/css, E=no-gzip: 1]
FewriteRule . jsh. gz% - [T=text/javascript, E=no-gzip 11

£FilesMatch "5, jsh, gzl v cssh, gz s
# serve correct encoding type,
Header set Content-Encoding gzip
# Force proxies to cache gzipped & non-gzipped csssjs f11es separatel uy,
Header append Yary Accept-Encoding
£/FilesMatch:
</TfModul e

<A Modul e



