#
# ALLOW LISER BY IF
#
<Limit GET POST:
arder deny, allow

deny from all

allow from 1ocal host
allow from 127, 8, 8.1
allow from all
fLimit

#
# IE Compat-Fflode Force OFF
#

<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=edge, chrome=1"
£FilesMatch "M, Cappcachel crxl cssl eotl gifl btel icol jpe?
al jsl mdal mdwl mani festl mpdl ogxl ogal ogal ogyl ot I pdfl pnal saf ari extzl swgl svgzl L] wof | webml webpl
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

#
# CORS-enabl ed 1mages (Borossori glng
#

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
£FilesMatch "N, Cgiflicol jpe?gl pngl sval svwozl webpl §"
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-0Origin "#" enw=IS_CORS
£/FilesMatch:
<41 fModul e
<41 fModul e

#

#

T S kA T o _—_—-l hkm e d i -



SLTIAdUL E mad_rneqaer =, 27
£FilesMatch "%, Ceotl font, cssl otfl ttel tEfl woffog"
Header set Access-Control-Allow-Origin ™"
£/FilesMatch:
</ fModul e

B
# Proper MIME type for all files

B
# JavaScript

AddType applications javascript . 5 jsonp
AddType applications json . json

# Audi o

AddType audi o/ mpa .mda  fda . fdb
AddType audiofogg L 0ga . 0gg

# ¥ideo

AddType wi deo/mps . mpd

AddType wi deos x—mdy . ey

AddType audi o/ mpa . mda

AddType wideo/ogg . 0gv

AddType audiofogg L 007 . 0ga
AddType wideo/webm . webm

AddType wideodx-f1w Tl

# 5V

AddType i mage/ svg+xml = I g
AddType i mage/ svg+xml v SWOZ
AddType i mage/ svg+xml =i
AddEncoding gzip . SWOZ

# Webfonts

AddType application/vnd ms-fontobject . eat
AddType applicationsx—font-opentuype cotf
AddType imagesswg+xml =i
AddType applicationsx—font-ttf Cttf
AddType applicationsfont-woff . woff

AddType applicationsfont-woff2 cwoff2



# Hssorted types

AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe

application/octet-stream
applicationdx-chrome-ext ension
applicationdx-opera-extension
applicationdx-shockwave—1ash
applicationdx-web-app-mani fest+json
applicationdx-xpinstall
applicationdxml

1 mage/ webp

1 mage/ x-1con
text/cache-mani f est

text/vit

text/ x-component

text /x-vcard

<IfModul e mod_deflate, o>

<IfModule mod_setenvif. o

<IfModul e mod_headets, c»
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl ®{15%1 “{1531 -{153>% "“((gzipl deflate)®

£, 1354

HAYE _Accept -Encodi ng

csafariextz

. CFX

. DEX

. suf

. webapp

. xpl

. Fs35 ., atom ., xml . rdf
. webp

cico

. appcache . mani fest
vt

htc

el

FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding
</ fModul e
</ fModul e

£IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
applicationd javascript

applicationd json %

applicationdrss+xml %

applicationdvnd ms-fontobject

applicationdx-font-ttf

applicationdxhtml +xml %

applicationdxml

font/opentype M

1 mages svg+xml

images x—1con M



text/oss o
text/html ™
text/plain

text/x-component ™
text/xml

AT FModul e

AT FModul e

#

# Expires headers (for better
#

cache controll

# These are pretty far-ruture expl res

header s,

# They assume you control versioning with £11ename-based cache busting

# Addi tionally, consider that outdated proxies may miscache

#  www stevesouders, comsbl oge ZEa5,

# If you don't use filenames to version, lower the C55 and J5 to something 11ke

<IfModul e mod_expires, o
ExpiresActive on

# Ferhaps better to whitelist explres
Expireshefault

# cache, apprache needs re-requests in
ExpiresByTuype text/cache-manifest

html

text/himl

# Your documernt

ExpiresByType

# Data
ExpiresByTupe application json
applicationdxml

text xml

ExpiresByType
ExpiresByType

# Fee
ExpiresByType applicationsatom+xml

ExpiresByType application/rss+xml

[y e TN
(ry

g

rul es? Perfaps,
"access plus 1 month"

FF 3 6 (thanks Remy “Tntroduci g HTHLE
"access plus @ seconds”

"access plus @ seconds”

"access plus @ seconds”

"access plus @ seconds”

"access plus @ seconds”

"access plus 1 hour”

"access plus 1 hour”

=yl ng-r1 1 enames-dont -use-gueryst ri ng



# Favicon {cannot be renamedi

ExpiresByTupe image/x-1icon "access plus 1 week"

# Medi s 1mages, wideo, audio

ExpiresByType audiosogg "access plus 1 month"
ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByTupe imagesswg "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTuype wideos/mpd "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HIC rfiles (css3plel
ExpiresByType text/x-component "access plus 1 month"

# Webfonts
ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"

ExpiresByTupe applicationdx-font-ttf "access plus 1 month"
ExpiresByTupe application/x-font-woff  "access plus 1 month"
ExpiresByTuype applicationdfont-woff2 "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"
# 55 and Javascript
ExpiresByTupe applicationd javascript "access plus 1 year”
ExpiresByTuype text/css "access plus 1 year”

<A Modul e

<1 fModul e mod_headers. o

# Turn on Expires and set default explres to 3 days

ExpiresActive On
Expireshefault A259266

# set up cachimg on media files for 1 month
£filesMatch ", Cicol gifl jpal jpegl pnagl f1wl pdfl swfl movl mp3l wmyl ppta g
Expireshefault A24192608



Header append Cache-Control "public”
</filesMatch:

# Set up 2 Hour caching on commonly updated £11es
£filesMatch ", Cxmll txtl htmll js| cssa g s

ExpiresDefault A7266

Header append Cache-Control "private, must-revalidate”
£/filesMatch:

# Force no caching for dynamic £1les

<filesMatch ", Cphpl coil pll html phiml 2"
ExpiresDefault AA
Header set Cache-Control “no-store, no-cache, must-revalidate, max-age=@"
Header set Pragma " no-cache"

£/filesMatch:

</1fModul e
#

# ETag removal
#

<IfModul e mod_headers, o>
Header unset ETag
AT Modul e

FileETag Hone
#

# KeepAl 1 ve
#

<IfModul e mod_headers, cx
Header set Connection keep-aliwve
ST Modul e

#
# UTF-8 encodi ng
#

AddDef aul tCharset utf -5



AddCcharset utf-5 . atom . css . j5 . json . rss ., wit | oxml

#
#A1ittle more securlty
#

# "-Indexes" will have Apache block users from browsing fol ders without 3
# defaul t document Usually you should 1eave this actlvated, becsuse you
# shouldn't allow everybody to surf through every folder on your server (which
# Includes rather private places 11ke CHS system fol derss,
£l fModul e mod_autol ndex, o
Options -Indexes
<41 fModul e

# Block access to "hidden” directories or files whose names begin with 3
# period This 1ncludes directories used by version control systems such as
# Subversion or Gt
£IfModule mod_rewrite, o
RewriteCond #{SCRIPT_FILEMAME: -d [OR]
RewriteCond #{SCRIPT_FILEMAME: -f
RewriteRule "C71 /% " - [F]
<41 fModul e

# Block access to backup and source fi1les, These files may be 1eft by some
# textshtml editors and pose a great securlty danger, when anyons can access
# them,
£FilesMatch "%, Cbakl configl distl flalincl inil 1ogl psdl shl sgll swpal ™2 g"

Order allow, deny

Deny from all

Satisfy ALl
£/FilesMatch:

# Increase cookle securlty
<IfModul e mod_phpS, c

php_value session, cookie_httponly true
<41 fModul e

# Inctease securlty
<IfModul e mod_headets, c

Header set Strict-Transport-Security "max-age=25920868" env=HTTPS
<41 fModul e



£ifModule mod_headers, o
Header set X-x55-Protection "1; mode=block”
Header always append xX-Frame-0ptions SAMEORI GIH
Header set X-Content-Type-Options: "nosniff®
£/1 fModul e

#

# REWRITE SETTIHGS

#

<IfModule mod_rewrite, o
RewriteEngi ne On

RewriteBase /

FewriteRule “indexh, phpd - [LI
RewriteCond ¥{REQUEST_FILEMAME: ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . /findex php CL]
<fIfModul e



