<IfModul e mod_headets, c
# httpos: s /gl thub, comshsbpsserver-conf] gs-apachesbl obsmast ers/scs/securl tys/stri ot -t ransport -
securl ty, conf
# Header always set 5trict-Transport-5Securl ty "max-age=1 576668A; 1 nc] udesSublbomal ns;
prel oad”
Header alwaus set Strict-Transport-Security "max-age=157688608; prel oad”

# httoe /7stopmal vertl 51 ng, comssecur tuyssecurl ng-your—websi t é-wi th-, ht accesss, ht access-
ht tp-headers, html

Header set X-Frame-0Options SAMEORIGIH

Header set X-x55-Protection "1: mode=block"

Header set X-Content-Tupe-Options “nosniff"

# https /rraymil, orglssatl cl es/HTTP_ Publ 1c_Key Finni mg_Extensi on_HPEF, html
# https Asreport-url, 1oshomespko_hash
# Header set Public-Key-Fins “pin-
shaZb6=4y " k1 0253nT2ehFOXCT x3eHTORE Sz 385 71 mud+4al dji uv=%"; pin-
shaZbh=4 " 6331 t 352FPKREBOWT 4x 5651 M51 7scpb3] 51 790G 90="4 " max-3ge=2592A04;
I ncl udesSubbomai ns"
Header set Public-Keu-Pins "pin-sha256=""sPH1 QkpUAjxkt/e2Tpl EDBFf CRxABOL GOTE] enl Mt Ts=2";
pi n-sha2se=%" f¥Z1 Ul YHgPZvUeaTHLEBEgl pMHTLF4HI 373Es0hUADE=": pin-
sha2s6="" SCak vUAI9KouYrl S2DAeZSET 40n jodkhsSt muTL W3nU="; max-age=25926@88; "

# https: </scotthel me co ukscont ent -securl ty-pol 1 cy-3an-1nt roduct 1 one

# httpo sscontent -secor ty-pol 1 oy, coms

# Header set Content-Securl ty-Pollcy "defsul t-src https:: script-sic https: 'self’
"unsare-eval ' 'unsare-inline’ # googl e-anal ytics com &Ja3x, googl eapl 5 com &, di sguscdn. com
# 01 squs, com; connect-src 'sel ' 11nks services di sgus, com; Img-src ' sel

referrer, di sgus, com # googl e-3nal ytl cs, com &, di sguscdn, com; styl e-src 'sel ' unsare-
Inline' fonts googlespl = com: font-sc "self’ fonts gstatic, com fonts googl espl = com;
child-src 'self’ di sgus com' "

Header set Content-Security-Policy "default-src https: ) script-sirc 'self' ' unsafe-
inline' 'wunsafe-eval' https: # google-analytics, com ajax googleapis com a, di squscdn. com
#, disqus, com; stule-src 'self' 'unsafe-inline' https: fonts googleapis. com assets-
cdn, github, com % twiter, com; img-stc 'self' https: referrer. di squs. com # googl e-
analytics, com a disquscdn, com + twiter, com # twimg, com # staticflickr. com
# static, flickr, com; font-stc 'self' https: fonts gstatic, com fonts googl eapis. com;
connect-sc ' self' hitps: links services disqus. com; child-sro 'self' https: disgus com
www, strava, com www, youtube, com pl ager, wimeo, com; upgrade-insecure-requests; block-all-
mi xed-content; "

AT S kA T o



SOLTraadL ex

I fModule mod_tewrite, o
RewriteEngi ne On
Fewritelptions inherit
RewriteBase /

# 5kip force www for Akamized 11nks

# RewriteCond ZCHTTPS: !=on

#  RewteCond XHTTP_HOST? “justimummel, com edgekey-staging netg [HCT

# RewiteRule 7, #1§ https: /7 justiorummel . com edgekey-stagi ng nets/g1 [R=3A1, L]

# Forcing "www' 5t the beginnimg of all urls
FewriteCond ¥{HTTP_HOSTY “justinrummel. com$ [HCI
RewriteCond ¥CHTTP_HOSTY ! “www, justinrummel. com$ [HC]
FewriteRule (. #2% https /fwww, justinrummel. comd$l [R=361, L]

# Forcing "www' 5t the beginnimg of all urls
# https: 7/gi thub, comsh5sbos server—-confl gs-
apaches bl obsmast ersscorew] tessrewl te_ww, conf
# RewriteCond ZCHTTPS: !=on
Rewri teCond XCHTTP_HOSTR !4, netg [HCT
Rewrl teCond XCHTTP_HOST? ! “www', [HCT
Rewri telond XCSERYER_ADDR: !=127 4 A4 1
Rewrl telond XCSERYER_ADDRY 1= :1
RewriteRule ™ XCEMY: PROTOM: /7w, ZHTTP_HOSTH ECREQUEST_URT >} [R=341, L]

S I T T

# Forcing HTTPS
# https: 7/gi thub, comsh5sbos server—-confl gs-
apachesbl obsmast erssicorew] tes rewi te_httpo_to_https conf
RewriteCond ¥{HTTPSY ! =on
RewriteRule “C, 2% https //A¥CHTTP_HOST:A$1 [R=381, L]

# Getting rid of 'undefined' at the end of wls Mot sure why there are there ..

see them 1n the error_log file
RewriteCond ¥{REQUEST_URI Y undefined$
RewriteRule ™0, #)undefined$ $1 [R=3A1, L]

# Redirecting old "categories” to tags

but I

FewriteRule “(categories)c a0, «0/% https Afwew, justinrummel, comdtags/#$3 [r=361, ncl

# Redirecting anything with #feeds to feedburner

- [ - f e tm——— = —— -



Fewrltelond #.HITF_HUSTY =%
RewriteRule “feed$ "httph: v/ feedsh, feedburnerts, comh/ jr" [R=361, L]

# Redirecting anything with /=itemap xml. gz to =itemap, xml
RewriteCond ®HTTP_HOSTY © =%
FewriteRule “sitemap. xml. gz$ "sitemap, =ml" [R=381, L]
/I fModul e

apachesmast et s oo web_pertf ormance compr-essi on, conf
#
# | Compression /
#

<IfModul e mod_deflate, o>

# Force compression for mangled Accept-Encoding request headers
# https: s sdevel oper, yahoo, comsbl ogs.sydn pushi ng-beyond-gz1 ppl ng-25661, Lt ml

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "0 Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflate)hss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding
/I fModul e
/I fModul e

ompress 3l1 output 1abeled with one of the following media types

# L
#
# (13 For Apache versions below version 203 7 you don't need to

# enable “mod_filter’ and can remove the <IfModule mod filter, cs’
# and “<s/IfModul ex” 1ines as AddOutputFilterBylype’ 1s still in
# the core directives,

#
#

https: /7ht tpd, apache, orgsdocs/current “modsmod_111ter, html #addout put £11terbyt ype

£IfModule mod_filter, c
AddOutputFilterBuType DEFLATE "applicationdatom+xml” %
"applications javascript" A



"applications json” A
"applicationsld+json” &
"applications/mani fest+json”
"applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applications/vnd, ms-fontobject"”
"applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” A
"applicationsxbtml+xml”
"applicationsxml" %

"font/eot" &

"font/opentype” &

"imagesbmp"

"imagessva+xml" N

"imagesvnd, microsoft, icon® &
"imagesx-icon" A
"text/cache-mani fest" A
"texticss" A

"text/html" N

"text/ javascript” A
"textsplain® A

"textSvoard A
"textSvnd rim location, xloc" M
"textSvtt" N
"text s x—component” A

"text s x-cross-domai n-policy” &
"textxml”

AT FModul e

I}

# Map the following r11ename extensions to the speci fied

# encoding type 10 order to make Apache serve the f1le types
# with the appropriate Content-Encoding response hesder

# (do note that this will HOT make Apache compress them! b,

#

# If these rfiles types would be served without an approprl ate



# Content-Enable’ response header, client applications (e g :

# browsers) wouldn't know that they first need to uncompress

# the response, and thus, wouldn't be able to understand the

# content,
#

# https: //httpd apache orgsdocss curtent »mods mod_mi me, bt ml #addencodl ng

£IfModul e mod_mime. o
AddEncoding gzip SWOZ
<STFModul e

</ 1 fModul e
# https: </raw gl thubusercont ent, comshsbps server-confl gs-

apachesmast ers s/ web_performancesexpl 1es_headers, conf
#

# | Expires headers
#

# Serve resources with far-future expl res headers,
#

# 010 If you don't control wersioning with £11ename-based

# cache busting, you should consider 1owering the cache times

# to something 11ke one week,
#

# https: //httpd apache orgsdocsscurrent smodsmod_expl res, hitml

£IfModul e mod_expires. o

ExpiresActive on
Expireshefaul t

# L55

ExpiresByTuype text/css

# Data 1nterchange
ExpiresByTupe applicationdatom+xml
ExpiresByTupe applicationsrdf+xml
ExpiresByTupe application/rss+xml

ExpiresByType applicationd json

"access

"access

"access
"access
"access

"access

plus

plus

plus
plus
plus

plus

mont R

year"

hiour"
hiour"
hiour"

seconds"



ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

applicationdld+json
applicationdschema+json
applicationdvnd geo+json
applicationdxml

text/xml

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByTupe
ExpiresByTupe

# HTHL
ExpiresByTupe

# Javascript
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

image/vnd. microsoft, icon
1 mage/ x-1con

text/html

application/ javascript
applicationdx-javascript
text/ javascript

# Manifest files

ExpiresByTupe

ExpiresByTupe
ExpiresByTupe

# Media files
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web fonts

applicationdmani fest+json

applicationdx-web-app-mani fest+json
text /cache-mani fest

audi o/ ogg

1 mage/bmp
image/gif
image/ jpeq

1 mage/ png

1 mage/ svg+xml
1 mage/ webp

vi deos mpd
videos ogg
v1deos webm

# Embedded OpenType ¢EOT)

ExpiresByTupe
ExpiresByTupe

applicationdvnd ms-fontobject
font/eot

"access
"access
"access
"access

"access

"access

"access

"access

"access
"access

"access

"access

"access

"access

"access
"access
"access
"access
"access
"access
"access
"access
"access

"access

"access

"access

plus B seconds"
plus B seconds"
plus B seconds"
plus B seconds"
plus B seconds"
plus 1 week"
plus 1 week"
plus B seconds"
plus 1 year"
plus 1 year"
plus 1 year"
plus 1 year"
plus B seconds"
plus B seconds"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"



# OpenType
ExpiresByType font/opentype

# TrueType
ExpiresByTupe application/x-font-ttf

# Web Opern Font Format CHOFF 1, 8
ExpiresByTupe application/font-woff
ExpiresByTupe applicationdx-font-woff
ExpiresByTupe font/woff

# Web Opern Font Format CHOFFD Z &
ExpiresByTupe applicationsfont-woff2

# Other
ExpiresByTupe text/x-cross-domain-policy

AT FModul e

"access

"access

"access
"access

"access

"access

"access

plus

plus

plus
plus
plus

plus

plus

mant b

mant b

mant b

mant b

mant b

mant b

week"



