<IfModul & mod_headers, ¢
Header set Access-Control-Allow-Origin ="
Headet set Access-Control -Allow-Credentials “true"

AT FModul e

£FilesMatch "N, Ctifl otfl woffag"
<IfModul e mod_headets, c
Header set Access-Control-Allow-Origin ="
<41 fModul e
£/FilesMatch:
¢Files "htaccess_dist":
aorder allow, deny
deny from all

<iFiless

# 0on't allow 115timg directories
Options -Indexes

# Follow symbolic 11nks
Options +FollowSumlinks

# Defaul t handl e
Directoryl ndex index php

SR e e
# GRUOWSER CACHIHE

# The explres modul e controls the Explres and Cache-Control headers Elgg sets
# these for dynamically generated files so this 15 just for static files
<IfModul e mod_expires, o

ExpiresActive On

Expireshefault "access plus 1 year"

Header set Cache-Control “public”
<41 fModul e

# Conditional requests are controlled through Last-Hodi fied and ETag headers,
# Elgg sets these on dynamically generated cachesble files so this 15 just for
# static files. Hoter Apache sends Last-Hodi f1ed by default on static files so
# 1 don't think we need to be sending ETag for these f1les,
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FileETag MTime S5ize
£/FilesMatch:
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# FHF SETTIHES
<IfModul e mod_phpS, c
# 1imit the maximum memory consumed by the php script to 1666 ME
php_walue memory_limit 1@8EM
# register_global s 15 deprecated as of PHP 5 3 8 - disable 1t for securlty reasons.
php_walue register_globals @
# post_max_size 15 the maximum size of ALL the dats that 1s POST ed to php at 3 time
1868 HE)
php_walue post_max_size 18BAAM
# upload_max_rilesize 15 the maximum size of 3 single uploaded fi1le (1668 ME
php_walue upload_max_filesize 188AM

# on devel opment servers, set to 1 to display errors Set to 8 on production servers,

™~

php_walue display_errors @
</ fModul e
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# COMPRESSTON

# Turn on mod_gzip 1f awallable
£IfModul e mod_gzip. o
mod_gzip_on yes
mod_gzi p_dechunk ues
mod_gzip_keep_workfiles Ho
mod_gzip_minimum_file_size 1686
mod_gzip_maximum_file_size 1BAABAEA
mod_gzi p_maxi mum_inmem_size 1ABAEAR
mod_gzip_item_include mime “text/, =
mod_gzip_item_include mime “application/javascripts
mod_gzip_item_include mime “applicationsx-javascripts
# Exclude old browsers and 1mages since TE has trouble with this
mod_gzip_item_exclude regheader "User-Agent: . #Mozilladdh, . W[
mod_gzip_item_exclude mime “images. =
</TfModul e

## Apache? deflate support 1f awallable
##



##t Important note: mod_headers 15 required tor correct functlonlng across proxl s,
##
<IfModul e mod_deflate, o
AddOutputFilterBuTupe DEFLATE text/html text/plain text/xml text/css text/javascript
applicationd javascript applicationsx-javascript
BrowserMatch “Mozillasd gzip-only-text/html
BrowserMatch “Mozillasdh, [BETE] no-gzip
Browsertatch “bMSIE ! no-gzip

<IfModul e mod_headets, c»
Header append Yary User-Agent enwv=! dont-wvary
</1fModul e

# The following 15 to disable compression for actions The reason beimg 15 that these

# may offer direct downlosds which (since the 1nitial reguest comes in a5 textshtml and
header=

# get changed in the scripty get double compressed and become unusabl e when downl oaded
by IE

SetEnvI fHoCase Request_URI actionh/* no-gzip donmt-wary

SetEnvI fHoCase Reguest_URI actionsh/# no-gzip dont-wary

AT Modul e
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# REWRTTE FULES

<IfModul e mod_rewrite, o

FewriteEnglne on

#If Flgg 15 1n 3 subdirectory on yow site, you might need to add a Rewitefase 11ne
# containing the path from your site root to elgg's root, e g I your site Is

# httoe ssexampl e coms and Elgg 15 1n httpe A7exampl e, comss1 tesselggs, you might need
#

#Rewr] teBase /=1 tessel gg’

#

# here, only without the # 1n front,

#

#If you're not running Elgg in a subdirectory on your site, but still getting 1ots
# of 464 ertors beyond the front page. you could 1nstead truy:

#



#Rewr] t eBase

# If your users recelve the message “Sorvy, logging In from 3 di fferent domain 15 not
permi tted”

# you must make sure your login form 15 served from the same hostname as your site pages,
# See http s/docs elgg orgswl k1/Logln_token_mi smatch_ertor for more 1nfo.

#

# If you must add Rewrl teRul es to change hostname, add them directly below (above all the
ot hersi

# In for backwards compatibility

FewriteRule “pgh/([A-Z2a-zB-9%_-1+1% engine/handl ers/page_handl er, phpThandl er=$1 &%
LAUERY _STRIMGY [LI

FewriteRule “pgh/([A-Za-zB-9%_\-1+2%/C, 1% enagineshandl ers/page_handl er, php?

handl er=%$1 &page=$2& % QUERY _STRIHGY [LI]

FewriteRule “tagh /o, +2%/7% engineshandl ers/page_handl e, php?handl er=searchipage=$1 [L]

FewriteRule “actions/C[A-Za-zB-._"-"/1+)% enginehandl ers/action_handl er. php?action=$1 4%
TOLUERY _STRIMGY [LI

FewriteRule “cachehs(, #2% engineshandl ers/cache_handl er. php?request =§1 $EC0UERY _STRIMGY [L]

RewriteRule “serwices\/api/([A-Z2a-zB-9_-1+1%/0, #)% engineshandl erss service_handl er, php?
handl er=%1 &request =$2& %I 0UERY _STRIMGE [LI

FewriteRule “exporty/C[A-Za-z]+1%/CLE-9]1+2% /7% engineshandl ersdexport _handl er. php?
view=%14guid=$2 [L]

FewriteRule “exporty/CLA-Za-z]+1%/CLE-9]+20 ([A-Za-z] +) W/ [A-2a-zB-9 _1+1 %/ %

enqgi neshandl ers/export _handl er. php?vi ew=%1 &qui d=$2&t upe=%$341 dname=%4 [L]

FewriteRule xml-+pc. php engineshandl ers/xml -rpc_handl er. php [L]
FewriteRule mt/mt-xmlrpc cgl engineshandl erssxml —+pc_handler, php [LI

# rule for rewdte modul e test during install - can be removed arter 1nstallation
FewriteRule “rewrite, php$ install. php [LI

# Everything else that 1sn't a file gets routed through the page handl er
FewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteCond ¥{REQUEST_FILEMAME: ! -f

RewriteRule “([A-Za-zB-9%_“-1+2% engine/handl ers/page_handler. phpThandl er=$1 [0SA, L]



RewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteCond ¥{REQUEST_FILEMAME: ! -f

RewriteRule “([A-Za-zB-9%_“-1+2%/0, )% engineshandl ers/page_handl er, phpthandl er=%1 &page=4$2
[Q5A, L]

AT FModul e



