AddTupe applicationsoctet-stream . sql
AddTupe applications/octet-stream . csv

# Frotect files and directories from prglng eyes,
£FilesMatch "4,
Cenginel inclinfol installl makel modul el profilel testl pol shl ., #sgll themel tpl(h, phpa 7
[ xtmpll xml 2§l "0, #] Entries, # Repositoryl Rootl Tagl Templ ate) $" =
Order allow, deny
deny from all
£/FilesMatch:

<IfModul e headers_modul e
# cache 1mages for 1 month, do not require reval1dation
£FilesMatch "N, Caifl jpe?gl pngl f1vl swfl icox g
Header set Cache-Control: "max-age=1296088"
£/FilesMatch:
#
# cache scripts, css for 1 week, do not reguire revalidation
£FilesMatch ", Cjsl cssig"s
Header set Cache-Control: "max-age=6A4388"
£/FilesMatch:
#
# Cache txt, html, and htm pages for 1 week, reqgulte revalldation
<FilesMatch "%, Ctxtl html 724" >
Header set Cache-Control: "max-age=6A4308, must-revalidate”
£/FilesMatch:
#
# disable caching for dynamic f1l1es
<FilesMatch "%, Cpll phpl [5f1%7c0il spll pdfag" s
Header set Cache-Control: "max-age=8, no-store”
£/FilesMatch:
<41 fModul e

Directorylndex login, php index html index. htm index php

<IfModul e rewrite_modul e
FewriteEngine On

# Block access to "hidden” directories whose names begin with 5 period This
# Includes directories used by version control systems such as Subversion or
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# LIL L0 SLure Conorol 7T110ES Fl11ES Wiose [1gnes oegrl/l wi iyl 4 period, Jds Well

# as the control files used by C¥5, are protected by the Filesflatch directive
# above,

#

# HOTE: This only works when mod_rewlte 15 1oaded, Without mod_rewite, 1t 15
# not possible to block access to entire directories from . bt access, because
# <0irectoryfatchy 15 not allowed here,

#

# If you do not have mod_rewite installed, you should remove these

# directories from your webroot or otherwise protect them from bel mg

# downl oaded,

RewriteRule "(71 /0% " - [F]

# Authentification dans 1e cas de PHP en mode CiBT
RewriteRule ., # — [E=HTTP_AUTHORIZATION: %{HTTP: Authorizationd, L]

# acces simplesaml forceé en https,

RewriteCond ®{HTTPSY off

RewriteRule “simplesamlc, #)& https: /AECHTTP_HOSTI #{REQUEST_URIY [HE,L,R1 # redirige
en https pour 1" authentification

RewriteCond ®{HTTPSY off

RewriteRule "lib/simplesaml(, #)& https AAECHTTP_HOSTI #{REQUEST_URIY [HE,L,R1 #
tredirige en https pour 1" authentification

# fin rforcage https

# redirection =impl esaml
RewriteRule “simplesamlc, =% lib/simplesaml /www$l

<IfModul e mod_headets, c»
FewriteCond ¥{HTTP: Accept-encodingy gzip
RewriteCond ¥{REQUEST_FILEMAMEX. gz -5
FewriteRule ™0, 1%, css $1%, cssh, gz [05A]

# serve gzip compressed J5 files If they exist and the client accepts gzip,

FewriteCond ¥{HTTP: Accept-encodingy gzip

RewriteCond ¥{REQUEST_FILEMAMEX. gz -5
FewriteRule 0, 1%, js $1% js\. gz [0S5A]

# serve correct content types, and prevent mod_deflate double gzip.



Rewrlterule %, o334, g2% - L I=text/css, E=no-gzip: 1]
FewriteRule . jsh. gz% - [T=text/javascript,E=no-gzip 1]

£FilesMatch "%, jsh, gzl & oS, gz '
# Serve cortect encoding type,
Header append Content-Encoding gzip
# Force proxies to cache gzipped & non-gzipped css/js f1les separ-atel uy,
Header append “ary Accept-Encoding
£/FilesMatch:
/I fModul e

AT Modul e



