# BEGIH All In One WP Securl ty
#AIOWPS_BLOCK_WF_FITLE_ACCESS_STHRT

¢Files license txt:

aorder allow, deny

deny from all

/files:

£Files wp-config-sample. php:

aorder allow, deny

deny from all

£/Files:

¢Files readme, html:

aorder allow, deny

deny from all

£/Files:

#AIOWFS_BLOCK_WFP_FITLE_ACCESS_END

#HI OWF5_DEBLIE_LOG_BLOCK_HTACCESS_KULES_START
£<Files debuq, 1og:

arder deny, allow

deny from all

£/Files:

#HI OWF5_DEBLIE_LOG_ELOCK_HTACCESS_RULES_EHD
#AI OWF5_0I SABLE_ TRACE_ TRACK_STHRT
FewriteEngine On

RewriteCond #{REQUEST_METHODY "¢ TRACEl TRACK)
RewriteRule . & - [F]

#AI OWF5_0I SABLE_ TRACE_ TRACK_EMD
#ALOWPS_S5T5_G_BLACKLIST_START

# 66 BLACKLISTAFIREWALL 26163

# @ https: /7peri shabl epress, coms6gs”

# b6 [UUERY STRIHGS]

£IfModule mod_rewrite, o

FewriteEngine On

RewriteCond #{OUERY_STRIMGY (ewal’() [HC, ORI

RewriteCond #COUERY_STRIMGY <1274, 8%, @4, 12 [HC, ORI

RewriteCond #{OUERY_STRIMGY ([ a-zB-91{20883) [HC, ORI
RewriteCond #{OUERY_STRIMGY ¢ jawascript: 2o, =100 [HC, OR]
RewriteCond #C{OUERY_STRIMGY (basebd_encode) (. #1(%(2 [HC, ORI
RewriteCond #COUERY_STRIMGY ¢GLOBALSI REQUEST) (=1 %[l % [HC, ORI
RewriteCond #{OUERY_STRIMGY ©<1 ¥3CC, #)scripti, =1 (: #3230 [HC, OR]
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RewriteCond #COUERY_STRIMGY Cbooth, inil etc/passwd self/environ) [HC, OR]
RewriteCond #COUERY_STRIMGY Cthumbs?(_editor! opend?l timd thumb) 72, php [HC, OR]
RewriteCond ¥COUERY_STRIMGY ' 142, #2(dropl insert] mdSl select! union) [HC]
RewriteRule .+ - [F]

<fIfModul e

# 66 [REGQUEST METHODT

£ifModule mod_tewrite, o

RewriteCond ¥{REQUEST_METHODY " connect! debugl deletel movel putl tracel track) [HCI
RewriteRule .+ - [F]

<fIfModul e

# 66 [REFERRERS]T

<IfModule mod_rewrite, o

RewriteCond #{HTTP_REFERERY ([ a-zA-91{28AE3) [HC, ORI
RewriteCond #{HTTP_REFERERY semalt. coml todaperfeita) [HCI
RewriteRule .+ - [F]

<fIfModul e

# 66 [REQUEST STRIHGST

£IfModule mod_alias. o

RedirectMatch 483 (712([a-zB-9]1{2A0A%)
RedirectMatch <8
RedirectMatch <
RedirectMatch <
RedirectMatch <
RedirectMatch <
RedirectMatch <
RedirectMatch <
RedirectMatch <
RedirectMatch <
RedirectMatch <
<fIfModul e
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# 66 [USER ABGEMTS]

£IfModule mod_setenvif, c

SetEnvIfHoCase User-Agent ([a-zB-91{266683) bad_bot

SetEnvI fHoCase User—-Agent

i archiwve, orgl binl arl casper| checkprivl choppul cl shttpl cmsworldl di avoll dotbot| extract! feedfind:
bad_bot



<limit GET PUST PUT:

Order ALLow, Deny

Allow from all

Deny from env=bad_bot
<Alimit

/I fModul e
#ATOWFS_S1%_G_BLACKLI ST_EHD

# EHD ALl In One WP Securlty

# BEGIH WordFress

£IfModule mod_rewrite, o
RewriteEngine On

FewriteBase /wordpress/

FewriteRule “indexh, php$ - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . Jwordpresssindex php [L]
/I fModul e

# EHD WordPress



