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Sources et 1nsplrations

- server-confl gs-apache par H56F @ https: /7gi thub, comsh5bos server—-conf1 gs-apaches bl obs/mas:
- bpi -htaccess par Corinne Schillinger @ hAttps: /7gi thub, comsl nseosbpl -ht accesssbl obsmast e
- htaccess par B3l Foupard
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Sous [11cence WITICht o </ opensouce orglllcenses HIT "The HIT 11cence”l
BRI R R R R R R R AR IR R R AR R R AR R R AR AR R RRR

# Fedirections
B R R R B R R R R R

£IfModule mod_rewrite, o
Options +FollowSumlinks
RewriteEngine on

<41 fModul e

# Redirections spéci £1gues
#

Redirect permanent /dossiers http: //dossier, domaine, coms

# HWordpress
#
<IfModul e mod_rewrite, o

RewriteEngine On
RewriteBase /
RewriteRule “indexh, php$ - [L]
RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteCond #{REQUEST_FILEMAMEY ! -d
RewriteRule . /index, php [LI

<41 fModul e

# Fages d' erreur personnal 1 sées
BRI R R R R R R R AR IR R R AR R R AR R R AR AR R RRR

ErtrarDocument 481 Serreursd8l. html
ErtrarDocument 483 Serreursd8s html
ErtrarDocument 484 Serreursddd, html
ErtrarDocument 483 Serreursd8s, html
ErtarDocument SEE SerreursSEE, html
ErrarDocument SE3 SerreursSE5 html



# Mode de compatibilite Internet Explorer
HHRRRR BB BB R BB BB R BB BB RRRR BB BB R BB BB RRRR BB R R BB BB RRRR BB BB RRRR BB BB BB R R

# FBloguer 1e mode de compatibiliteé et forcer 1a derni ére version
#
<IfModul e mod_headers, ¢

Header set X-UA-Compatible “IE=Edge, chrome=1"

# DEsact]ver 1'envol du header su- 1es fichiers qui n'en ont pas besoin
£FilesMatch "M, Cappcachel crxl cssl eotl gi fl btel icol jpe?
gl jsl mdal mdwl mani fest] mpdl oexl ogal oggl ogyl ot I pdfl pngl saf ari ext zl swgl svgzl L] wof | webml webpl
Header unset X-UA-Compatible
£/FilesMatch:
</TfModul e

# Types MIME

HHRRRR BB BB R BB BB R BB BB RRRR BB BB R BB BB RRRR BB R R BB BB RRRR BB BB RRRR BB BB BB R R

# Associer un type HIWE & certalnes extensions

# Tip : pour forcer un type de fichier & &tre télécharge @ AddType applicationsoctet-stream

# Javascript # JS0H
#
# Forase les types MIME texts javascript errongs

AddType applications javascript is
AddType applications json Jjson map
AddType applicationsld+json jsonld

# 5V

#

# Requi s pour 1es fonts 546 sur 1FP3d @ twi tter, comsFont Squl riel /st at ussl 4555590545
AddType imagesswg+xml v SWOZ
AddEncoding gzip SWOZ

# Fonts

#

AddType applicationdvnd ms-fontobject eot
AddType applicationdx-font-ttf ttf ttc
AddType font/sopentype oLf

AddType applicationdx-font-wof f wof f



# Hudio
#

AddType audi o/ mpa
AddType audiofogg

mda fda f4db
oga ogg opus

# ¥idéo

#

AddType i deo/mpa fdv fdp mdv mpd
AddType wideo/ogg ag

AddType wvideo/webm webm

AddType wideosx-f1w flw

# Images

#

AddType imagesx-icon ico

AddType image/ jpeg jpeg jpg jpe JPG
AddType image/gif gif GIF

# Autres

#

AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o!

AddType applicationsx-opera-extension Qe

AddType applicationsx-web-app-mani f est+json webapp
AddType applicationsx-xpinstall xpl

AddType applicationsxml
AddType image/webp

AddType imagesx-icon
AddType text/cache-mani fest
AddType textswit

AddType text/x-component
AddType text/x-vcard

# Encodage et 1angue

atom rdf rss xml
webp

cur

appcache mani fest
wit

htc

wiof

B e

# Décl arer UTF-8 comme jeu de caractéres par défaut (appllgué par défaut aux fichiers de tuy

text html
#

AddDef aul tCharset utf -5



# Forcer 1'encodage UTF-8 sur certains flchiers
#
<IfModul e mod_mime, o

AddCcharset utf-8 . css . js . json . jsonld . xml . r3s . atom
<41 fModul e

# DEfinir 1a 1angue par derfaut
#
Defaul tLanguage fr-FR

# Ferformances
RHA AR A A A A A A A A A A A A A R

# ETag
#
# Supprimer 1'en-téte Etag

<IfModul & mod_headers, ¢
Header unset ETag
AT FModul e

# 51 mod_headers n'est pas disponible, 1'instruction F11eETag Hone est appllgués (cette 1ns
[pas sufflsante pour tous 185 serveurs)
FileETag Hone

# Compression GZIp
#

<IfModule mod_deflate, c
# Identifier 1es en-tétes modi f1és et forcer 1e support de 13 compression !
devel oper, yahoo, comsbl ogs/ydnspost 502681 871 27 pushl ng-beyond-gz1 ppl ngs
£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {153 =153 % “((gzipl deflaten®
£4,13%% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<41 fModul e
<41 fModul e

# Compresser tous 1es fichiers en fonction de 1eur type MIHE
IfModule mod_filter, o
AddOut putFilterByTupe DEFLATE applicationsatom+xml



AddOut putFilterBuTupe DEFLATE applicationd javascript
AddOut putFilterBuTupe DEFLATE applications json
AddOut putFilterBuTupe DEFLATE applicationsrss+xml
AddOut putFilterBuTupe DEFLATE applicationswnd ms-fontobject
AddOut putFilterBuTupe DEFLATE applicationdx-font-ttf
AddOut putFilterBuTupe DEFLATE applicationsxbtml+xml
AddOut putFilterBuTupe DEFLATE applicationsxml
AddOutputFilterBuTupe DEFLATE font/opentype
AddOut putFilterBuTupe DEFLATE images swg+xml
AddOut putFilterBuTupe DEFLATE image/x-icon
AddOut putFilterBuTupe DEFLATE text/css
AddOut putFilterBuTupe DEFLATE text/html
AddOutputFilterBuTupe DEFLATE text/plain
AddOut putFilterBuTupe DEFLATE text/x-component
AddOut putFilterBuTupe DEFLATE text./xml
<fIfModul e
<fIfModul e

# Expiration des données

#
£<IfModul e mod_expires, o
ExpiresActive on

# Durée par déraut

Expireshefaul t “access plus 1 month"
# HTHL
ExpiresByType text/himl "access plus A seconds”

# Cache mani feste

ExpiresByType text/cache-manifest "access plus A seconds”
# Donnges

ExpiresByTuype text/xml "access plus A seconds”
ExpiresByType applicationdxml "access plus A seconds”
ExpiresByType applicationd json "access plus A seconds”
ExpiresByType applicationdld+json "access plus A seconds”

# Composants HTC

ExpiresByType text/x-component "access plus 1 month"



# Favicon
ExpiresByType imagesx-1icon "access plus 1 year”

# Images, sudio et widéo

ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType imagespng "access plus 1 month"
ExpiresByType images jpg "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByType +ideosmpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# Fonts

ExpiresByType applicationd/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType applicationdx-font-woff "access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"
ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"
# C55 et JavasScript

ExpiresByTuype text/css "access plus 1 month"
ExpiresByType applicationd javascript "access plus 1 month"
# Flux de syndication

ExpiresByTupe applicationsrss+xml "access plus 1 hour”
ExpiresByTuype applicationdatom+xml "access plus 1 hour”

AT Modul e

# Securlte
BUB R A R R A AR R R AR AR R R AR AR R R R

# Interdire 15 lecture d'un répertolre sans f1chier 1ndex
#
<IfModul e mod_autoi ndex,

Options -Indexes
</1fModul e

# Interdire 1'accés au F1chier htaccess
#
<Files , htaccess:




Order allow, deny
Deny from all
£/Files:

# Interdire 1'accés au r1chier wp-config

#
<Files wp-config. php:
Order allow, deny

Deny from all
£/Files:



