#H#

###t Security Enhanced & Highly Optimized . htaccess File for Jooml &l
###t sutomatically generated by Admin Tools 3 6.1 on 261 5-G9-29 149 56 A5 GHT
###t Aut o-detected Apache versiomn 202 (hest guesst

#H#

#H#

### The contents of this file are based on the same suthor' s work "Haster
###t . htaccess", published on http: <7=n0i pt, netsni kosdi onet he-mast er-ht access
#H#

## Admin Tools 15 Free Softwsre. di stributed under the terms of the GHU
###t General Fubllic License version 3 or, at your option, any 1ater version
###t publi shed by the Free Softwste Foundatlon,
#H#

#i !

##t 1! If you get an Internal Server Ervor 568 or 3 blank page when trglng
##t 1! to access your site, remove this file and try twesking 1ts settings
##t ! In the back-end of the Admin Tools component,

#i !

:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

#H#

#Ha# Fewrl teEngl ne enabl ed - BEGTH
RewriteEngine On
##h# Fewrl teEngl ne enabl ed - EHD

#ippt Fewrl tefase set - BEGIH
RewriteBase /portal s/decopatio
#ippt Fewrl teFase set - EMD

#ipss File execution order -- BEGIH
Directoryl ndex index. php index html
#iss F1le execution order -- EHD

##a# Ho directory 115tings —— BEGIH
IndexIgnore

Options -Indexes

##ta# Ho directory 115tings —— EMD

##a# Fedirect 1ndex, php to o -— BEGIH

Fice el L o™ e d WrTHIE AESLIESTS L S mdeT
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FEWrl LELONGd & INC_FEWJUCES 1 S 1 FUdl

RewriteCond #{THE_REOUEST "[A-Z1{3, 93% /indexh. phph HTTR/
RewriteCond %{SERYER_PORTX:»s "(443:(s)| [A-91+:50 %

FewriteRule “indexh, phpd httpi2: /fwww, jaffili, comdportal s/decopatios [R=361, L]
#ags Redirect index, php to # —— EHD

#apst Rewrlte rules to block out some common explolits -— BEGIH
FewriteCond #{0OUERY_STRIMGY proc/self/environ [OR]

RewriteCond %{OUERY_STRIMGY mosConfig_[a-zA-2_141, 213C=1 %¥E300 [OR]
RewriteCond %{OUERY_STRIMGY basebd_enl dercodeso, =) [OR]
RewriteCond %{OUERY_STRIMGY ¢« ¥3C), #script, =0 ¥3E) [HC, OR]
RewriteCond %{OUERY_STRIMGY GLOBALSC=| “[I “¥[B-9A-Z1{8, 232 [OR]
RewriteCond ¥{0UERY_STRIMGY _REQUESTC=| [ %¥[B-9A-Z1{@, 232
FewriteRule . # index php [F]

#agst Rewrlte rules to block out some common explolts -— EHD
#apst File injection protection —- BEGIH

RewriteCond ¥{REQUEST_METHODY GET

RewriteCond #{OUERY_STRIMGY [a-zRA-Z8-9_1=http: // [OR]
RewriteCond %{OUERY_STRIMGY [a-zA-ZB8-9_1=(%, %, 4770+ [OR]
RewriteCond %{OUERY_STRIMGY [a-zR-Z0-9_1=/([a-zB-9_ 1//72+ [HC]
RewriteRule .+ - [F]

#apst File injection protection —-- EHD

#ast Advanced serwver protection rul s exceptions -- BEGIH

FewriteRule “administrators/component st/ com_akeebat /restoret, phps - [L]
FewriteRule “administrators/component 54/ com_admi ntool st/ restoret, phps - [L]
FewriteRule “administrators/component st/ com_jooml aupdateh/restoreh, phpg - [L]
FewriteRule “administrators/component b/ com_ext pl orers/ fetchscri pty, php$ - [L]
RewriteCond #¥{REQUEST_FILEMAMEY ! (%, php)$

RewriteCond ¥{REOUEST_FILEMAMEY -f

RewriteRule “caches - [L]

FewriteRule “templ atesh/your_templ ate_name_hered - [L]

#att Advanced server protection rul es exceptions -- EHD

#ast Advanced server protection —- BEGIH

RewriteCond #{OUERY_STRIMGY “=PHPLa-fB-91{8%-[a-fA-9]1{43-[ a—fB-91 {43 -[a-fBA-9] {43 -[ a—fB-91{1:
RewriteRule .+ - [F]

## Back-end protection

RewriteRule “administrator/?¢ - [L]

FewriteRule “administrators/indexs, (phpl html %)% - [L]

FewriteRule “administratorsindexl 2314, phpd - [L]

- e = - -



Rewrltekule “adminlstratorsCcomponent sl modul esl templ atesl 1mages! plugins) /. 5, (Jpel jpal Jpegl |
RewriteRule “administrators - [F]

## Allow 11mited access for certain Joomla! system directories with client-accessible conte
FewriteRule “(componentsl modul sl templ atesl i mages! pluginsl medi al 11 brari esl medi a# jui /fonts) /
. jpel jpal jpegl jp2l jpe2l prngl gi f1 bmpl cssl jsl swfl htmll mpgl mp3l mpegl mpdl avil wavl oggl ogvl x1sl x1s:
FewriteRule “(componentsl modul sl templ atesl i mages! pluginsl medi al 11 brari esl medi a# jui /fonts) /
## [i=sallow front-end access for certaln Jooml 3! system directories (unl ess access to their
RewriteRule “includessjss - [LI]

FewriteRule “(cachel includes! 1anguagel logsl 1ogl tmpd s - [F]

FewriteRule “(configurationt, phpl COMTRIBUTINGY, mdl htaccessh, txt| jooml as, xmll LICEMSEY, txtl phy

## [i=s3llow access to rogue PHP fi1les throughout the site. unless they are explicitly allow
RewriteCond #¥{REQUEST_FILEMAMEY %, phpl$

RewriteCond #{REQUEST_FILEMAMEY !¢/ 1ndex[ 2317, php)$

RewriteCond ¥{REOUEST_FILEMAMEY -f

FewriteRule o, =\ phpi$ - [F]

## [1s3llow access to htaccess txt, php 10l and conflgueation php-di st

FewriteRule “(htaccessh, txtl configuration, php-distl phps, ini?$ - [F]

## Frotect against clickjacklng

<IfModul e mod_headers, ¢

Header always append x-Frame-0ptions SAMEORI GIH

# The "s-Frame-Options’ response header should be send only for
# HTAL documents and not for the other resources,

£FilesMatch "%, (appcachel atoml bbawl bmpl crxl o35l curl eotl f4Cabpyll f14l geojsonl gi fl htol 1col jf
Header unset X-Frame-Options
£/FilesMatch:

/I fModul e
## Feduce MINME type securlty risks
<IfModul e mod_headers, ¢

Header set X-Content-Type-Options “nosniff
/I fModul e
## Reflected 555 prevention

<IfModul e mod_headers, o>
Header set ¥-%55-Protection "1; mode=block"
AT Modul e

# mod_headers cannot match based on the content-type, however,



# the X¥-X55-Frotection response header shoul d be

# HTML documents and not for the other resources,

<IfModul e mod_headets, c
£FilesMatch "M, (appcachel atoml bbawl bmpl crxl cssl
Header unset X-¥S55-Protection
£/FilesMatch:
<41 fModul e
## Femove Apache and PHP wersion s1agnature
<IfModul e mod_headets, c
Header unset X-Powered-By
<41 fModul e

ServerSignature OFf
## Prevent content transformation
<IfModul e mod_headets, c
Header metrge Cache-Control "no-transform”
<41 fModul e
##a# Advanced server protection -—- EHD

## S5et the UTF-G character set a5 the defsul t

Serve all resources labeled as textshtml ™ or

O

with the medis type

AddDef aul tCharset utf-5

send only for

curl ect| f4CabpeIl f1wl geojsonl gi fl htol icol jf

“textsplain’

‘charset’ parameter set to UTF-8

# Serve the following file types with the media type "charset’

# parameter set to UTF-5
#
# https: 77httpd apache, orgsdocs:c
£l fModule mod_mime, c>
AddCharset utf-5 . atom
. bbaw
L0555
. geojson M
CJs N
. json N
. jsonld
Cdf o
B =T

oSS curent S mods mod_mi me, bt ml #3ddcharset



topojson b

vty

webapp M

cxloc

. xml
</TfModul e
#asst Jooml 3! core SEF Section -- BEGIH
RewriteRule .+ - [E=HTTP_AUTHORIZATION: ¥{HTTP: Authorizationd]
FewriteCond ¥{REQUEST_URIY ! "/indexh. php
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . # index php CL]
#agst Jooml ! core SEF Section -- EMD



