# BULLETFROOF . 52, & »>>>>>>» SECURE . HTHCCESS

# FHF/FHF. THI HAMDLER.CACHE CODE
# Use BFS Custom Code to add phpsphp 10l Handl e and Cache htaccess code and to save 1t per
# Most Hosts do not havesusesrequi e phpsphp 10l Handl e bt access code

# CUSTOM CODE TURN OFF YOLUR SERYER 5IGHATLREE
ServersSignature OFf

# CUSTOM CODE DIRECTORY LISTINGADIRECTORY IHDEY
Options -Indexes

# CUSTON CODE BRUTE FORCE LOGIN FAGE FROTECTIOH

# XML-FFC DDoS PROTECTION

# Vou can whitellst your IP address 1F you use A Weblog C11ent

# or want to whitellist your IP address for any other reasons,

# Exampl = uncomment #A11ow from x x x by deleting the # =sign and

# replace the x's with your actual TP address, Allow from 949, 68, 77

# Hote: It 15 recommended that you use 3 octets xox x of your IP address
# Instead of 4 octets x x x x of your IF address,

£FilesMatch "“Cxmlrpoch, phpa" s

Order Deny, ALLow

# Whitelist Jetpacks Automattic CIDR IFP Address Bl ocks
Allow from 192 @ 64 8718

Allow from 2689 15 @ 8716

Allow from 66, 155 @ 8717

Allow from tagamon., com

Allow from wordpress, com

Deny from all

£/FilesMatch:

# CUSTON CODE ERROR LOGEIHE AND TEACKT MG

ErrorDocument 488 fwp-content/plugins/bull et proof -securi tus 488, php
ErtrarDocument 4681 default

ErrorDocument 483 fwp-content/plugins/bul 1 et proof -securi tus @3, php
ErrorDocument 484 /484, php

ErrorDocument 418 fwp-content/plugins/bull et proof -securi tus 4l 8, php

# CUSTON COPE DEHY ACCESS TO FROTECTED SERYER FILES AHD FULDERS
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FEEQLTECLIIGLCr |l oy, LNLACCESS NLPASSWdl 2rmar gocsl L ogss b

# CUSTOMN CODE WP-ADATHSTHCLUDES

# HWF-ADMIHATHOLUDES

# Use BPS5 Custom Code to remove this code permanentluy,
RewriteEngi ne On

RewriteBase /

FewriteRule “wp-admin/includess - [F]

FewriteRule ! "wp-includes/ - [5=31

FewriteRule “wp-includes/["/1+\ php$ - [F]

FewriteRule “wp-includess js/tinumces]l angss. +%. php - [F]
FewriteRule “wp-includesstheme-compat, — [F]

# WF FEWRITE LOOF STRRT

RewriteEngi ne On

RewriteBase /

FewriteRule “indexh, php$ - [L]

# CUSTOM CODE REEQUEST METHODS FILTERELD

# REQUEST METHODS FILTERED

# 17 you want to allow HERD Reguests use BFS Custom Code and

# removesdel ete HEADI from the Reguest Method £i1ter,

# Exampl e Rewrl teCond ZCREQUEST_METHOR? 0 TRACE! DELETE! TRACK! DEBUGY [HCT
# The TEACE, DELETE, TEACK and DEEUG Reguest methods should never be removed,
RewriteCond #{REQOUEST_METHOD “{HEADI TRACE|I DELETEI TRACKI DEBUGY [HCI
RewriteRule “C, #2% - [F]

# FLUSIHSTHEMES RHL wARIOLS EXFPLOIT FILTER SKIFP RLULES

# To add pluginstheme =kipsbypass rules use BPS Custom Code,

# The [5] flag 15 used to skip following rules Skip rule [5=12] will skip 12 followlng Rew
# The skip rules MUST be 1n descending consecutlve number order: 12, 11, 18, 9.,

#If you delete 3 skip rule, chamge the other skip rul & numbers accordi ngl u,

# Examples: I RewrlteRule [5=5] [1= deleted than change [5=6] to [5=5], [5=7] to [5=6], et
#If you add & new skip rule above skip rule 12 1t will be skip rule 13 [5=135]7

# Admi ner MySOL management tool data popul ate

FewriteCond ¥REQUEST_URIY “/wp-content/pluginsd adminers [HCI

RewriteRule . - [5=12]

# Comment Spam Fack MU Flugin - CAPTCHA 1mages not di spl &yl mg
FewriteCond ¥REQUEST_URIY “/wp-content/mu-plugins/custom—anti-spams [HC]
RewriteRule . - [5=11]

# Peters Custom Antl-5pam di splay CAPTCHA Image
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Rewrltelond %LREUUEST_URLY /wp-content/pluglnsspeters-custom—antl -spam-1mage’ LML)
RewriteRule . - [5=1@]

# Status Updater plugin fb connect

FewriteCond #¥REQUEST_URIY “/wp-content/plugins/fb-status-updaters [HC]
RewriteRule . - [5=9]

# Stream ¥ideo Flayer - Adding FLY ¥ideos EBlocked

FewriteCond ¥{REQUEST_URIY “/wp-content/pluginsdstream-video-players [HC]
RewriteRule . - [5=E]

# XCloner 4984 or 483 ertor when updating settings

RewriteCond #¥REQUEST_URIY “/wp-content/pluginssxcl oner-backup-and-restores [HC]
RewriteRule . - [5=7]

# BuddyFress Logout Redirect

FewriteCond ¥C0UERY_STRIMGY action=1ogout&redirect _to=shttpiESAX2FE2FC, 0 [HC]
RewriteRule . - [5=E]

# redirect_to=

RewriteCond #{OUERY_STRIMGY redirect_to=(, ) [HC]

RewriteRule . - [5=E]

# Login FPlugins Password Reset And Redirect 1

FewriteCond ¥C0UERY_STRIMGY action=resetpassikey=0. ) [HC]

RewriteRule . - [5=4]

# Login FPlugins Password Reset And Redirect 2

FewriteCond ¥{0UERY_STRIMGY action=rp&key=c. 1 [HC]

RewriteRule . - [5=3]

# TIMTHLUME FOREID EFI and MISC FILE SKIF<EYFASS5 RLULE

# Use BPS Custom Code to modi fusedi t/change this code and to save 1t permanently

# Remote File Inclusion CRFIY security rules

# Hote: Only whitellst your addi tional domains or files 1f needed - do not whitellist hacker
RewriteCond #{OUERY_STRIMGY ~ =Chttpl httpsl ftpd CE3A1: 2CE2F A CE2F Adwr {8, 33, 7

i bl ogger| picasal bl ogspot| tsunamil petapolitikl photobucket! imgurl i mageshack| wordpresst, coml 1m
thegame), = [HC, ORI

RewriteCond #¥{THE_REQUESTY ~ #Chttpl httpsl fLpd CE3A: 2CE2ZF] A CE2F A Cwr €8, 33, 7

i bl ogger| picasal bl ogspot| tsunamil petapolitikl photobucket! imgurl i mageshack| wordpresst, coml 1m
thegame), = [HCI

FewriteRule . # index php [F]

#

# Example: Whitelist additional misc files: (exampl ey, phpl another-f11es, phpl phpt humb's, phol t
RewriteCond #{REQUEST_URIY ¢timthumbh. phpl phpthumbs, phpl thumbs, phpl thumbss, phpd [HC]

# Example: Whitelist additional website domains: RewlteCond ZCHTTP_REFERER: 7 #( Yourklebsit
FewriteCond #¥{HTTP_REFERERY . #tagamon. com. #

RewriteRule . - [5=1]



# CUSTON CODE BFSO5E BFS OUERY STRIME EXFLOITS
RewriteCond #{OUERY_STRIMGY ©sp_executesgl) [HCI
RewriteRule ", #3§ - [F]

RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteCond #{REQUEST_FILEMAMEY ! -d
RewriteRule . /index, php [LI

# WF EEWREITE LOOF EHD

# CUSTOM CODE DENY BROWSER ACCESS TO THESE FILES

£FilesMatch " “Cwp-configh. phpl phpt. inil phpSt, inil readmes, btmll bb-confiags., phpo"
Order ALLow, Deny

Deny from all

#AI1ow rrom 127 8 8 1

£/FilesMatch:

# HOTLIHKTHG/FORBID COMMEHT SFAMMERS/BLOCK BOTS/BLOCK IF/RECIRECT LCODE
# FLACEHOLDER OHLY



