# BULLETFROOF . 52 & WP-ADMTH SECURE . HTALCESS

# 00 HOT ADD URL EEWMRITING IH THIS FILE OF WORDFEESS WILL EBREAK
# RewriteRule 70, #1% - [F] works In Swp-admin without bresking WordPress
# RewriteRule . sindex, php [L] will bresk WordPress

# WFADHIH DEHY BROWSER ACCESS TO FILES

# Deny Browser access to ASwp-admindinstall, php

# Use BPS Custom Code to modi fysedi t/change this code and to save 1t permanently,

# To be able to view the install, php file from & Browser, teplace 1278 6 1 with your
actual

# current IF address, Comment out: #Require all denied and Uncomment: Reqguire ip 127, 8 8 1
# Comment out: #Deny from all and Uncomment: Allow From 127 8 8 1

# MHote: The BPS System Info page displays which modul es are 1oaded on your Seryer,

# WPADMIN DENY BROWSER ACCESS TO FILES

# Deny Browser access to ASwp-admindinstall, php

# Use BPS Custom Code to modi fysedi t/change this code and to save 1t permanently,

# To be able to view the install, php file from & Browser, teplace 1278 6 1 with your
actual

# current IF address, Comment out: #Deny rfrom all and Uncomment: Allow from 127 8 8 1
# MHote: The BPS System Info page displays which modul es are 1oaded on your Seryer,

# BEGIN BFS WFADHIN DEHY ACCESS TO FILES
<FilesMatch "“(install®, phpa" >

Order ALLow, Deny

Deny from all

#AI1ow rrom 127 8 8 1

£/FilesMatch:

# END BFS WFPADMIH DENY ACCESS TO FILES

# GEGIH OFTIUOHAL HP-ACHITH ACDI TIOHAL SECURITY MEASLURES:

# BEGIH CUSTOM CODE WFACMIH TOP
# Use BPS wp-admin Custom Code to modi fysedi t/change this code and to save 1t permanently,

# EHD CUSTOMN CODE WFACHIH TOF

# BEGIH EXAMFLE OF OFTIOHAL/ADCI TIOWAL SECURITY MEASURES
# EXANFLE WP-ARDOMIH DIRECTORY FASSWORD FROTECTION - . htpasswd
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# USE DFJ wpo—gdpil Lousoom Loge Lo modLrrysedn Lecrigrnige Lril s coge grid Lo sgyve 10 peErmgrieriig L,
# This code example from BEGIN ESAMPLE to EMD EXAMPLE 15 just an example of optional

# code that you could add to your wp-admin htaccess file 1n the CUSTON CODE WPACHIH TOF
text box

# THPORTANT: To setup Directory Password Frotection use your web host control panel,

# This example code 15 just showing you what the code will look 1ike after you setup

# 0irectory Password Protection using your web host control panel,

# HOTES: Adding 0irectory Fassword Frotection creates an additional password 1ogin

# to gain access to your wp-admin fol dersWordPress Login page,

# Users / visitors to your site will not be able to register or 1ogin to your site

# unless you give them the [Irectory Password Protection username and password,

# You can specify a single specific user or use valld-user to allow 311 vwalid

# user sccounts to be able to 1ogin to your site

# EXAMFLE:

#Aut hType basic

#Aut hiEroupFi e < devynul 1

#Aut hllserF1le spathstosprot ect eddserverdi rect orys, bt passwd
#Aut hHame " Password Protected Area”

#requi e user Johnboes

#requi e wal 1 d-user

# EHD EXAMFLE OF OFTIONALSADDI TIOMAL SECLRITY HERSURES

# EHD OFTIONAL HP-ACMIH ACDT TTOMAL SECURI T HERSURES

# FEQLEST METHODS FILTERED

RewriteEngi ne On

RewriteCond #{REQUEST_METHOD: ™ TRACE|I DELETEI TRACKI DEBUG) [HC]
RewriteRule “C, #2% - [F]

# BEGIH CUSTOM CODE WFADMIN FLUGIMAFILE SKIF RULES

# To add wp-admin plugin skip/bypass rul és use BPS wp-3dmin Custom Code

#If 3 pluginis calling 3 wp-admin file in a way that 1t 15 beinmg bl ocked:forbi dden
# by BF5 you can whitelist that file name by creating a skip rule for that file

#

# Exampl e skipsbypass rule for the admin-ajax php file and post, php file

# Rewrl teCond ZCREQUEST_LIRTF  admi n-ajaxt. phol posts, phpt [HCT

# RewriteRule ., - [5=2]

#

# The [5] flag 15 used to skip followling rules, Skip rule [5=2] will =skip 2 followl ng
Rewri teRul es,



# lhe sk1p rules MUS) be 1n descendlng consecutlve number order: &, 50 2.
#If you add & new skip rule above skip rule 2 1t will be skip rule 5 [5=3]
#

# Example: Multiple skip rules In descending consecutlve number order,

# Yoast Facebook Openbraph wp-admin plugin skipsbypass rul e

# Rewrl teCond ZCOUERY_STRIMG? page=wpseo_socl 5l &key=r, 1 [HCT

# RewriteRule . - [5=3]

# skipsbypass rule for the admin-ajax php file and post, php file

# Rewrl teCond ZCREQUEST_LRI G ¢ admi n-ajax'. phol postt. phpt [HCT

# RewriteRule . - [5=2]

#

# EHD CUSTOMN CODE WPACHTH FLUBTHAFILE SKIF RULES

# DEFAULT WHITELIST SKIF RULE FOR WP FRESS THIS
FewriteCond ¥REQUEST_URIY press-thish, phpy [HCI
RewriteRule . - [5=1]

# BEGIH BFsUsE-check BPS OUERY STRIHE EXFLOITS AHD FILTERS
# WORDFPRESS WILL BRERK IF ALL THE EBFsisE FILTERS ARE DELETELD
# Use BPS wp-admin Custom Code to modi fuysedi t/change this code and to save 1t permanentluy,

RewriteCond #CHTTP_USER_AGEMTI ¢ #BAI #8DI %271 ¥3C1 ¥3E1 ¥A8) [HC, OR]
RewriteCond ¥C0UERY_STRIMGY (sp_executesqgl) [HCI
RewriteRule ™, #)% - [FI

# EHD BF5USE-check BFS OUERY STRIHG EXFLOITS AHD FILTERS



