#  BULLETFROOF . 52, 9 »x3>»>x» SECURE . HTHCCESS

# FHP-FHF. IKI HAMDLER-CACHE CODE
# Use BPS Custom Code to add phpsphp. 10l Handl er and Cache bt access code and to save 1t per
# Most Hosts do not havesusesrequire phpsphp 1ni Handl e bt access code

# TURH OFF YOUR SERVER S5IGHATLRE
# suppresses the footer 11ne server wersion number and ServerHame of the serving wirtual ho:
ServersSignature OFf

# 00 HOT SHOW DIRECTORY LISTIHG

# [i=3l1ow mod_autol ndex from displaying & directory 11sting

# If 3 588 Internal Server Ervor occurs when activating Root BulletFProof Hode

# copy the entire DO HOT SHOW DIRECTORY LISTIMG and DIRECTORY IHDEY sections of code
# and paste 1t into BPS Custom Code and comment out Options -Indexes

# by adding a # sign in front of It,

# Exampl e #0ptions -Indexes

Options -Indexes

# DIRECTORY ITHDEX FORCE IHDEX PHP

# Use Index, php a5 default directory 1ndex file 1ndex, html will be Ignored,

# If 3 588 Internal Server Ervor occurs when activating Root BulletFProof Hode

# copy the entire DO HOT SHOW DIRECTORY LISTIMG and DIRECTORY IHDEY sections of code
# and paste 1t into BPS Custom Code and comment out 0frectoryl ndex

# by adding a # sign in front of It,

# Exampl e #01 rectoryl ndex 1ndex, php 1ndex, html <1ndex, php

Directoryl ndex index, php index html /index php

# BREUTE FORCE LOGIN FAGE FREOTECTION

# FLACEHOLDER OHLY

# Use BPS Custom Code to add Brute Force Login protection code and to save 1t permanently,

# See this 1ink: http: s/ Forum a1 t-pro. coms forums:t opl c/prot ect -1 ogl n-page—-from-brut e-force-.
# for more 1nformation,

# BFP5 ERROR LOGGIMG AND TEACKI MG

# Use BPS Custom Code to modi fysedi t/change this code and to save 1t permanently,

# BF5 has premade 483 Forbl dden, <488 Bad Request, 418 Gone and 984 Mot Found files that are
# to track and log 483, 406, 418 and 4964 errors that occur on your website, When 3 hacker 3
# hack your website the hackers IP address, Host name, Request Method, Referering 1ink. the
# requested resowce, the user agent of the hacker and the query string used 1n the hack at
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# HILI DOF3 104 11185 Jre [MLgULLCeESS proltecieqg so /gl oriey gog cgry view LITEN,

# The 488, php, <483 php, 484, php and 416, php files are located in Swp-content./pl ugl nssbul 12t
# The 486, 418 and 483 Error logging files are already set up and will automatically start .
# arter you 1nstall BPS5 and have activated BulletProof Hode for your Root fol der,

#If you would 11ke to 1og 484 errors you will need to copy the 1ogging code in the BPS 464,
# to yowr Theme's 484, php template file. Simple 1nstructions are included in the BFS 484, phy
# You can open the BPS 484 php file using the WP Flugins Editor,

# HOTE: By default WordPress automatically looks in yows Theme's folder for a 484, php Theme

ErrorDocument €88 fwp-content/plugins/bull et proof -securi tys 488, php
ErrorDocument 481 default

ErrorDocument €83 Awp-content/plugi ns/bull et proof -securi tys 483, php
ErrorDocument 484 /484, php

ErrorDocument 418 fwp-content/plugins/bull et proof -securi tys 418, php

# DENY ACCESS TO FPROTECTED SERYER FILES RHD FUOLDERS

# Use BPS5 Custom Code to modi fysedi t/change this code and to sawve 1t permanentluy,
# Files and folders starting with 5 dot: | htaccess, | htpasswd, . errordocs, . 1ogs
RedirectMatch 483 %, Chtaccessl htpasswdl errordocs! 1ogs) &

# HWF-ADMIHATHOLUDES

# Use BPS5 Custom Code to remove this code permanentluy,
RewriteEngi ne On

RewriteBase /

FewriteRule “wp-admin/includess - [F]

FewriteRule ! "wp-includes/ - [5=31

FewriteRule “wp-includes/["/1+\ php$ - [F]

FewriteRule “wp-includess js/tinumces]l angss. +%. php - [F]
FewriteRule “wp-includesstheme-compat, — [F]

# WF EEWRITE LOOF START
RewriteEngi ne On

RewriteBase /

FewriteRule “indexh, php$ - [L]

# REQLEST METHODS FILTERELD

# 17 you want to allow HERD Reguests use BFS Custom Code and

# removesdel ete HEADI from the Reguest Method £i1ter,

# Exampl e Rewrl teCond ZCREQUEST_METHOR: 0 TRACE! DELETE! TRACK! DEBUGY [HCT

# The TEACE, DELETE, TEACK and DEEUG Reguest methods should never be removed,
RewriteCond #{REQOUEST_METHOD “{HEADI TRACE|I DELETEI TRACKI DEBUGY [HCI
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HewriteRule "0, )% - LF]

# FLUGIHS/THEMES AHD YARIOUS EXFLOIT FILTER SKIFP RULES

# To add pluglin/theme skipsbypass rul es use BPS Custom Code,

# The [5] flag 15 used to skip followling rules Skip rule [5=12] will skip 12 followlng Rew
# The skip rules MUST be 1n descending consecutive number order: 12, 11, 168 9.,

#If you delete 5 skip rule, change the other skip rule numbers accordl ngl .

# Examples: If RewrlteRule [5=5] 1s deleted than change [5=6] to [5=5], [5=7] to [5=6], etc
#If you add 3 new skip rule above skip rule 12 1t will be skip rule 135 [5=13]

# Admi ner MysQOL management tool data popul ate

FewriteCond ¥{REQUEST_URIY “/wp-content/pluginssadminers [HCI

RewriteRule . - [5=12]

# Comment Spam Fack MU FPlugin - CAPTCHA 1mages not di spl syl ng

FewriteCond ¥{REQUEST_URIY “/wp-content/mu-plugins/custom—anti-spams [HC]
RewriteRule . - [5=11]

# Feters Custom Antl-5Spam di splay CAPTCHA Image

FewriteCond #¥REQUEST_URIY “/wp-content/plugins/peters-custom-anti-spam-images [HC]
RewriteRule . - [5=1@]

# Status Updater plugin fb connect

RewriteCond #{REQUEST_URIY “/wp-content/plugins/fb-status-updaters [HC]
RewriteRule . - [5=9]

# Stream Yideo Flayer - Adding FLY Yideos Blocked

FewriteCond ¥{REQUEST_URIY “/wp-content/pluginsdstream-video-players [HC]
RewriteRule . - [5=E]

# XCloner 4984 or 483 ertor when updating settings

RewriteCond #¥REQUEST_URIY “/wp-content/pluginssxcl oner-backup-and-restores [HC]
RewriteRule . - [5=7]

# BuddyFress Logout Redirect

FewriteCond ¥C0UERY_STRIMGY action=1ogout&redirect _to=shttpiESAX2FE2FC, 0 [HC]
RewriteRule . - [5=E]

# redirect_to=

RewriteCond #{OUERY_STRIMGY redirect_to=(, ) [HC]

RewriteRule . - [5=E]

# Login FPlugins Password Reset And Redirect 1

FewriteCond ¥C0UERY_STRIMGY action=resetpassikey=0. ) [HC]

RewriteRule . - [5=4]

# Login FPlugins Password Reset And Redirect 2

FewriteCond ¥{0UERY_STRIMGY action=rp&key=c. 1 [HC]

RewriteRule . - [5=3]



# TIMTHUME FOREBID RFI and MISC FILE SKIF<BYFASS RULE

# Use BFS Custom Code to modl Fusedl t/change this code and to save 1t permanently

# Remote File Inclusion CRFIY security rules

# Hote: Only whitellst your 3001 t1onal domalins or files 1f needed - do not whitellst hacker
FewriteCond ¥{OUERY_STRIMGY ~ #(httpl httpsl fLpa CE3A1: 2CE2F ACE2F ACwn {8, 33, 7

i bl ogger| picasal bl ogspot!| tsunamil petapolitikl photobucket! i mgurl i mageshack! wordpressh, coml img
thegamel, *$ [HC, ORI

FewriteCond ¥{THE_REQUESTY *, #Chttpl httpsl ftp) CESAL: 2 ORI A CE2F AaCwr €8, 33, 7

i bl ogger| picasal bl ogspot!| tsunamil petapolitikl photobucket! i mgurl i mageshack! wordpressh, coml img
thegame), *$ [HCI

RewriteRule . # index, php [FI

#

# Exampl = Whitelist additional misc files: (exampl ey, phpl another-r11es, phpl phot humb's, phol t
RewriteCond #{REQUEST_URIY C(timthumb. phpl phpthumbs. phpl thumb'. phpl thumbst, php) [HCI

# Exampl e Whitelist additional website domains: RewlteCond ZCHTTP_REFERER: © #( Yourklebsi t
RewriteCond #¥{HTTP_REFERERY ~. xdemoZ. local. =

RewriteRule . - [5=1]

# BEGIH BP5USE BF5 OUERY STRIHG EXPLOITS
# The 11bwww-per] User Agent 15 forbl dden - Many bad bots use 11 bwww-per] modul 5, but some

# Good sites such as W30 use 1t for thelr W3C-LinkChecker

# Use BFS Custom Code to add or remove user agents temporatily o permanently from the

# User Agent filters directly below or to modi fusedi t/change any of the other securl ty code
RewriteCond #{HTTP_USER_AGEMT ¢hawvi jl 1ibwww-perl| wget! pythonl niktaol curll scanl javal winhttpl
RewriteCond ¥CHTTP_USER_AGEMTI C#BAI ¥ADI %271 #3C1 ¥3EI ¥AA) [HC, OR]

RewriteCond #CHTTP_USER_AGEMT: 1<l x1" 1" 181 NG %8R0 ¥ADI #2201 %271 %281 %301 ¥3EI #¥8A), =11 buww-
perll wget! puthonl niktol curll scanl javal winhttpl HTTrackl cl shttpl archi verl 1oader! emaill harvest]
RewriteCond #{THE_REQUESTY CNT1 sl B2a) +CE28+] WS+ E20+5\ s+ \AS+E20+ \hAs+E2B+\\ s+ HTTPC: /1 /2
FewriteCond ¥{THE_REQUESTY etc/passwd [HC, ORI

RewriteCond %{THE_REOUESTY cgi-bin CHC, OR]

FewriteCond ¥{THE_REQUESTY ©#AAI 800 %\l vsny [HC, OR]

RewriteCond #{REQUEST_URIY owsswrh, dll [HC, ORI

RewriteCond ¥{HTTP_REFERERY C#BAI ¥ADI #2701 ¥3C1 ¥3El ¥0@) [HC, OR]

RewriteCond #¥{HTTP_REFERERY . opendirwviewers, [HC, OR]

FewriteCond ¥{HTTP_REFERERY usersh, skynet'., be, = [HC, OR]

RewriteCond #¥{OUERY_STRIMGY [a-zA-Z8-9_1=http: /¢ [HC, OR]

FewriteCond ¥{OUERY_STRIMGY [a-zA-ZB-9_1=C%, %, //70+ [HC, OR]

FewriteCond ¥{OUERY_STRIMGY [a-zA-2@8-9_1=/([a-z@-9_ 1//71+ [HC, OR]

RewriteCond ¥{OUERY_STRIMGY “=PHPLB-9a-f1{83-[B-9a-f1{d-[A-Fa-fI1{d3-[B-9a-f1{43-[ B-9a-f1{1!
RewriteCond ¥{OUERY_STRIMGY 4. M, /1 ¥2eiledlf] B2eidlels| N, N, B2IT1 22e\, 271 22e\, 1N, 22e¥2f1 N, 12
FewriteCond #{OUERY_STRIMGY fiph: [HC, ORI



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:

[HC, OR]

httpss: [HC, OR]

=4 wh] [HC, OR]

“CLo#/self S0 )% [HC, ORI

“(, #)cPath=http: /40, )% [HC, OR]

Ol 30D, #scriph, =08 ¥3E) [HC, OR]

C4l 3007 s es+oript, =0 ¥3E) [HC, OR]

L4l B30, #embed, =04 ¥3E) [HC, OR]

(4] %30 (0 "eled +mbed, #Cx] ¥3E) [HC, OR]

Ol 30D, =object, =08 ¥3EY [HC, OR]

C4l %30 (Lol #00+bject, =] ¥3E) [HC, OR]

Ol 30D, #1frame, (%] ¥3E) [HC, OR]
C4LEICICL™ T #i+frame, =] ¥3E) [HC, OR]
basebd_encode, 5\, 52 [HC, OR]
basebd_enl dedcodel "C 1%L "2 1+4) [HC, OR]
GLOBALSC =1 NO[1 %ALE-9A-214A, 232 [OR]
_REQUESTC =1 AL N¥LB-9R-21{8, 23 [OR]
SOOI <L e ¥3c] #3532, [HC, OR]

“#0hxBAl hxBdl vxBE] SxBdl vkl bl V281 hx3cl vx3el kT, & [HC, OR]
L MULLI OUTFILEI LOAD_FILEY [OR]

Cho £l 3 0+0motd etcl bind [HC, OR]

tlocal hostl loopbackl 127, @4, B4, 13 [HC, OR]
C<lx1 ' | HBAI EADL ¥271 $3C1 ¥3EI ¥AAy [HC, OR]
concatl ™ (1% [HC, ORI

uniont[ "sl+s)+elect [HC, OR]

unionc[ "al+ar+11C0 "sl+s)+elect [HC, OR]
YW=[sdor], #Callow_url _includel allow_url _fopenl safe_model disable_t
Crl€E=0" 1IN HBAL BB %221 2271 ¥3C1 $3El #¥0a), =

htiph:

i /%¢l unionl sel ectl insert| dropl del etel updatel castl createl charl convertl al terl decl arel order| sct
RewriteCond ¥{0UERY_STRIMGY (sp_executesqgl) [HCI

RewriteRul e

“Lo#1% - [F]

# EHD BPSQSE BPS QUERY STRIHG EXFPLOITS
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEX ! -d

RewriteRule .

# WF REWRITE LOOF EHD

# L=e

PS5 Custom Code

Aindex, php [L]

55 T0 THESE FILES

to modi fusedi t/change this code and to sawve 1t permanentlu,

# wp-config php, bb-config php. php ini. phps 1ni, readme fitml

# To be able to view these

files from a Browser, replace 127, 8 681 with your actusl



# current IP address, Comment out: #Fequire all denied and Uncomment: Regquire Ip 127 8 8 1
# Comment out: #Deny from a1l and Uncomment: Allow from 127 8 6 1
# Mote: The BFPS system Info page di splays which modul es are 1oaded on your Seryer,

£FilesMatch " “{wp-configh. phpl phpt. inil phpSt, inil readmes, btmll bb-configh., phpd ">
<IfModul e mod_authz_care, c

Fequire all denied

#Require 1p 127, 6, 4, 1

/I fModul e

<IfModule ! mod_authz_care, c
<IfModul e mod_access_compat, c
Order ALLow, Deny

Deny from all

#AI1ow from 127 8 6 1

/I fModul e

/I fModul e

£/FilesMatch:

# HOTLIKKTHGSFOREID COMMENT SFARMERS BELOCK BOTS- GLOCK IF-REELIRECT CODE
# PLACEHOLDER OHLY
# Use BPS Custom Code to add custom code and =save 1t permanently here,



