# nicht mul ti-site-kompatibel - darcr muss der block "# BEGIH WordFPres

# vl A 4

Options +FollowSumlinks -Indexes

FileETag none

Header set Connection keep-aliwve
AddType x-font woff | woff

<IfModul e mod_

rewrite, o

FewriteEngine On

RewriteBase

# 443 Bl ock

RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
RewriteRule
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bad reqguests

“admin/ - [F, L]

“admin. php - [F, L]
“administrator?s - [F, L]
main. jsp - [F, L]

main. aspx - [F.L]

main, html - [F, L]

main. php - [F, L]

main. asp - [F, L]

main htm - [F, L]
contact, asp - [F, L]
contact, aspx - [F, L]
contact, him - [F, L]
contact, html - [F, L]
contact, php - [F, L]
timthumb, php - [F, L]
GetFoldersAndFiles - [F, L]
fckeditor - [F, LI
FCkeditor - [F,.L]
filemanager - [F, L]
open-flash-charts - [F, L]

of c_upload_image, php - [F. L]

hatz. php - [F, L]
uploadify. php - [F, L]
info, php - [F, LI
tegister - [F, L]
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FEWrNl LEFKULE  NLdecess — L, Ld
FewriteRule . htpasswd - [F, L]
RewriteRule . _error, log - [F, L]
FewriteRule wp-config php - [F, L]
RewriteRule liesmich, html - [F,L]
RewriteRule readme html - [F, L]
RewriteRule license txt - [F,L]
RewriteRule error, log - [F, L]
RewriteRule readme txt - [F,L]
RewriteRule readme md - [F, L]
</TfModul e

I fModule mod_tewrite, o
# reenable to export bBlog
RewriteEngi ne On
RewriteCond #{OUERY_STRIMGY author=(, =)
RewriteRule “C, %) - [F]

</TfModul e

I fModule mod_tewrite, o
RewriteEngi ne On
FewriteCond ¥OUERY_STRIMGY twitterpager, =)
RewriteRule “C, %) - [G]

</TfModul e

# block some crawl ers

I fModule mod_tewrite, o
RewriteEngi ne On
RewriteCond #CHTTP_USER_AGEMTY ~, =

i crawl erdjl HTTrack! Yandex| Bai dul Megal ndex| 11 bwwwl AdvBotl RU_Bot), <% [HC]
RewriteRule .+ - [F,L]

</TfModul e

# block WFPscan crawlers

#<I MModul & mod_rewl te c:

#  RewiteEngime On

# RewriteCond ZCHTTP_USER_AGEHT? © #(WPScan), #¢ [HCT
# RewriteRule . # - [F, L]

#T FHodul e

# FBlock comments wia Crosspostlng

<IfModul e mod_rewrite, o



RewrlteEngline On

RewriteBase /

RewriteCond #{REQUEST_METHODY POST

FewriteCond #¥REQUEST_URIY . wp—comment s—post'., phps

RewriteCond #{HTTP_REFERER} !. #${SERVER_MAMEZX. #+ [ORI

RewriteCond #{HTTP_USER_RGEMTY %

RewriteRule . ) “http /% REMOTE_ADDR: /% [R=361, L]
<41 Modul e

# Block the 1nclude-only files,

£IfModule mod_rewrite, o
RewriteEngine On
RewriteBase /
FewriteRule “wp-adminincludess - [F, L]
FewriteRule ! “wp-includes/ - [5=31
FewriteRule “wp-includess["/1+\ php$ - [F, L]
FewriteRule “wp-includess js/tinumceslangss. +s. php - [F, LI
FewriteRule “wp-includesstheme-compats - [F, L]
FewriteRule “wp-content/uploadss["/1+\ php$ - [F,L]
RewriteRule 0, +)/wp-login php - [F, L]

<41 Modul e

£IfModul e mod_expires. o
ExpiresActive On

Expiresbefault "access plus 1 month"

ExpiresByType images/x-icon “access plus 1 year”
ExpiresByType imagesgif "access plus 1 month"
ExpiresByType image/png "access plus 1 month"
ExpiresByType imagesjpg "access plus 1 month"
ExpiresByType images jpeg "access plus 1 month"
ExpiresByType texticss "access plus 1 month"
ExpiresByType applicationd javascript "access plus 1 ygear"
ExpiresByType x-font/woff "access plus 1 year"
ExpiresByType video/webm "access plus 1 year”

AT T Modul e

<IfModule mod_deflate, c»
# Compress HTHL, C55 Javascript, Text, XML and fonts
AddOut putFilterBuTupe DEFLATE applicationd javascript

AddOut putFilterBuTupe DEFLATE applicationsrss+xml



AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

# Remove browser bugs

applicationdvnd ms-fontobject
applicationdx-font
applicationx-font-opentype
application/x-font-otf
applicationdx-font-truetype
application/x-font-ttf
applicationdx—font-woff
applicationdx-javascript
applicationdxhtml +xml
applicationdxml
fontsopentype

font/otf

fontstif

i mage/ svg+xml

image/ x—1con

image/ png

image/ jpeq

text/css

text/html

text/ javascript

text/plain

text/xml

Conly needed for really old browsersi

ErowserMatch “Mozillasd gzip-only-text/html

BrowserMatch “Mozillasdhs, ALETS

BrowserMatch “BMSIE ! no-gzip

Header append Yary User-Agent

1 no-gzip
gzip-onl y-text  html

AT FModul e

¢FilesMatch ", Ctxtl Logl xmll cssl jsl gzl mdy " >
Header set X-Robots-Tag "noindex”
£/FilesMatch:

# BEGIH WordFress

<IfModule mod_rewrite, o
RewriteEngine On

RewriteBase /

FewriteRule “indexh. phpd - [LI
L REQUEST_FILEMAMEY !
L REQUEST_FILEMAMEY !

RewriteCond
RewriteCond



FewriteRule . /findex php CL]
</ fModul e

# EHC WotrdPress



