###t SILVERSTRIFE STRRT ###

¢Files % ss&
Order deny, allow
Deny from all
Allow from 127, 8 4.1
£/Files:
# Deny access to 115 confloguratlon
<Files web, config:
Order deny, allow
Deny from all
£/Files:

# Deny access to YARL configueation f11es which might 1nclude sensitive 1nformation
£Files ™ "%\, yatml "

Order allow, deny

Deny from all
£/Files:

£Files # log:
Order deny, allow
Deny from all
£/Files:

# Route errors to static pages automatically generated by 511verstripe
ErrorDocument 484 /fassetsserror-484, html
ErrorDocument SEE /fassetsserror-586, html

<IfModul e mod_rewrite, o

# Turn off Index, php handling reqguests to the homepage £1xes 15sue In apache »>=Z2
<IfModule mod_dir, o

Directoryl ndex disabled
<41 fModul e

SetEnv HTTP_MOD_REWRITE 0On
FewriteEngine On
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RewriteBase '/

FewriteCond ¥REQUEST_URIY fassets/priwvate [HC, ORI

RewriteCond #{REQUEST_URIY fassets/owner [HCI

FewriteCond ¥{REQUEST_FILEMAMEY . ¢pdfl zipl rarl 7zl docl docxl x1sl x1sx| pptl pptxdd [HCI
RewriteRule . # devtoolkitassets?file=¥{REQUEST_FILEMAMEX&%{OUERY_STRIMGY [L, MCI

FewriteRule “indexh, php/, 3% /%1 [R=3A1, L]
FewriteRule indexh, php / [R=3A1, L]

# Enable HTTP Basic authentication workastound for PHP running in CGI mode
RewriteRule .+ - [E=HTTP_AUTHORIZATION: ¥{HTTP: Authorizationd]

# Deny access to potentially sensitive files and fol ders

RewriteRule “vendord/l$) - [F, L, HC]

FewriteRule silwverstripe-cached /| $3 - [F, L, HC]

FewriteRule composerh, ( jsonl lock) - [F, L, HC]

# Frocess through S11verStripe 1 no file with the reguested name exists,

# Pass through the original path as a3 query parameter, and retain the existing
par-amet ers,

RewriteCond ¥CREQUEST_URIY ™C, #) %

RewriteCond #{REQUEST_FILEMAMEY ! -f

FewriteRule . # framework/main. phpTurl =% C[OSA]

# I framework 1sn't 1n a subdirectory, rewite to installer
FewriteCond ¥REQUEST_URIY ., ) /framework/main. phps
RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteRule . #l/install. php? CR, L]
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