£IfModule mod_rewrite, o
RewriteEngine On
RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteRule ™0, #)% app. php [Q5A, L]
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# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # NEDCIA TYFES AHD CHARACTER EHCODIHES #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1 Media types /
#

# Serve resources with the proper media types (formerly known a5 MIHE typesd,
# htto /Fwww, 1ana orgslassi gnment s/ medl a-t ypessmedi 5-t ypes, xhtml

<IfModul e mod_mime, o
# Data 1nterchange
AddTupe applications json json map topojson

# Javascript
# Hormallze to standard type.
# httpor //tool s 1etf, orgshtml /1 fod329%section-7, 2

AddTupe applications javascript is
# ¥ideo
AddTupe i deosmpd fdv fdp mdv mpd
AddTupe wideosogg ogy
AddTupe i deo/webm webm
AddTupe wideos x—f1w flw
# Web rfonts
AddTupe applicationsfont-woff wof
AddTupe applicationsfont-woff2 woff2
AddType applicationswnd ms—fontobject eot

# Browsers usually 1gnore the font medis types and simply sniff
# the bytes to figure out the font type,
# httoe s7mimesnd 7, spec, what wg, orgs#mat chi ng-3-ront -t ype-pat tern



# Chrome however, shows 3 warning 17 any other media types are used

# for the following two font types

AddType applicationsx—font-ttf tto ttf

AddType font/opentype oLf

AddType imagesswg+xml v SWOZ

# 0t her

AddType applicationsxml atom rdf rss xml

AddType imagesx-icon cur ico
</ fModul e
#
# | Reducing MIME type securlty risks /
#

# FPrevent some browsers from MIME-sni Ffing the response

# This reduces exposure to drive-by download attacks and cross-origin data
# leaks, and should be 1eft uncommented, especially 17 the web server 15
# serving user-upl oaded content o content that could potentially be treated

# as executable by the browser,

# http /7w, =11 deshare, net s hasegawayosuk e owasp-hasegaus

# httpe /7Bl ogs msdn, comsbel e/ archi ves 20856/ 87,8271 eE-securl ty-part —v-comprehensi ve-
protection aspx

# httpe A7msdn microsoft, comsen-ussl 1 brarys] esggb22941, aspx

# http: /7mimesni £f, spec. whatwg, org”

<IfModul e mod_headets, c»
Header set X-Content-Type-Options “nosniff"
</ fModul e

#
# 1 ETags /
#

# Remowve ETags as resources are sent with far-rfuture explres headers,



# httpos: <rdevel oper, yahoo, comsperformance: Ul es,

# FileFTag Hone  doesn't work in all cases,
<IfModul e mod_headers, ¢

Header unset ETag
/I fModul e

FileETag Hone

#

html #et 305

# | Expitres headers

#

# Serve resources with rfar-future explres headers.

# IMPORTANT: If you don't control versioning with £11ename-based cache

# busting, consider 1owering the cache times to

£IfModul e mod_expires. o
ExpiresActive on
Expireshefaul t

# L55

ExpiresByTuype text/css

# Data I1nterchange
ExpiresByType applicationd json
ExpiresByType applicationdxml
ExpiresByType text/xml

something 11ke one week,

"access

"access

"access
"access

"access

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByType imagesx-1icon

# HTHL
ExpiresByType text/html

# Javascript
ExpiresByType applicationd javascript

# Medi s
ExpiresByType imagesqgif

"access

"access

"access

"access

plus

plus

plus @
plus @
plus @

plus

plus

plus

plus

mont k"

year"

seconds"
seconds"
seconds"

week"

seconds"

year"

mont k"



ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType

# Web reeds
ExpiresByType
ExpiresByType
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image/ jpeq
image/ png
videos mpd
videos ogg
video/ webm

application/atom+xml
applicationdrss+xml

"access
"access
"access
"access

"access

"access

"access

plus
plus
plus
plus
plus

plus
plus
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