# Apache conflguration file
# httpd apache orgldocssZ, 2/ modysqul ckref erence. hitml

# Hote ., htaccess files are an overhead, this 1ogic should be In your Apache
# config 1f possible: httpd apache orgsdocssZ, 2/ howt o/ Bt access, html

# Technigues 1n here adapted from all over, 1ncloding:

#  Kroc Camern: camendesign, coms, ht access

#  perishabl epress, comspresss 2A8A6/A1 #1875t upl d-ht access-tri ckss
#  Sample . htaccess fI1l1e of CAS MO0x  modxcms. com

#
# CORS-enabl ed 1mages (Borossori glng
#

# Send CORS headers 1f browsers request them: enabled by defsult for 1mages.

# devel oper, mozi 11 & orgsensCORS_Enabl ed_Image

# bl og, chromi um orgs 261 1 /870 us1 ng-cross-domal n-1 mages-1 n-webgl -and, ftml

# hacks, mozi1la orgs2a1 1.1 1 /us1 ng-cors-t o-1 oad-webgl -t ext ures-from-cross—domal n-1 mages:
# wiki, mozilla orgsSecurl tysRevl eusscrossor] gl nAt trl but e

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
# mod_headers, y u no match by Content-Type?!
£FilesMatch "%, Cgiflical jpe?al pngl svgl svozl webp) & >
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<41 fModul e
<41 fModul e

#
# Webfont access
#

# Allow access from all domsins for webfonts,
# Alternatively you could only whitellst your

1

# subdomains 11 ke "subdomal n exampl 2 com”,

<IfModul & mod_headers, ¢
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Header set Access-Control-Allow-Origin "=

</FilesMatchs
<A Modul e

#

# FProper MIME type for all files

#

# Javascript

#  Hormalize to standard type (it’

£

AddType applications javascript
AddType applications json

# Audi o
AddType audi o/ mpa
AddType audiofogg

# ¥ideo

AddType wi deo/mps
AddType wideo/ogg
AddType wideo/webm
AddType wideodx-f1w

0
J

7

tool s 1etf, org/html /rfed329section-7 2

# .
# Reguired for swg webfonts on 1FPad
#

s spiffed in IE anyways)
s Jjsonp
json

mda fda f4b
oga 0gg

mpd mdy fdv fdp
agy
webm
flw

twi tter, comsFont 5qui 1rel /st at ussl 4555590545

AddType i mage/ svg+xml
AddEncoding gzip

# Webfonts

Svg SvOZ
=1n

AddType applicationswnd ms-fontobject eot

AddType applicationsx—font-ttf ttf ttc

AddType applicationsx—font-woff wof f

AddType font/opentype oLf

# Assorted types

AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o

AddType applicationsx-opera-extension Qe



HddType applicatlonsx-shockwave-T1ash =i
AddType applicationsx-web-app-mani f est+json webapp

AddType applicationsx-xpinstall xpl

AddType applicationsxml rss atom xml rdf
AddType image/webp webp

AddType imagesx-icon ico

AddType text/cache-mani fest appcache mani fest
AddType textswit wit

AddType text/x-component htc

AddType text/x-vcard wiof

#

# Gzip compression

#

<IfModul e mod_deflate, o

AddOutputFilterBuTupe DEFLATE text/text text/html textiplain text/xml text/css
applicationdx-javascript applicationdjavascript
/I fModul e

#
# Frevent mobile network providers from modl fylng youre site
#

# The following header prevents modi f1cation of your code over 36 on some
# European providers,
# This 15 the official 'bypass' suggested by 02 1n the LK,

<IfModul e mod_headers, o>
Header set Cache-Control "no-transform”
AT Modul e

#
# ETag removal
#

# FileETag Hone 15 not enough for every server,
<IfModul e mod_headers, ¢

Header unset ETag
/I fModul e



# Since we're sending rar-ruture expires, we don't need ETags for
# static content.

#  dewvel oper, yahoo, comspert ormancesul es, html #etags

FileETag Hone

#
# Start rewlte englne
#

# Turning on the rewite engine 15 necessary for the following rules and
# reatures, FollowSymlinks must be enabled for this to work,

# Some cloud hosting services require RewrlteBase to be set! goo, gl ~HOCFH
# If using the h5bp In a subdirectory, use RewrlteFase Afoo’ 1nstead where
# 'foo' 15 your directory,

# If your web host doesn't allow the FollowSymlinks option, you may need to
# comment 1t out and use Options +SuymlinkslfOwnertiatch’. but be aware of the
# performance 1mpact: http: //goo, gl <Ml uzd

£IfModule mod_rewrite, o
Options +FollowSumlinks

# Options +5ymlinksIfOwnertat ch
RewriteEngine On

# Rewrl teFase /

<41 fModul e

#
# suppress or force the "www,
#

"

at the beginning of URLs

# The same content should never be awallable under two di Frerent URLs -

"

# especially not with and without “www " at the beginning, since this can cause
# 5E0 problems (duplicate contentl, That's why you shoul d choose one of the

# 3l ternatives and redirect the other one

# By default option 1 Cno "www, "3 15 activated,
# no—-www, oFgstag. phptgecl ass_b

#If you'd prefer to use option 2, just comment out 311 option 1 11nes
# and uncomment option 2



# IMFORTANT: HEYER LUSE BOTH RULES AT THE SAME TIME!

# Option 1;

# Rewlte "www, exampl e com -> exampl & com”,

I fModule mod_tewrite, o
RewriteCond %CHTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http: /4% ¥CREQUEST_URIZ [R=381,L1]
</TfModul e

# Option 2
# Rewrite "exampl e com -r wwl, exampl & com”,
# FBe awsre that the following rule might not be 3 good 1dea 1f you use "real”

# subdomains for certain parts of your website,

# <IfModul e mod_rewite cx

#  RewrlteCond XCHTTPS: ! =on

#  RewrlteCond XCHTTP_HOSTR ! “www', . +& [HCT

#  RewrlteRule ™ http: /swww, ¥CHTTP_HOST ACREQUEST_LURI} [R=3A1, L]
# <1 FHodul e

#
# Frevent 484 errors for non-exi sting redirected fol ders
#

# without —Mul tiviews, Apache will give a 464 for 3 rewrite 1f a folder of the
# same name does not exi st

# webmasterwor] d comsapaches 36685792 htm

Options -Multiviews

#
# UTF-8 encodi mg
#




# Use UTF-5 encoding for anythlng served textsplain or textshtml
AddDef aul tCharset utf-5

# Force UTF-8 for 3 number of file formats
AddCharset utf-3 . atom . css . j5 . json . rss . wtt oxml

#
# A 1ittle more securlty
#

# To avold displaying the exact wersion number of Apache belng used, add the
# followling to httpd conf (it will not work In . Ataccess):
# ServerTokens Frod

U

# "-Indexes" will have Apache block users from browsing fol ders without 3
# defaul t document Usually you should 1eave this activated, because you
# shouldn't allow everybody to suef through every folder on your server (bl ch
# 1ncludes rather private places 11ke CHS system fol derst,
£IfModule mod_autol ndex, o
Options -Indexes

AT Modul e

# Block access to "hidden” directories or files whose names begin with a
# period This 1ncludes directories used by version control systems such as
# Subversion or Git
£IfModule mod_rewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /% " - [F]
/I fModul e

# Block access to backup and source fl1les, These files may be 1eft by some
# textshtml editors and pose a great secorlty danger, when angyone can Sccess
# them,
£FilesMatch "%, Cbakl configl distl flalincl inil logl psdl shl sgll Swpdl ™ 4"
Order allow, deny
Deny from all
Satisfy ALl
£/FilesMatch:

# Increase cookle securlty



<IfModul e mod_phpS, c
php_walue session cookie_httponly true
<41 fModul e



