#
# Better website experience for IE users
#

# Force the 1atest IE wversion, In varlous cases when 1t may fall back to TE7 mode
# gi thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment 115926
# Use ChromeFrame 1f 1t's installed for a better experience for the poor TE folk

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
BrowserMatch MSIE ie
Header set X-UR-Compatible "IE=Edge, chrome=1" env=ie
<41 fModul e
<41 fModul e

<IfModul e mod_headets, c
# Because X-UA-Compatible 1=sn't sent to non-IE (to save header bytess,
# We need to 1nform proxies that content changes based on UA
Header append Yary User-Agent
# Cache control 15 set only IF mod_headers 15 enabled, so that's unncessary to declare
<41 fModul e

#
# Expires headers (for better cache controll
#

# These are pretty far-ruture expl res headers,

# They assume you control versioning with cachebusting gquery params 11ke

# <script sro="applicatlon js7261 AAGAS" >

# Addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogs 2888 Ay 230 vyl ng-r1 1 enames-dont -use-gueryst el ngs

# If you don't use filenames to version, lower the C55 and J5 to something 11ke
# access plus 1 week” or so,

<IfModul e mod_expires, o
ExpiresActive on

# Ferhaps better to whitelist expires rul es? Perhaps,
Expireshef aul t “access plus 1 month"



# cache, appcache needs re-requests 1n FF

ExpiresByType text/cache-manifest

# Your document html
ExpiresByType text/himl

# [Data
ExpiresByTuype text/xml
ExpiresByType applicationdxml
ExpiresByType applicationd json

# R55 feed
ExpiresByTupe application/rss+xml

# Favicon {cannot be renamedi

ExpiresByTupe image/x-1icon

# Medi s 1mages, wideo, audio
ExpiresByType imagesqgif
ExpiresByTupe imagespng
ExpiresByTupe image’s jpg
ExpiresByType image’ jpeq
ExpiresByType wideosogg
ExpiresByType audiosogg
ExpiresByTuype wideos/mpd
ExpiresByType wideoswebm

# HTC Files (css3piel

ExpiresByType text/x-component

# Webrfonts
ExpiresByType font/truetype
ExpiresByType font/opentype
ExpiresByTuype applicationdx-font-woff
ExpiresByTupe imagesswg+xml

3 6 (thanks Remy “Tntroduci ng HTHLED

"access plus A seconds”

"access plus A seconds”

"access plus A seconds”
"access plus A seconds”
"access plus A seconds”

"access plus 1 hour”

"access plus 1 week"

"access plus 1 month"
"access plus 1 month"
"access plus 1 month"
"access plus 1 month"
"access plus 1 month"
"access plus 1 month"
"access plus 1 month"
"access plus 1 month"

"access plus 1 month"

"access plus 1 month"
"access plus 1 month"
"access plus 1 month"

"access plus 1 month"

ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"

# 55 and Javascript
ExpiresByTuype text/css
ExpiresByTupe applicationd javascript

"access plus 1 year”
"access plus 1 year”



ExplresBylype text/javascript "access plus 1 year”

<IfModul e mod_headers, cx
Header append Cache-Control "public”
ST Modul e

AT Modul e
#

# ETag removal
#

# F1l1eFfTag Hone 15 not enough for every server,
<IfModul e mod_headers, ¢

Header unset ETag
/I fModul e

# Since we're sending far-future expires, we don't need ETags for
# static content.

#  devel oper, yahoo, comsperformancesul s, [tml #et ags

FileETag Hone

#
# start rewrlte englne
#

# Turning on the rewlte engline 15 necessary for the followling rules and features,
# Followsymllnks must be enabled for this to wort.

£IfModule mod_rewrite, o
Options +FollowSumlinks
RewriteEngine On

/I fModul e

#
# suppress or force the "www,
#

"

at the beginning of URL=

# The same content should never be awvailable under two di frerent URLs - especially not
with and

"

# without "www " at the beginning, since this can cause S5E0 problems (duplicate contentl,



# That's why you shoul d choose one of the alternatives and redirect the other one

# By default option 1 Cno "www ") 15 actlvated Remember: Shorter URLS &re sexier,
# no-www, orgsfag photg=cl as55_6

# If you rather want to use option 2, just comment out all option 1 11nes
# and uncomment option 2
# THPORTAHT: HEYER LSE EBOTH RULES AT THE SARE TIME!

# Option 1:
# Fewlte "www, domain, com -> domaln, com”

£IfModule mod_rewrite, o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]
RewriteRule ™0, =14 http /7% /81 [R=3A1, L]
<41 fModul e

# Option 2

# To rewdte "domalin com —» www, domaln com” uncomment the following 11nes,
# Be awate that the following rule might not be 3 good 1dea 1T you

# use "real” subdomains for certain parts of your website

# <IfModul e mod_rewite cx

#  RewrlteCond XCHTTPS: ! =on

#  RewrlteCond XCHTTP_HOSTR ! “www', . +§ [HCT

#  RewrlteCond XCHTTP_HOSTR (. +1% [HCT

# RewriteRule 70, #1% http: </ www, %1281 [R=361, L]
<1 FHodul e

#
# Frevent 550 cert warnings
#

# Rewite secure requests properly to prevent 550 cert warnings, e g prevent
# https < www, domaln com when your cert only al1ows httpos A/ secure domal no com
# Uncomment the following 11nes to use this reature,



(I Modul e mod_rewrite c:

Rewri teCond 2 SERVER_FORTZ ! "443

RewriteRul & ¢, 1 https: < /exampl e-domal n-pl ease-change-me, coms$l [R=341, L]
</ T FHodul e

# UTF-8 encodi mg
#

# Use UTF-8 encoding for anythling served textsplain or textshtml
AddbDef aul tCharset utf-5

# Force UTF-8 for & number of fi1le formats
AddCharset utf-3 . html . css . js . xml | json . rss

#
#A1ittle more securlty
#

U

# "-Indexes" will have Apache block users from browsimg folders without 5 default document
# Usually you should 1eave this activated, becsuse you shouldn't allow everybody to surf

t irough

# every folder on your server (which Includes rather private places 1ike CMS system
foldersa,

Options -Indexes

# FBlock access to "hidden” directories whose names begin with a period This
# 1ncludes directories used by version control systems such as Subversion or Gt
I fModule mod_tewrite, o
RewriteRule "C7°1 /% " - [F]
</TfModul e

# If your server 15 not already configured a5 such, the followlng directive
# should be uncommented in order to set PHP's register_global s option to OFF,
# This closes 3 major security hole that 15 abused by most Y55 (cross-site

# scriptingy attacks, For more Information: http: /php. netsregi ster_gl obal 5
#

# IF REGISTER_GLOBALS DIRECTIVE CALISES 568 ITNTERHAL SERYER ERFURS ©

#

# Your server does not allow PHP directives to be set via . htaccess, In that



# case you must make this change In your php ind file instead I you are

# using a commercial web host, contact the adminl strators for assistance 1n

# doimg this Mot all servers allow local php Inl files, and they shoul d

# include all PHP configurations (not just this onel, or you will effectively
# reset everything to PHP defaul ts Consul towww, php. net for more detal led

# information about setting FHP directives

# php_rlag register_global s OFf

# Fename session cookle to something else, than PHPSESSID
# php_wal ue session. name =14

# Do not show you s using php
# phpo_rlag expose_php OFF

# Level of log detall - log all errors
# php_walue error_reporting -1

# Write errors to log file
# phpo_rlag 1og_ertors On

# Do not di splay errors 1n browser (production - OFf, devel opment - On)
# php_rlag di splay_errors OFF

# Do not di splay startup errors (production - OFf, dewvel opment - 0o
# php_rlag display_startup errors OFF

# Format errors 1n plain text
# php_rlag html_errors OFF

# Show multiple occurrence of error
# php_rlag 1gnore_repeated_ertors OFF

# Show same errors from di frerent sources
# php_rlag 1gnore_repeated source OFF

# 5ize 1imit for error messages
# phpo_value 1og_ertors_max_I1en 124

# Don't precede error with string (doesn't accept empty string, use whitespace 11 you
nieed?



" "

# php_wvalue ertor_prepend_string

# 0on't prepend to error (doesn't accept empty string, use whitespace 1F you need?

" "

# php_walue ertor_append_strlng

# Increase cookle securlty
<IfModule phpS_modul e

php_value session, cookie_httponly true
<41 fModul e

#
# Beautify URL's and reroute all requests through 1ndex pho
#

# Some hosts may require you to use the RewrlteBase’ directive,
# If you need to use the RewriteBase  directive, It should be the
# absolute physical path to the directory that contains this htaccess file
#
# Rewrl teFase /
£IfModule mod_rewrite, o
RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteRule ™ index. php [0SA, L]
<41 fModul e



