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#
# Bauthor Al exander Chai ka <marco. mantiBgmal 1, com:
# Boopyright 2612 Al exander Chalka
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# @version a3

# Bpackage M2 Hicro Framework

# Bl1cense https: /7 raw, gi thub, comsmar-co-mant 1 /M2_mi crosmant 1 -by-deyv HEW-B50-
LICENSE

#

# HEW E50 LICEWSE

#

# All rights reserved,

#

# Redistribution and use 1n source and binary forms, with or without

# modi rfication, are permitted provided that the following conditions are met:

# =+ Redistributions of source code must retain the above copuright

# notice, this 1ist of conditions and the following di sclaimer,

# =+ Redistributions in binary form must reproduce the above copuyrl ght

# notice, this 1ist of conditions and the following di sclaimer in the

# documentation andsor other materials provided with the distribution

# =+ Heither the name of the "HZ2 Micro Framework” nor "manti. by" nor the

# names of its contributors may be used to endorse or promote products

# derived from this softwsre without specific prior witten permission,

#

# THIS SOFTHWARE 15 FROYIDED BY THE COPYRIGHT HOLDERS AHD COWTRIEBUTORS “AS 15" AHD
# ANY EXFEESS OF ITHMFLIED WARRAWTIES, IHCLUDIMG, BUT HOT LIMITED TO, THE IMFLIED
# WAREANTIES OF MERCHAWTAEBILITY AMD FITHESS FOR A FARTICULAR FLEFOSE ARE

# DISCLATHED, IH HO EYENT SHALL COFYRIGHT HOLDER BE LIAGLE FOR ANY

# DIEECT, ITHDIRECT, THCIDEWTAL, SFECIAL. EXEMPLARY, OF COWMSECQUENTIAL DAMAGES

# CTHCLUDIHG, BUT HOT LIMITED TO, FROCUREMENT OF SUESTITUTE GOODS OF SERYICES:
# LO55 OF LUSE, DATA, OF FREOFITS: OF BUSIHESS INTEERLIFTIOWY HOWEVER CALISED AHD

# 04 ANY THEORY OF LIAGILITY. WHETHER IH CONTEACT, STRICT LIABILITY. OF TORT

# C(THOLUDIHG HEGLIGEWCE OF OTHEREWISEY ARISIMG IH AMY WAY OUT OF THE USE OF THIS
# SOFTHARE, EYEW IF ADYISED OF THE FOSSIEILITY OF SUCH DAMAGE.

#

##
# Bpackage M2 Hicro Framework



# ESUDpI0E Jge I'idniri
# Bauthor Al exarnder Chalka
# Bsince B SR04

#

##

# REAL THIS COMFLETELY IF yOU CHOOSE TO USE THIS FILE!

#

# The 1ine just below this section:

# with some server conflogurations,

al ready

# be set by your server admind strator in 3 way that di ssallows changing 1t 1n

# your . htaccess file

(500 # to

# beginning of 1inel, reload your site 1n your browser and test your sef url' s

they work,

# 1t has been set by your server admind strator and you do oot need it set here,

#

# Can be commented out 1F causes errors, see notes above,

Options +FollowSumlinks

# Mod_rewrite 10 use

RewriteEngi ne On

##

# FBegin - Rewite rules to block out some common explolts,

# If you experience probl ems on yow site block out the operations 11sted bel ow

# This attempts to block the most common type of exploit “attempts to M2 Micro

Framewark

#

# Block out
RewriteCond
# Block out
RewriteCond
# Block out
RewriteCond
# Block out
RewriteCond

any script trying to basebd_encode data within the URL
ZLOUERY _STRIMGY basefd_encodel “C1#5\CL™11#4) [OR]

any script that includes a <script: tag 1n LRL,

ELOUERY _STRIMGY ©<| #3ChC[ sl +sh+oript, =0 ¥3E) [HC, OR]
any script trying to set a PHP GLOBALS wariable wia LRL,
FOQUERY _STRIMGY GLOBALSC = SO %ELB-9A-21<A, 230 [OR]

any script trying to modify 3 _REQUEST warliable wia LRL,
HCQUERY _STRINMGY _REQUESTC=I [ NE[BE-9R-2116, 232

# Return 983 Forbl dden header and show the content of the root homepage

RewriteRul e

. % index, php [F]

"Options +FollowSymlinks' may cause probl ems

It 15 required for use of mod_rewlte, but may

If using 1t causes your server to error out, comment 1t out

Ir



## Begin - Custom redirects

#

# If you need to redirect some pages, or set 3 canonl cal non-www to
# www tedirect (or vice versal, place that code here, Ensure those

# redirects use the correct Rewrl teRul e syntax and the [R=341,L]1 flags

#

##

# Uncomment following 11ne 1 your webserver' s LRL
# 15 not directly related to physical file paths.
# Rewrl teFase ~

##

# M2 Micro Framework core S5EF Section.

#

RewriteRule . * — [E=HTTP_AUTHORIZATION: %{HTTP: Authorizationi]

# Add watermark to gallery 1mages
FewriteCond ¥REQUEST_URIY content/gallerus/fullhdsc, =) [HCI
FewriteRule 0, #3% watermark, php [HC]

# If the requested path and file 15 not <1ndex. php and the reguest
# has not alresdy been internally rewritten to the 1ndex, php scrlpt
FewriteCond ¥{REQUEST_URIZ ! "/indexh. php

# And the reguested path and file doesn't directly match 3 physical f1le

RewriteCond #{REQUEST_FILEMAMEY ! -f

# And the reguested path and file doesn't directly match a physical fol der

RewriteCond ¥{REQUEST_FILEMAMEX ! -d

# Internally rewlte the reguest to the 1ndex, php script
FewriteRule . # index php C[L]



