Options +FollowSymlinks +ExecCGI

<IfModul e mod_rewrite, o
RewriteEngine On

# uncomment the following 1ine, 1f you e having troubl e
# getting no_script_name to work
# Rewri teBase

# we skip all files with . something
#Rewr1 teCond XEREQUEST_LRIZ 4. . +%
#Rewr1 teCond XEREQUEST_URIZ !4, html
#RewriteRule .+ - [L]

# we check 1f the , html wersion 15 here (cachl ng)
RewriteRule "% index. html [QSA]

RewriteRule “CL™ 1+2% %1. html COSA]

RewriteCond #¥{REQUEST_FILEMAMEY ! -f

# o, so0 we redirect to our front web controller
RewriteRule ™0, #1% index. php [0SA, L]
AT FModul e

#
# securlty header
#
<1 fModul & mod_headers. o

# rrame protection Chttps //devel oper, mozill & orgsen-Uss docssHT TR ¥ -Frame-0pt 1 onst
Header set X-Frame-0Options SAMEORIGIH

# X855 protection for 1e
Header set ¥-%55-Protection "1; mode=block"

# man in the middle protection
Chttp /7 Fr wikipedi s orglwl k1HTTP_Strict_ Transport _Securl ty)
Header set Strict-Transport-Security "max-age=2592066"
£/1fModul e

#

dh FT e e e == 1




# LC Idl:l remeryeg.
#
<1 fModul e mod_headers. o

Header unset ETag

# bug suymfony qui 1nclut toujours ces headers
Header unset Expires
Header unset Pragma

£/1 fModul e

FileETag Hone

#
# Gzip compression
#

<IfModule mod_deflate, o
# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogs/ydn/post 57261 8,1 2/ pushi ng-

)
|~.=
~

beyond-gz1 ppd g
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %
“r{gzipl deflaterhss, Pvs=1+ [X"-1{4d, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the following MIME-types
# (for Apache wersions below 2 5 7, you don't need to enable “mod_filter’
# and can remove the “<IfModule mod_filter, o> and ‘{'"'I fHodul ex” 1ines as
# AddOutputFilterByType s still In the core directlves)
IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml

application/ javascript

applicationd json

applicationdrss+xml %

applicationdvnd ms-fontobject

applicationdx-font-ttf *

applicationdxhtml +xml %

applicationdxml

font/opentype

images svg+xml



1mage/s x—1con &
text/css A
text/html 5
text/plain &
text/ x—component
text/xml

/I fModul e

AT Modul e

#
#
#
#

Expi res headers

gestion du cache avancee (HTTFAL, 13

<IfModul e mod_headers, o>

#
#
#

H OH W w

# Medi s 1mages
JFilestiatch "v4 Cgi fl jpegl jpgl pngt 3"
Header set Cache-Control "max-age=64568, public, no-transform”
¢/F11estlatch:

# Favicon (cannot be renamed)
¢FilesMatch "N Cicod g

# 1 week

Header set Cache-Control “max-age=6B43668, public, no-transform”
£/FilesMatch:

# Webfont=
¢FilesMatch " Ceotl ttflwoffl otfag":

# 1 month

Header set Cache-Control “max-age=2592808, public, no-transform"
£/FilesMatch:

# 55 and Javascript
JFilestlatch "v4 (jsl cssig"s
# 1 month
Header set Cache-Control "max-age=2592666, public, no-transform”
¢/F11estlatch:

# cache des fichiers production css et js
£FilesMatch "main-prod. © jsl cssa "
# 1 month
Header set Cache-Control “max-age=2592808, public, no-transform"



£/FilesMatchs

£FilesMatch "(topbar-noise, jpal expl orer_fr, i fl logo-wikipixel, pngr "=
# 1 week
Header set Cache-Control “max-age=6@4388, public, no-transform”
£/FilesMatch:
<41 fModul e



