##

# Bversion $1d htaccess, txt 5975 20086-12-11 A1 26: 332 robs §

# Bpackage Jooml 3

# Boopyright Copuright (G 2865 Open Source Hatters, ALl rights reserved,
# Blicense http /7w, gnu, orgscopyl eftsgol, html  GHUAGPL

# Joomls! 15 Free Software

##
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# KEEAD THIS COMFLETELY IF ¥YOU CHOOSE TO LUSE THIS FILE

#

# The 1ine just below this section: 'Options +FollowSymlinks' may cause probl ems

# with some server conflgu-ations, It I1s reguired for use of mod_rewite, but may already
# be set by your server admind strator in g way that di ssallows changing 1t 1n

# your . htaccess file. If using It causes your server to ertor out, comment 1t out Cadd #
to

# beginning of 1inel, reload your site 1n your browser and test your sef wl's  IF they
work,

# it has been set by your server admind strator and you do not need it set here

#

# 0nly use one of the two SEF sections that follow, Lines that can be uncomment ed

# (and thus usedr have only one #  Lines with two #'s should not be uncomment ed

#In the section that you don't use, all 1ines should start with #

#

# For Standard SEF, use the standard SEF section,  You can comment out

# all of the RewiteCond 11nes and reduce your server' s load 17 you

# don't have directories in your toot named ' component’ or ' content’

#

#If you are using a 5d Party SEF or the Core 5EF solution

# uncomment all of the 1ines in the '3rd Party or Core SEF section

#
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#ass  SOLYIHE FROBLERMS WITH COMPOMENT URL'= that don't work #it#gs

# SFECIAL HOTE FOR SMF LSERS WHEW SHF 15 INTEGEATELD AHD BRIDGELD

# OR AWY SITUATION WHERE A COMPOHEWT' s URL'= AREH't WORKIHE

#

# In both the 'Standard SEF'. and '3rd Party or Core SEF sections the 11ne:

# Rewrl teCond ZCREQUEST_LURTF 0 /component <option, com' [HC, OR] ##optional - see notes#t
# May need to be uncommented,  If you are running yous Jooml & A Mambo From
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# g SUDJIrecLory e rgme o5 Lne SUpdirecLory will fieeq Lo pe Irserleqg 1o Ll s

# 1ine  For example, 1f your Joomla! “Mambo 15 1in 8 subdirectory called ' Atests’,

# chamge this:

# Rewrl teCond ZCREQUEST_LRI: C/component <opt i on, comr [HC, O] ##optional - see notes#f
# to this:

# Rewrl teCond ZCREQUEST_LRT: 7(/test/component <option, comd [HC, OR] ##optional - see
rnot es#

#

HHRRRR BB R BB BB BB RRRRRRRRRRRRRRRRRRRRRRRRRRRR BB BB RRRRRH

# Can be commented out 1IFf causes errors, see notes above,
Options +FollowSumlinks

#

# mod_rewite In use
RewriteEngi ne On

#  Uncomment following 1ine 1f your webserver's LRL
# 15 not directly related to physical file paths,

# lUpdate Your Joomla! Mamboli rectory ¢ just # for roots
# RewrlteFase /

#Hagfstats Fegin - Jooml 3! core SEF Section

HHashs sy Use this section 11 using OHLY Jooml 3 core SEF

## ALL CRewrlteCondy 1ines in this section are only required 1F you actually
## have directories named 'content’ or 'component’ on your server

## Ir you do not have directories with these names, comment them out,

#

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

#Rewr1 teCond XCREQUEST_URIZ “C/component <opti on, com? [HC, OFT ##toptional - see notesit
RewriteCond ¥{REQUEST_URIZ /1%, html . phpl %, btmll A07 1%20% [HC]

FewriteRule “(content/| component/) index php

#

s End - Jooml 3! core SEF Section

HHasistats Fegin - 3rd Party SEF Section
HHas s taasay Use this section 1f you are using a 5d party (Hon Jooml 3 corel SEF
extension - & g OpensSEF, 49A4_5EF, 4A45EFx, SEF Advance., etc



#

#Rewr teCond XCREQUEST_URIZ C/component <optl on, com? [HC, OF] ##optional - see notesk#
#Rewrl teCond XCREQUEST_URIZ /1%, html %, phpl % htmll <L J#3¢ [HCT

#Rewrl teCond #REQUEST_FILEHAMER ! -f

#Rewr] teCond #REQUEST_FILEMAMER ! -d

#Rewr1 teRul & ¢, #) 1ndex, php

#

#rppantats End - 5rd Farty SEF Sectlon

#apaHtaRS Begin - Rewlte rules to block out some common explolts

## I you experience probl ems on your s1te block out the operations 115ted bel ow
## This attempts to block the most common type of exploit “attempts to Jooml 3
#

# Block out any script trying to set a mosConflg value through the URL
RewriteCond #{OUERY_STRIMGY mosConfig_[a-zA-Z2_1<1,213C=1 %¥300 [OR]

# Block out any script tryling to basebd_encode crap to send wia URL
RewriteCond #{0OUERY_STRIMGY basebd_encode, #%(, 43 [OR]

# Block out any script that Includes a <script: tag in URL

RewriteCond ®{OUERY_STRIMGY ¢h<| #30C), #script., =081 ¥3E) [HC, OR]

# Block out any script trying to set 3 PHP GLOBALS wariable wia URL
RewriteCond #{OUERY_STRIMGY GLOBALSC=| “[I “¥[E-9A-Z1{8, 232 [0OR]

# Block out any script tryling to modify a _REQUEST wariable wia URL
RewriteCond ¥{0UERY_STRIMGY _REQUESTC=| %[ AN¥[B-9A-Z1{8, 232

# 5send all blocked reqguest to homepage with 483 Forbi dden error!

FewriteRule (., #3% index php [F, LI

#

#rapantats End - Rewrlte rules to block out some common explolts



