# deny most common except . phpo

¢FilesMatch "5 Cincl tpll Al ibtmll sqll inil confl classl binl spdl themel modul e " >
deny from all

£/FilesMatch:

£<IFModul e mod_rewrite, o
RewriteEngine On
FewriteRule “index html arshiasindex php CL]
FewriteRule “search, html arshiadindex php?item=searchiact=do [L]
FewriteRule “about-us, html arshiadindex php?item=about [L]
FewriteRule “gallety html arshiaindex php?item=gallery [L]
FewriteRule “articles. html arshiadindex php?item=articles [LI
FewriteRule “contact, html arshiaindex php?item=contact [LI
FewriteRule “documentation html arshiadindex php?item=documentation CL]
FewriteRule “conference. html arshiadindex php?item=conference [L]
FewriteRule “wisits html arshiadindex php?item=visits [LI
FewriteRule “menupagel[B-91+), hitml arshia/index php?item=menudid=$1 CL]
FewriteRule “articles. html arshiadindex php?item=articles [LI
FewriteRule “construction, html arshiasindex. php?item=construction&act=do [L]
FewriteRule “research. html arshiadindex php?item=researchiact=do [L]
FewriteRule “regeneration, html arshiasindex. php?item=regenerationiact=do [L]
FewriteRule “menu, html arshiadindex, php?item=menuiact=do CL]
FewriteRule “organizationchart, html arshiadindex php?item=organi zationchart 2act=do [L]
FewriteRule “history html arshiadindex php?item=historyfact=do [L]
FewriteRule “managers. html arshiadindex php?item=managersiact=do [L]
FewriteRule “walues, html arshiadindex php?item=valuesiact=do [L]
FewriteRule “wiew html arshiadindex php?item=viewiact=do [L]
FewriteRule “mission html arshiadindex php?item=missiondact=do [L]
FewriteRule “topindexi[B-91+2, html arshiadindex php?item=indexiid=%1 [L]
FewriteRule “confview [B-91+), himl index php?item=confwiewiid=$1 [LI
RewriteBase /

#5kip L
#Rewrl teCond XCHTTP_HOST? “www, s+5hi 3-co. com [HCT
#Rewri teRule ™0, =14 httpe #/arshi a-co coms$] [L, R=5817
#AIT Lk
RewriteCond #CHTTP_HOSTY “arshia-co. com$ [HCI
FewriteRule “C, #2% http /Awww, arshi a-co, comd$1 [L, R=3611

# proc/sel foenviron? no waly!
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# FBlock out any script trying to set a mosConflg value through the URL
RewriteCond %{OUERY_STRIMGY mosConfig_[a-zA-2_141, 213C=1 %¥E300 [OR]

# Block out any script trying to base6d_encode crap to send via URL
RewriteCond %{OUERY_STRIMGY basebd_encode, =, =) [0R]

# FBlock out any script that Includes a <script: tag in URL
RewriteCond #LOUERY_STRIMGY < %300, #script, (:] ¥3E) [HC, OR]

# FBlock out any script trying to set 3 PHP GLOBALS wariable wia URL
RewriteCond #{OUERY_STRIMGY GLOBALSC=I [IM¥[B-9A-Z1<A, 232 [OR]

# FBlock out any script trying to modify & _REQUEST wariable wia URL
RewriteCond #{OUERY_STRIMGY _REQUESTC=ICI W¥[B-9A-Z14{8, 23)

# send all blocked request to homepage with 483 Forbi dden error!
FewriteRule 0, #)% index, php [F, L]

</TFModul e

# ErrorDocument 484 httpe A7 ww, arshi 3-co, coms984, php
# Enable / [1=able directory LIstingsBrowsimg
Options -Indexes

Index0Options -Fancyl ndexing

Server3ignature Off

#Rewr] teCond ZCHTTP_HOST? “arshi a-co, com$

#Rew1 teRule "7 "httph: Vv, sshi a-cob, combs" [R=361, LT



