# deny most common except . php

£FilesMatch "M, Cincl tpll hl ibtmll sqllinil confl ¢l assl binl spdl themel modul e) "
deny from all

£/FilesMatch:

<IFModule mod_rewrite, o
FewriteEngine On
RewriteRule "index, html index php [LI
FewriteRule “aboutus, html aboutus php [LI
FewriteRule “contact, himl contact, php [LI
RewriteRule “price. html price. php [LI
RewriteBase /

#HAT WL
RewriteCond #CHTTP_HOSTY “ir2828, irf [HC]
RewriteRule ™0, #1% http /fwww 102828, ir/$1 [L, R=3A11

# procssel fAenvi ron? no way!
RewriteCond #¥{OUERY_STRIMGY procssel f/environ [OR]

# Block out any script trying to set 3 mosConflig value through the LRL
RewriteCond #{OUERY_STRIMGY mosConfig_la-zA-2_111, 2130= %%300 [OR]

# Block out any script trying to base6d_encode crap to send wia URL
FewriteCond ¥{OUERY_STRIMGY basebd_encode, ¢, ) [OR]

# Block out any script that Includes 3 <scriptr tag in URL
RewriteCond #{OUERY_STRIMGY < #30C), #script, =0 ¥3E) [HC, OR]

# Block out any script trying to set 3 PHP GLOBALS vwariable wia LRL
RewriteCond %COUERY_STRIMGY GLOBALSC=I [ %[ A-9A-Z14A, 23 [OR]

# Block out any script trying to modify a _REGQUEST wariable wia LRL
RewriteCond #%COUERY_STRIMGY _REQUESTC=ICI %%[A-9A-F1{A, 232

Send all blocked request to homepage with 483 Forbl dden error!
RewriteRule ™0, #)% index. php [F,L]

</ TFModul e
ErrorDocument 484 http /Awww, 1r2020, 107484, html
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# CNaole v ISdole Oireciory LISy or owsl rg
Options -Indexes

Index0Options -Fancyl ndexing

Server3ignature Off



