<IfModul e mod_rewrite, o

FewriteEngine On

RewriteCond #¥{REOUEST_FILEMAMEY ! -d
RewriteCond #{REOUEST_FILEMAMEY ! -f

RewriteRule ™ index php [L]
<SIfModul e
#
# | CORS-enabl ed 1mages /
#

# Send the CORS header for 1mages when browsers reguest 1t

# https: ssdevel oper, mozi 113 orgeen-Ussdocs/HTHL CORS_Enabl ed_Image

# httoe s7b1og, chroml um orgs 261 17877 us ng-cross—-domal n-1 mages—1 n-webgl -and, ftml

# httpr /rhacks mozillaE orgs261 1711 7usi ng-cors-t o-1 0ad-webgl -t ext ures-from-cross—domal n-

1mages:

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
£FilesMatch "N, Courl Qi fl icol jpetal pnagl svwgz?l webp) §
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<41 fModul e
<41 fModul e

#
# | Web fonts access /
#

<IfModul e mod_headets, c
¢FilesMatch "%, Ceotl otfl tLofll wof fag"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<41 fModul e



#
# 1 484 error prevention for non-exi sting redirected ol ders /
#

# Frevent Apache from retuwning a 984 error as the result of 3 rewite
# when the directory with the same name does not exist,
# http: /7ht tpd apache, orgsldocsscurrent /cont ent —-negot 1 at1on,. At ml #mul 11 vi ews

# httpe 77w, webmasterwor] do comsapaches 36685792 htm
Options -Multiviews
#

# | Better website experience /
#

# Force Internet Explorer to render pages in the highest available mode
#1in the various cases when 1t may not,
# httpe /rhsivonen 1k1. £1/doct ypes] e-mode, pdf

<IfModul e mod_headers, ¢

Header set X-UA-Compatible "IE=edge"

# ‘mod_headers’ cannot match based on the content-tuype, howswer, this

# header should be send only for HTHL pages and not for the other resources

£FilesMatch "M, Cappcachel atoml crxl cssl corl eotl f4Cabpydl f1vl gi f1 htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pngl rdfl rssl saf ariextzl swgz?
| swfl tLcf1l wefl vitl webappl webl mpll wof f1 xmll xpi 2" >

Header unset X-UA-Compatible

£/FilesMatch:

</TfModul e

#
# | Cookie setting from Iframes /
#

# Allow cookies to be set from 1frames 1n Internet Expl orer,
# http Armsdn microsoft, com/en-ussl 1 brarys ms53 7345, aspx
# httpe Z7www, w3 orgs TRS 28687 CR-F3P-2666]1 21 57

<IfModul e mod_headetrs, o



Header set P3P “pollcyref =4 Fw3cs pap, x<mly’,

IYDi COMi HIS OUR IWD CHTY""
AT Modul e

#

CP=»71DC DSP COR HDOM DEY1 THI1D P3SH PSR IWHL

# | Froper MIME types for all files

#

<IfModul e mod_mime, c

# Audi o
AddType audi o/ mpa
AddType audiofogg

# Data I1nterchange
AddType applications json
AddType applications/ld+json

# Javascript
# Hormallze to standard type

mda fda f4db
oga ogg opus

json map
jsonld

# httpoe //tool s 1etf, orgshtml /1 fod329%section-7, 2

AddType applications javascript

# ¥ideo
AddType i deo/mpa
AddType wideo/ogg
AddType wvideo/webm
AddType wideosx-f1w

# Web fonts
AddType applicationsfont-woff

AddType applicationswnd ms-fontobject

is

fdv fdp mdv mpd
gy
webm
flw

wof f
ent

# Browsers usually 1gnore the font MIHE types and simply sni fF the bytes

# to rigure out the font type

# httoe /7mimesnd £F, spec, what wg, orgs#mat chi ng-a-ront -t ype-pat tern

# Chrome howsver, shows 3 warnimng 1 any other MIFE types are used for

# the followimg fonts

AddType applicationsx-font-ttf

tto ttf



AddType font/sopentype

# Make S5YGZ fonts work on the 1Fad,

ot f

# https: </twi tter, comsFont Sgul Frel /st at uss1 4655690545

AddType i mage/ swg+xml A el
AddEncoding gzip svgz
# Other
AddTupe applications/octet-stream safariextz
AddTupe applicationsx-chrome-extension crx
AddTupe applicationsx-opera-extension OEx
AddTupe applicationsx-web-app-mani fest+json webapp
AddTupe applicationsx-xpinstall xpi
AddTupe applicationsxml atom rdf rss xml
AddTupe image/webp webp
AddTupe images x—1icon cur
AddTupe text/cache-manifest appcache mani fest
AddType textswit wit
AddType text/x-component htc
AddType text/sx-wvcard wiof
<41 fModul e
#
# 1 UTF-8 encoding
#

# Use UTF-5 encoding for anythi g served as
AddDef aul tCharset utlf-3

# Force UTF-8 for certain file formats,
£l fModule mod_mime, c>

AddCharset utf-&8 . atom . c3s . j5 . json . jsonld . rss
<41 fModul e

“textshtml

o textsplain,

it webapp L oxml

#
# 1 File access
#

# Block access to directories without 3 default documernt,

# vou should 1eave the following uncommented, a5 you shouldn't allow anyone to



# surt through every directory on your server (which may 1ncludes rather private

# places such as the CMS's directoriess,

<I fModul e mod_aut ol ndex, o
Options -Indexes
<A Modul e

# Block access to hidden riles and directories,

# This 1ncludes directories used by wersion control systems such as Git and 59K,

I fModule mod_tewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]
</TfModul e

<IfModul e mod_deflate, o

# Force compression for mangl ed headers,
# httpe /7 devel oper, yahoo, comsbl ogs/ydn/post 57261 8,1 2/ pushil ng-beyond-gz1 ppl g
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %
“r{gzipl deflaterhss, Pvs=1+ [X"-1{4d, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the following MIME-types
# (for Apache wersions below 2 5 7, you don't need to enable “mod_filter’
# and can remove the “<Iftiodule mod_filter c»’ and “</IfHodul es” 11nes
# a5 AddoutputFilterByType’ 1s still In the core directives),
<IfModule mod_filter, c

AddOut putFilterBuTupe DEFLATE applicationdatom+xml

application/ javascript



applicationd json %
applicationdld+json &
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype M
1 mages svg+xml
images x—1con M
text/css A
text/html 5
text/plain &
text/ x—component
text/xml

<41 Modul e

AT T Modul e



