# Rewite all requests to the front controller
£IfModul e mod_rewrite, o
FewriteEngine On

# See https: /rbugzilla mozilla orgsshow_bug, cgl 71d=1197561
RewriteCond %CREQUEST_URIZ:: $1 O/ 420, +30: 5\ 2%
RewriteRule “C, #3% - [E=BASE: #11

# Existing riles and folders are not redirected

RewriteCond ¥{REQUEST_FILEMAME: ! -f

FewriteCond ¥{REQUEST_FILEMAMEY ! -d

FewriteRule o, ) #{EMV: BASEXindex. php [L, Q5A]
<41 fModul e

# Leverage browser cache
£IfModul e mod_expires, o
ExpiresActive on

Expireshefault "access plus 1 week"
ExpiresByTupe applicationd json "access plus @ seconds”
ExpiresByTupe application/ javascript "access plus 1 year”
ExpiresByTupe application/font-woff  "access plus 1 month"
ExpiresByTupe imagesaif "access plus 1 month"
ExpiresByTupe image’ jpeq "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe text/css "access plus 1 year”
<41 fModul e

# Bonnes pratlgues de sécurl te
<IfModule mod_headers, c

Header set Content-Security-Policy "default-src https: ) script-src https

inline'; stule-src https: 'unsafe-inline': frame-ancestors ' none
Header set Strict-Transport-Security max-age=31536086
Header set X-Content-Type-Options: nosniff
Header set X-x55-Protection: "1 mode=block"

<41 fModul e
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