# Securlty

#5erversi gnature OFfF
#3erverTokens Frod
#expose_phpo OFF
#Header unset Server

# Deny access to certaln F1letypes

£FilesMatch "M, (htaccessl htpasswd 1angl 1ogl sqll cachel ind )"
Order ALLow, Deny

Deny from all

£/FilesMatch:

# [0isable Directory L1st1ngs
#0ptions -Indexes

# Options +FollowSymllnks
RewriteEngine on
RewriteBase

# Rewite rules to block out some common explol ts,

# Block out any script trying to basebd_encode data within the URL.
RewriteCond #{OUERY_STRIMGY basebd_encodel “(1#%([™21+%) [OR]

# Block out any script that Includes a <scriptr tag in LURL
RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s5)+cript, =(:| #¥3E2 [HC, ORI
# Block out any script trying to set 3 PHP GLOBALS wariable wia LKL
Rewri teCond #{OUERY_STRIMGY GLOBALSC =l W[I ¥ A-9A-Z14A, 232 [OR]

# Block out any script trying to modify & _REGQUEST wariable wia LREL
RewriteCond #{OUERY_STRIMGY _REQUESTC=I A[I %L A-9A-Z1{A, 232

# Return 483 Forbi dden header and show the content of the root homepsge
RewriteRule . # index, php [FI

# Redirect petitions to the 1ndex php, unless the reguest adresses an actual fI1l1e or
i rect ory,

RewriteCond #¥{REQUEST_FILEMAMEY ! -f

RewriteCond #{REQUEST_FILEMAMEY ! -d

RewriteRule ™0, #)% index. php?$l [L, O35A1



