# BEGIH I Themes Securlty
# BEGIH Twesks

# Rules to block access to WordPress specific fi1les

<files . htaccess:
Order allow, deny
Deny from all

£/files:

<files readme, html:
Order allow, deny
Deny from all

£/files:

<files readme, txt:
Order allow, deny
Deny from all

£/files:

<files install. php:
Order allow, deny
Deny from all

£/files:

<files wp-config php:
Order allow, deny
Deny from all

£/files:

# Rules to disable directory browsing

Options -Indexes

<IfModule mod_rewrite, o
FewriteEngine On

# Rules to protect wp-Includes

FewriteRule “wp-adminsincludess - [F]

FewriteRule ! “wp-includes/ - [5=3]

FewriteCond #¥{SCRIPT_FILEMAMEY !0, #)wp-includes/ms-files, php
FewriteRule “wp-includess["/1+\, phps - [F]

FewriteRule “wp-includes/ js/tinumces] angss. +\. php - [F]
FewriteRule “wp-includesstheme-compats - [F]

FewriteRule (., ) /uploads/(, ), phpt, 72 - [F]



# Rules to bBlock unneeded HTTF met hod=s

RewriteCond ¥{REOUEST_METHOD: “¢ TRACEI DELETEl TRACK? [HCI

RewriteRul e

# Rules to block susplclous

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

", #0g - [F]

HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX

LRI =
W [HC, OR]

“, %%, Cbashl gitl hal 1ogl svnl swpl cvs) [HC, OR]

etc/passwd [HC, ORI
booth. ini [HC, ORJ
ftph:  [HC, ORI
httph: [HC, OR]
httpss:  [HC, ORI

RewriteCond ¥{0UERY_STRIMG:

HLOUERY _STRIHGX

Ch%<] %30, #script, =08 ¥3E) [HC, OR]
mosConfig_[a-zA-2_171, 2130 =] #3020 [HC, OR]

ELOUERY _STRIMGY basebd_encode, #4\C, 42 [HC, OR]

ZLOUERY _STRIMGY ™, CWDESTENCENIL <] =1 & "1 1871 el =$2, % [HC, ORI

ECOUERY _STRIMGY ™, #C &#x22; | &#x27: | S#x3C | S#x3E: | 24«50, | &#x7E; | &4x7C; 0, =

RewriteCond
RewriteCond
RewriteCond
RewriteCond
[HC, ORI
RewriteCond ¥{OUERY_STRIMG: ™
ELOUERY _STRIMGY ™
ELOUERY _STRIMGY ™
ELOUERY _STRIMGY ™
ELOUERY _STRIMGY
ZLOUERY _STRIMGY ! "action=rp
ECHTTP_COOKIEY ! ™, #wordpress_logged_in_. &
#{HTTP_REFERERY ! "http: //mapsh. googl eapi s, comd, =) &
", #0g - [F]

#( E2458%0, = [HC, ORI
#1277, @), = [HC, OR]
#i.gl obal =5l encodel 1ocal hostl 1 oopback?, = [HC, OR]

RewriteCond
RewriteCond
Fewri teCond #( request| concat!| insert| unionl declarel, = [HCI
Fewri teCond ! "1 oggedout =t rue
RewriteCond
RewriteCond
RewriteCond

RewriteRul e

# Rules to block foreign characters in URLs
RewriteCond %{OUERY_STRIMGY ©, = #BI ¥AlI #BI #CI #DI ¥El #F). + [HC]
RewriteRule “(, #3$ - [F]

# Fules to help reduce spam
RewriteCond #¥{REQUEST_METHODY POST

RewriteCond ¥{REQUEST_URIZ ., #)wp-comments-posts, phps
RewriteCond #{HTTP_REFERERY ! ™. %) gracebibl echurchof phoeni x. arg, =
FewriteCond ¥{HTTP_REFERERY ! “http ¢/ jetpack. wordpressh, com/ jet pack-comment/ [OR]

RewriteCond #LHTTP_USER_AGEMT: "%
RewriteRule ™, )% - [F]
AT FModul e



# EHLY Twesks
# EHD 1Themes Security

# BEGIH WordFress

£IfModule mod_rewrite, o
RewriteEngine On

RewriteBase /

FewriteRule “indexh. phpg - [LI
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . /index php CL]

<41 Modul e

# EHL WordFress

# Recursive redirects

RedirectMatch 361 Jcontact/so, #) http //gracebibl echurchof phoent =, orgs cont act -us/

RedirectMatch 361 /component/sermonspeakers o, )

http //gracebi bl echurchof phoeni x. orgd sermonss
RedirectMatch 381 /ministries/adult-ministries(, =)
http //gracebi bl echurchof phoeni x. orgdmi ni striess
RedirectMatch 3681 /ministries/childrens-ministriesc, =
http //gracebi bl echurchof phoeni x. orgdmi ni striess
RedirectMatch 3681 /ministries/service-ministries(, )
http //gracebi bl echurchof phoeni x. orgdmi ni striess
RedirectMatch 3681 “/events-calendarso, =17

http //gracebibl echurchof phoeni x. orgdmini striesd?
RedirectMatch 381 /resources/recorded-sermonse, «)

http //gracebi bl echurchof phoeni x. orgd sermonss
RedirectMatch 3
RedirectMatch 3
RedirectMatch 3
RedirectMatch 3

RedirectMatch 361 /component/content /35, feedl, )

=

1 #logind, =) http //gracebi bl echurchof phoeni x. orgs

=
—

=
—

Joomponent fusersC, =) http /4 gracebi bl echurchof phoend =, orgs

=
—

http /4 gracebi bl echurchof phoeni x. orgd f eed!
# Single Page redirects

Redirect 361 /about-us html httpe /7 gracebibl echurchof phoeni @ orgd about —uss

Jresources/website-linksi, #) http //gracebi bl echurchof phoeni x. orgs

Joomponent fcontentarticles/ 770, #) http /4 gracebi bl echurchof phoend =, orgs

Redirect 361 /about-us/about-our-church, html http //gracebi bl echurchof phoend x orgd about -

uss

Redirect 381 /about-usdour-doctrinal -statement, html

http //gracebi bl echurchof phoeni x. orgd about -us/

Redirect 381 /about-us/our-full-doctrinal -statement. html

http //gracebi bl echurchof phoeni x. orgd about -us/



Redirect
Redirect
Redirect
Redirect
Redirect
Redirect
Redirect
Redirect
Redirect
Redirect

381
381
381
381
381
381
381
381
381
381

Joontact, html httpe /4 gracebi bl echurchof phoend @, orgs cont act -us/
fresources/document s, html httpe £/ gracebi bl echurchof phoend @ orgs document 5/
fgiving html http //gracebi bl echurchof phoeni € orgd gl wings

Jhome, html http //gracebi bl echurchof phoeni x, orgsd
fresources/document s, html httpe £/ gracebi bl echurchof phoend @ orgs document 5/
fresources/document s, html httpe £/ gracebi bl echurchof phoend @ orgs document 5/
Aannouncement s/ prager—request s, html http //aracebi bl echurchof phoeni x. orgsd
Jmedia-gallery. html http //gracebi bl echurchof phoeni x orgsd
fresourcessliving-in-grace html http /4 gracebi bl echurchof phoeni = orgs
dresourcesswebsi te-1inks/64-associ ations/1 3—grace-gospel -fel l owshi p. html

http //aracebi bl echurchof phoeni x. orgsd

Redirect
Redirect

381
381

dsitemap, html httpe /4 gracebi bl echurchof phoeni @ orgs
fmap-and-directions http //gracebi bl echurchof phoeni . orgdmap-directions/



