#
# Better website experience for IE users
#

# Force the 1atest IE wversion, In varlous cases when 1t may fall back to TE7 mode
# gi thub, comst-3a115/1-31 1 5/commi t.-1 23eb25#commi t comment -11592
# Use ChromeFrame 1f 1t's installed for a better experience for the poor TE folk

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
BrowserMatch MSIE ie
Header set X-UR-Compatible "IE=Edge, chrome=1" env=ie
<41 fModul e
<41 fModul e

<IfModul e mod_headets, c
# Because X-UA-Compatible 1sn't sent to non-IE (to save header bytess,
# We need to inform proxies that content changes based on UA
Header append Yary User-Agent
# Cache control 15 set only IF mod_headers 15 enabled, so that's unncessary to declare
<41 fModul e

#
# Webfont access
#

# allow access from all domalns for webfonts
# alternatively you could only whi tellst
#  your subdomsins 11ke "sub, domaln, com”

¢FilesMatch "%, (ttfl otfl eotl woffl font, css) "
<IfModul e mod_headets, c
Header set Access-Control-Allow-Origin ="
<41 fModul e

£/FilesMatchs

#
# Froper MIKWE type for all files




# Jull o

AddType audiofogg oga o0gg
# video

AddType wideo/ogg gy
AddType wi deo/mps mp<l
AddType wideo/webm webm

# FProper swg serving Reguired for swvg webfonts on 1Pad
#  twitter, comsFont 5gul el /st at ussl 4655590545

AddType i mage/ svg+xml v SWOZ
AddEncoding gzip SWOZ

# webront =
AddType application/vnd ms-fontobject eot

AddType font/truetype tif
AddType font/opentype oLf
AddType applicationsx—font-woff wof f

# assorted types

AddType imagesx-icon ico

AddType image/webp webp

AddType text/cache-mani fest appcache manifest
AddType text/x-component htc

AddType applicationsx-chrome-extension crx

AddType applicationsx-xpinstall xpi

AddType applicationsoctet-stream safariextz

#

# gzip compression

#

<IfModule mod_deflate, o
# force deflate for mangl ed headers devel oper, yahoo, comsbl ogs/ydn/post 57261 8,1 2/ pushi ng-
beyond-gz1 ppd g
£IfModule mod_setervif, o

<IfModul e mod_headers, ¢

SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %

“({gzipl deflaterts, ?halgzipl deflater ¥ ¥{d, 1331 “{4, 133 -{4, 1332 % HAYE_Rccept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng



LS 1T Modul e
/I fModul e
# html, txt, css. Jjs, Json, xml, htc:
¢IfModule filter_module:

FilterDeclare  COMPRESS

FilterProvider COMPRESS DEFLATE resp=Content-Tupe
ftext/Chtmll cssl javascript! plainl xCmll —component’ )/

FilterProvider COMPRESS DEFLATE resp=Content-Tuype Aapplications javascriptl jsonl xmll x-
javascripty/

FilterChain COMPRESS

FilterProtocol COMPRESS change=yes; byteranges=no
/I fModul e

£IfModule !mod_filter, c»
# Legacy versions of Apache
AddOutputFilterBuTupe DEFLATE text/html text/plain text/css applications json
AddOutputFilterBuTupe DEFLATE text/javascript applications javascript applicationd=-
javascript
AddOut putFilterBuTupe DEFLATE text/xml applicationsxml text/x-component
/I fModul e

# webfonts and svg:
£FilesMatch "N, Ctifl otfl eotl swgd " »
SetOutputFilter DEFLATE
£/FilesMatch:
/I fModul e

#

#

# these are pretty far-ruture expl res headers

# they assume you control versioning with cachebusting guery params 11ke
# <script sro="application js7261 AAGAS" >

# addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogs 2AA8SAEY 250 vyl g~ 1 enames—dont -use-guerystri ngs

#1f you don't use filenames to version, lower the css and js to something 11ke

# access plus 1 week” or so

£IfModul e mod_expires. o



ExpiresActive on

# Ferhaps better to whitelist expires rul es? Perhaps,
Expireshefault "access plus 1 month"

# cache, appoache needs re-tequests in FF 3 6 Cthy Remy “Tntroduci ng HTHLED
ExpiresByTupe text/cache-manifest "access plus @ seconds”

# your document Atml

ExpiresByTupe text/himl "access plus @ seconds”
# data

ExpiresByTupe text/xml "access plus @ seconds”

ExpiresByTupe applicationsxml "access plus @ seconds”

ExpiresByTupe applicationd json "access plus @ seconds”
# rss ree

ExpiresByTupe application/rss+xml "access plus 1 hour”

# ravicon (cannot be renamed?
ExpiresByTupe images x-icon "access plus 1 week"

# medi s 1mages, video, audio

ExpiresByTupe imagesaif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe images jpag "access plus 1 month"
ExpiresByTupe image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTupe wideos/mpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# htc files (css3plel
ExpiresByType text/x-component "access plus 1 month"
# webrfonts
ExpiresByType font/truetype "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe application/x-font-woff  "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"

ExpiresByTupe applicationdvnd ms-fontobject "access plus 1 month”



# css5 and javascript

ExpiresByTuype text/css "access plus 2 months"
ExpiresByTupe applicationd javascript "access plus 2 months"
ExpiresByType text/javascript "access plus 2 months"

<IfModul e mod_headers, c
Header append Cache-Control "public”
<fIfModul e

<A Modul e
#

# ETag removal
#

# Since we're sending rar-future expires, we don't need ETags for
# static content,

#  devel oper, yahoo, comspert ormancesul es, html #etags

FileETag Hone

#
# 5top screen flicker In IE on C55 rollovers
#

# The rfollowing directives stop screen flicker in IE on C55 rollovers - 1n
# combination with the "ExplresByType” rules for 1mages (see abovel, If

# needed, un-comment the followimg rul es,

BrowserMatch "MSIE" brokenvary=1

BrowserMatch "Mozillasd, [B-91{23" brokenvary=1
BrowserMatch "Opera” ! brokenvary

SetEnvIf brokenwary 1 force-no-wary

#
# start rewlte englne
#

# Turning on the rewlte engine 15 necessary for the following rules and features,

# Turn on URL rewitimg



RewriteEngine On

# Installation directory
RewriteBase /

# Frotect hidden files from belng vicwed
<Files | #»

Order Deny, ALL ow

Deny From ALL
</Files:

# Frotect application and core files from belng vicwed
FewriteRule “(7 appl coredhb, # index, php/$8 [L]

# Allow any files or directories that exist to be displayed directly
RewriteCond ¥{REQUEST_FILEMAME: ! -f
RewriteCond #¥{REQUEST_FILEHMAMEY ! -d

# Fewrite all other URLs to Index phpsURL
RewriteRule . # index php/$8 [PTI

#
# Frevent 550 cert warnl ngs
#

# Fewrlte secure reguests properly to prevent 550 cert warnlngs, e g prevent
# https: <lwww, domain com when youe cert only allows https: s secure, domal n com
# Uncomment the followimg 11ines to use this featurs

# <IrfModul e mod_rewite c:

#  RewrlteCond ZSERYER_FORTH ! 7443

# RewrlteRule (. 1 https //exampl e-domal n-pl ease-change-me coms$1 [R=361, L]
# <71 FHodul e

#
# Frevent 484 errors for non-exi sting redirected fol ders
#

# without —Mul tiviews, Apache will give a 484 for 3 rewite 1f 5 folder of the same name
does ot exi st
# e g sblogfhello ; webmasterworld comsapaches 35685792 [tm



Options —Mul tiviews

#
# custom d684 page
#

# You can add custom pages to handle 5AE or 4683 pretty easily, 17 you 11ke,
# ErrorDocument G684 74684, [tml

#
# UTF-8 encodl ng
#

# use utr-8 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# force utf-8 for a number of file formats
AddCharset utf-8 . html . c3ss . j5 . xml . json . rss

#
#A1ittle more securlty
#

# 0o we want to advertise the exact wersion number of Apache we' e runni ng?

# Frobably not,

## Thi= can only be enabled 1F used in httpd conf - It will not work 1n . htaccess
# ServerTokens Frod

U

# "-Indexes" will have Apache block users from browsing folders without 3 defsult document
# Usually you should 1eave this activated, because you shouldn't allow everybody to surf

t frrough

# every rfolder on gour server (which 1ncludes rather private pl aces 11ke CHS system

fol derss,

# Options -Indexes

# Block access to "hidden” directories whose names begin with 5 period This
# Includes directorl es used by version control systems such a5 Subversion or GIE,
£IfModule mod_rewrite, o
RewriteRule "C71 /% " - [F]
<41 fModul e



# If yowr server 15 not already configured a5 such, the followlng directive
# should be uncommented in order to set PHP's register_global s option to OFF,
# This closes 3 major security hole that 15 abused by most Y55 (cross-site

# scriptingy attacks, For more Information: http: /php. netsregi ster_gl obal 5
#

# IF REGISTER_GLOBALS DIRECTIVE CALISES 566 ITHNTERHAL SERYER ERRORS

#

# Your server does not allow PHP directives to be set via . htaccess, In that
# case you must make this change In your php ini file instead If you are

# using a commercial web host, contact the admini strators for assistance 1n
# doimg this Mot all servers allow local php inl files, and they shoul d

# include all PHP configurations Cnot just this oned, or you will effectively
# reset everything to PHP defaul ts Consul towww, php. net for more detailed

# information about setting PHP directives,

php_flag reqgister_globals Off



