# Use the front controller as index file It serves as 3 fallback solution when
# every other rewltesredirect fails (e g In an allased environment wi thout

# mod_rewltel, Additionally, this reduces the matching process for the

# start page (path "/"3 because otherwl se Apache will apply the rewlting rul és
# to each configured DIrectorylndex f1le (e g 1ndex. pho, Index html, 1ndex pll,

Directoryl ndex app. php

# By defaul t, Apache does not evaluate symbolic 11nks 1F you did not enable this
# reature 1n your server conflgueation Uncomment the following 11ime I you

# Install assets as symlinks or 1F you experience probl ems related to symlinks

# when compl11ng LESS:5ass/Cof fescript assets,

# Options FollowSyml1nks

# 01 sabling Mul tiviews prevents unwanted negotiation, e g “/app” should not resol ve
# to the front controller "/app php" but be rewitten to "/5pp0 phpsapp”,
£IfModul e mod_neqgotiation. o>
Options —Mul tiviews
<41 fModul e

<IfModul e mod_rewrite, o
RewriteEngine On

# Determine the Rewrl tefase sutomatically and set 1t as environment warl abl e,
# If you are using Apache allases to do mass virtual hosting or [nstalled the
# project 1n 3 subdirectory, the base path will be prepended to allow proper
# resolution of the app php file and to redirect to the correct URL It will

# work 1n envitronments without path preflx a5 well, providing 3 safe, one-size
# rits all solution But 35 you do not need it in this case, you can comment

# the following 2 11nes to eliminate the overhead,

RewriteCond #{REQUEST_URIX:: §1 “C/, +2/0, %11\ 2%

RewriteRule ™, #) - [E=BRASE: ¥11

# Sets the HTTP_ALUTHORI ZATION header removed by apache
RewriteCond ¥{HTTP: Authorizationd .
RewriteRule . # — [E=HTTP_AUTHORI ZATIOM: %{HTTF: Authorization]

# Redirect to URT without front controller to prevent dupllcate content

# cwith and without “/app php’i, Only do this redirect on the initial

# rewite by Apache and not on subsequent cycles, Otherwl se we would get an
# endl ess reditrect 1oop (reqguest -» rewrite to front controller -3
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# redirect —» request =+ .. 0

# 50 1n case you get a3 "too many redirects” error or you always get redirected
# to the start page because your Apache does not expose the REDIRECT_STATUS

# environment wariable, you have 2 chol ces:

# - disable this feature by commenting the following 2 11nes or

# - use Apache >= 2 35 9 and replace all L flags by END flags and remove the

#  rollowing RewteCond (best solutlon

RewriteCond %{EMV: REDIRECT_STATUSY "%

RewriteRule “apph. phpl /0, 2] $0 %{EMY: BASEX/$2 [R=361, L]

# If the requested filename exists, simply serve 1t

# We only want to 1et Apache serwe files and not directorl es,
RewriteCond ¥C{REQUEST_FILEMAMEX -f

RewriteRule . 7 - [L]

# Rewrite all other gueries to the front controller,
FewriteRule . 7 #{EMV: BASEX/app. php [LI]
</TfModul e

<IfModule ! mod_tewrite, c
<IfModule mod_alias. c»
# When mod_rewite 15 not awailable, we Instruct a temporary redirect of
# the start page to the front controller explicitly so that the website
# and the generated 1inks can still be used,
RedirectMatch 382 “/% /app. php!
# Redirect Temp cannot be used 1nstead
</ 1 fModul e
</ 1 fModul e

£IfModul e mod_expires. o
HHRBRHRRRR BB BB BB BB RRRRRRRRRRRRRRRRRRRRRR RIS
## Add defaul t Expires header
## httpo s /devel oper, yahoo, comsperformance:s tul es, html #expi res
Expireshefault "access plus 1 month"
ExpiresByType imagesx-icon "access plus 1 month"
ExpiresByType text/html "access plus 1 month"
ExpiresByType text/plain "access plus 1 month"
ExpiresByType texticss "access plus 1 month"
ExpiresByTupe applicationdx-javascript "access plus 1 month"
ExpiresByType applicationdx-shockwave-flash "access plus 1 month"
</TfModul e



# 3 Month

£FilesMatch ", Cflwvl gifl jpal jpegl pngl icol Swfl woffag":
Header set Cache-Control “max-age=315366868, public"
Header set Expires "Thu, 6 Dec 20813 26 68: 88 GMT"

£/FilesMatch:

# 1 Heek
£FilesMatch ", ¢ jsl cssl pdf| txt) "
Header set Cache-Control “max-age=315366868, public"
Header set Expires "Thu, 6 Dec 20813 26 68: 88 GMT"
£/FilesMatch:

# 1 day
¢FilesMatch ", Chimll him) ">

Header set Cache-Control “max-age=564688, must-revalidate"
£/FilesMatch:

# HOHE

#cFilestatch ", cpll phpl cgil splig">
Header unset Cache-LCont ol
Header unset Expl res

Header unset Last-Modi F1ed
Fi1e2ETag Home
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Header unset Fragma
#</F11estat che

# TIME CHEAT SHEET
a5 HIH
Gag 168 HIH
908 15 MH

1588 58 HITH

Zraa 45 MTH

Sbag 1 HR

reaE 2 HR
laseg 5 HR
144988 4 HR
1588 5 HR
abbgE 168 HR
J966E 11 HR
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47266
65
SEEE
S4aaE
Gh4EE

Gh4EE
1725688
259280
F45666H
4720608
&l a4p6
GaLEEE

GaLEEE
12696660
15144864
241 9266

241 9266
Z5E566E
2592800
26 7a4eH
# 35155600860

O O O W O™ O O™ O O O W O R O™ O W O™ O O™ R W™ W

12 HR
13 HR
14 HR
15 HR
24 HR

1 DAY
2 DAY
3 DAY
4 DAY
& DAY
& DAY
7 DAY

1 HWEEFK
2 WEEFK
3 WEEFK
4 HEEK

1 MOHTH ¢ FEBRLARY

1 MOHTH ¢FEBRLUARY LEAF YEAF.

1 MOWTH CAFRIL, JUHE. SEFTEMNEEF. HOVEMEBER:

1 MOHTH ¢ JAHUARY, MARCH, MAY, JULY, AUGLUST, OCTOGER, DECEMBER?
12 NMOHTH

<IfModul e mod_phpS, c
HERRR AR R R RN R R AR R RRR R AR RRRRRRR IR
## adjust memory 11mit

# pho_val ue memory_limit G

php_value memory_limit 5120

php_value max_execution_time 15AAA
AR RR AR R R R AR AR R R AR AR RS
## disable magic guotes for php request vars

php_flag magic_quotes_gpo of f
AR R R R R R R R AR R Y
## di sable sutomatic session start

## before autol oad was 1nlt1allzed

php_flag session, auto_start off



BHRBHRBR R AR R AR R IR R IR R BRRBRRIRRBRRBR R R R RRSH

## enable resul ting html compression

php_flag zlib, output _compression on
HHRHRRRRRRRRRRRRRRR BB BB R RRR BB R RRRRRRR BRI
# di sable user agent werification to not break multiple 1mage upl oad

php_flag suhosin, session cruptua of f
HERRR RS R R AR R AR R AR R
# turn off compatibility with PHP4 when dealing with objects

php_flag zend zel _compatibility_mode Off
</TfModul e
£IfModul e mod_security, o
HHRHRRRRRRRRRRRRRRR BB BB R RRR BB R RRRRRRR BRI
# di sable POST processimg to not bresk mul tiple 1mage upl oad

SecFilterEngine Off
SecFilterScanP0ST Off
</TfModul e
<IfModule mod_deflate, o
B AR R R R R R AR AR R R BB H AR H
## enable apache served f1l1es compression

## htto s /devel oper, yahoo, com/performance:ul es, html #gz1 p

# In=sert filter on all content
SetOutputFilter DEFLATE
# In=sert filter on selected content types only
AddOutputFilterBuTupe DEFLATE text/html text/plain text/xml text/css text/javascript
# Hetscape 4 x has some probl ems, . .
BrowserMatch "Mozillasd gzip-only-text/himl
# Hetscape 4 B6-4, 85 have some more probl ems
BrowserMatch "Mozillasdh, BLETE] no-gzip
# MSIE masguetrades as Metscape, but 1t 15 fine
BrowserMatch “BMSIE ! no-gzip ! gzip-only-text/html
# Don't compress 1mages
SetEnvI fHoCase Request_URI %, 7 gifl jpe?gl pngd$ no-gzip dont-wary
# Make sure proxies don't deliver the wromg content
Header append Yary User-Agent enwv=! dont-wvary
</TfModul e



<IfModul e mod_ssl, o>

HHA R A R A R R
## make HTTFS env wars avallable for CGI mode

55L0ptions StdEnwvars

AT Modul e

AR AR R AR R R AR R AR AR
## Frevent character encoding 1s5sues from server overt] des
## Ir you still have problems, use the second 11ne 1nstead

AddDef aul tCharset Of f
#AAI0er aul tCharset UTF-6

AR AR R AR R R AR R AR AR
## By default allow 3]l access

Order allow, deny
Allow from all

RRA R R AR R AR AR AR AR R
## Deny access to release notes to prevent di scloswue of the 1nstalled Hagento version

¢Files RELEASE_MOTES. txt:
order allow, deny
deny from all
</Files:

FileETag Hone



