# BEGIH Better WP Security
<IfModule mod_tewrite, o
RewriteEngine On

FewriteRule “logind?% Swpdwp-login, php?seddf pyeSawcn3nnpwsra [R, L]

FewriteCond ¥{HTTP_COOKIEY ! ™ #wordpress_logged_in_, =%
FewriteRule “admin/?$ Swp/wp-1ogin, php?seddf pyveSawcn3nnpwstuiredi rect _t o=/ wp/wp-admi n/
[R, LI

FewriteRule “admin/?$ /wpdwp-admind?seddf pyeSawcn3nnpusty [R, L]

FewriteRule “register/7$ Jwp/wp-1oain, php?seddf pyeSawcn3nnpusrudaction=register [R, L]

FewriteCond #¥{SCRIPT_FILEMAMES ! 70, #) admin-ajaxh, php
FewriteCond ¥{HTTP_REFERERY ! ", #) /wp/wp-admin
RewriteCond #{HTTP_REFERERY !~
RewriteCond #{HTTP_REFERERY !~
RewriteCond #{HTTP_REFERERY !~
RewriteCond #{HTTP_REFERERY !~
FewriteCond #{OUERY_STRIMGY ! “seddf pyveSawcn3nnpuwsru
FewriteCond #{OUERY_STRIMGY ! “action=1ogout
FewriteCond #¥{OUERY_STRIMGY ! "action=rp

FewriteCond #{OUERY_STRIMGY ! "action=register

FewriteCond #{OUERY_STRIMGY ! “action=postpass

c#1wpdwp-loginh, php
N wpdlogin
1 wpd admin
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1 wpdreql ster

FewriteCond ¥{HTTP_COOKIEY ! ™ #wordpress_logged_in_, =%
FewriteRule ©, #wp-admin/?l . #wp-login'. php Awpsnot_found CR, L]

FewriteCond ¥{0UERY_STRIMGY ~1oggedout=true

FewriteRule © #% fwp/wp-login, php?seddf pyeSawcn3nnpwsra [R, L]
<41 fModul e

# EHD Better WP Security

# BEGIH W3TC Browser Cache

£IfModul e mod_mime,
AddType textscss | css
AddType text/x-component . hic
AddType applicationsx-javascript | js
AddType applications javascript | js2
AddType text/javascript . js3
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LEXLS %= ]5 . ]=5d
text/html . himl
text/richtext .
image/ svg+xml .
text/plain . txt
text/xsd | xsd
text/xsl | xsl
textsxml . xml
videosasf | asf
videosavi | avi
image/bmp . bmp
application/ jav

wvideo/dive | div
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application/msword | doc . docx

applicationdvwnd ms-fontobject

, eot

applicationdx-msdownload . exe

imagesgif . oif

application/x-gzip . gz . gzip

image/x-icon .1
images jpeg . jpg
application/ jso
application/vnd
audio/midi . mid
wideo/quicktime
audio/mpeq . mp3
wideo/mpd . mpd
video/mpeq . mpe
application/vnd

applicationdx-font-otf . otf
applicationdwnd
applicationdwnd
applicationdwnd
applicationdwnd
applicationdwnd
applicationdwnd
applicationdwnd

audio/ogg . ogg
applicationdpdf
image/png . png

applicationdvnd ms-powerpoint | pot

audi o/ x-real aud

co

. Jpeg . jpe
n . json

. ms—access . mdb

. midi

cmow L gt

. mda
My
Q. mpg . mpe
. ms—project

0asis,
0asis,
0asis,
0asis,
0asis,
0asis,
0asis,

. pdf

1o .ra . ram

opendocument.,
opendocument.,
opendocument.,
opendocument.,
opendocument.,
opendocument.,
opendocument.,

- Mpp

dat abase . odb
chart . odc
farmula . odf
graphics . odg
presentation . odp
spreadsheet | ods
text . odt

. PPs . ppt . pptx
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</ fModul e
£IfModul e mod_expires. o

ExpiresActive
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
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ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
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application/zip

applicatlonsx-shockwave-flash . swf
applicationdx-tar . tar

image tiff . tif . tiff

applicationdx-font-ttf . ttf | ttc

audi o/way . wav

audi o/uma . wma

application/vnd ms-write . wri

applicationdwnd ms-excel . xla . xls . xlsx . x1t

CZip

an

text/css AS15366068
text/x-component A315368688
applicationdx-javascript A315366608
applicationd javascript A315366608
text/ javascript A315366608
text/x—js A3I1S360688

text/html ASEEA

text/richtext A36AE

image/svg+xml A36EA

text/plain AZGEA

text/xsd ASEAA

text/xsl ASEAA

text/xml ASEHA

videosasf A31536060

videosavi A31536060

image/bmp A3153668E
application/ java A3153668E
video/divx A31S36606
application/msword A31536668
applicationdvnd ms-fontobject A3l 5366608
applicationdx-msdownl nad A31 5366608
image/gif A31536E6E
applicationdx-gzip A31536668
image/x-1con A31536666

image/ jpeq AZ1536666
applicationd json A3153666E
applicationdvnd ms-access A31536688
audio/midi A3l 536066
video/quicktime A315366608
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ExpiresByTupe audio/mpeg A3 53660
ExpiresByType wideo/mpd A31S36E8A
ExpiresByTupe wideo/mpeg A3l 53660
ExpiresByTupe applicationdvnd ms-project A3 536608
ExpiresByTupe application/x-font-otf A31S36E6A
ExpiresByTupe application/vnd. oasis opendocument. database AZ1S3668A6
ExpiresByTupe application/vnd. oasis opendocument. chart A31 536686
ExpiresByTupe applicationdvnd, oasis, opendocument. formul a A3 536608
ExpiresByTupe application/vnd. oasis opendocument. graphi cs AZ1 5366806
ExpiresByTupe applicationdvnd. oasis opendocument. presentation A31 53608
ExpiresByTupe application/vnd. oasis opendocument. spreadsheet A3 536608
ExpiresByTupe applicationdvnd oasis opendocument. text AZ1S36086
ExpiresByType audiosogg A31S3EEEA
ExpiresByTupe applicationpdf A3l 536608
ExpiresByType image/png A31S36E8A
ExpiresByTupe applicationdvnd, ms—-powerpoint A31 536086
ExpilresByType audiosx-real audio A31 536666
ExpiresByTupe imagesswg+xml A31S36E8A
ExpiresByTupe applicationdx-shockwave-f1ash A31S36E8E
ExpiresByTupe applicationx-tar A3 536608
ExpiresByTupe imagestiff A3l 536608
ExpiresByTupe application/x-font-ttf A31S36E6A
ExpiresByType audios/way A31536668
ExpiresByType audio/wma A3153666A
ExpiresByTupe applicationdvnd ms-write A3 536608
ExpiresByTupe applicationdvnd ms-excel A3 536608
ExpiresByTupe applicationdzip A3 536604
<41 fModul e
<IfModule mod_deflate, c
<IfModul e mod_headets, c
Header append Yary User-Agent enwv=! dont-wvary
<41 fModul e
IfModule mod_filter, c
AddOutputFilterBuTupe DEFLATE text/css text/x-component applicationdx-javascript
application/ javascript text/javascript text/x-js text/html text/richtext imagesswg+xml
text/plain text/xsd text/xsl text/xml image/x-icon applicationjson
£IfModul e mod_mime,
# DEFLATE by extension
AddOutputFilter DEFLATE js css htm html xml
<41 fModul e
<41 fModul e



</TfModul e
# EHD WETC Browser Cache
# BEGIN W3TC Fage Cache core
I fModule mod_tewrite, o
RewriteEngi ne On
RewriteBase fwp/
FewriteCond ¥{HTTP: Accept-Encodingy gzip
FewriteRule . # - [E=W3TC_EMC: _gzip]l
RewriteCond #{REQUEST_METHODY ! =POST
RewriteCond %{OUERY_STRIMGY =""
RewriteCond ¥{REOUEST_URIY “/§
FewriteCond ¥CHTTP_COOKIEY ! Ccomment _author! wph.-
postpassl witc_logged_out| wordpress_logged_inl wptouch_switch_toggle) [HCI
RewriteCond " % DOCUMEMT_ROOT: #wps wp-cont ent / caches page_enhanced/ $CHTTP_HOST: /%
fREQUEST_URI X/ _index, html ¥LEMM: W3TC_EMCIY" -f
RewriteRule . # "/up/wp-content/cached page_enhanced/ #CHTTP_HOST: /%
fREQUEST_URI X/ _index, html ¥{EMYW: W3TC_EMCY" [L]
</TfModul e
# EHD WZTC Fage Cache core
# BEGIN WordFress
I fModule mod_tewrite, o
RewriteEngi ne On
RewriteBase fwp/
FewriteRule “indexh, php$ - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . Jwpfindex. php [L]
</TfModul e

# EHC WotrdPress



