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###t https: /7g1 thub, comsCrearesWP-ht access:,
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# Security #
HERBRRRRRIRH

###t Recogni se 550 when set at 5 1oad bal ancerproxy 1evel (for C1oudFl el
SetEnvIf X-Forwarded-Proto hitps HTTPS=on

###t Frevent wp-conflg php from being 1osded:
<files wp-config. php:

aorder allow, deny

deny from all
/files:

###t Frevent sftp-conflig json from being 1osded:
<files sftp-config json:

aorder allow, deny

deny from all
/files:

¢Files ™ "7 &\ C([HRILTtICRal>":
aorder allow, deny
deny from all
satisfy all

£/Files:

###t Secure wp-1ncl udes
£IfModule mod_rewrite, o
FewriteEngine On
RewriteBase /
RewriteRule “wp-adminsincludess - [F, L]
RewriteRule ! “wp-includess - [5=3]
RewriteRule “wp-includes/[”/1+\, phps - [F, L]
RewriteRule “wp-includes/ js/tinumceslangss. +4, php - [F, L]
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# Block user enumeration
RewriteCond ¥COUERY_STRIMGY 7 & author=
RewriteRule . http /¢ %0SERVER_MAMES /T [LI

FewriteRule “wp-1ogin. php?logi nkey=TmY3dE9uéredi rect _to=http // %0SERYER_HAMEL A wp-
admin/1index, php CL]
FewriteRule “recover-password wp-1ogin, php?l ogi nkey=TmY3d59u4act i on=1 ost password

RewriteCond ¥CHTTP_REFERERY ! “http //%{SERVER_MAMEL /wp-admin
RewriteCond #CHTTP_REFERERY ! “http: //%ISERVER_MAMEX /wp-1ogink, php

FewriteCond ¥OUERY_STRIMGY ! “1oginkey=TmY3dG9u
FewriteCond ¥{OUERY_STRIHGY ! "action=1ogout

FewriteCond ¥{OUERY_STRIMGY ! “action=1ostpassword
RewriteCond ¥{REQUEST_METHOD: ! POST

RewriteRule “wp-logins. php http /¢ %0SERVER_MAMEZ /7 [R, L]

FewriteCond ¥{0UERY_STRIMGY "1 oggedout=true
RewriteRule . http /¢ %0SERVER_MAMES /T [LI

<A Modul e

##a Prevent directory browsimg

<IfModule mod_autoi ndex, c:
Options -Indexes

</TfModul e

<files . htaccess:
order allow, deny
deny from all
/files:

##ft Prevent WordPress' readme html from being accessed (as 1t contains the version number)
<files readme html:

Deny from all

</files:

#if DI sable HTTF Trace



Fewrltetngine On
FewriteCond #LREQUEST_METHOD: “TRACE
RewriteRule ., # - [F]

### Block access to hidden files & directories

£IfModule mod_rewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /3% " - [F]

<41 Modul e

### Block access to source fl1les

£FilesMatch "C°#, =# %, (bakl configl distl flalincl inil logl psdl shl g1l swloplal ™2 4"
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:
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# Defaul t Wordpress Settings #
HRARRR IR AR R AR RR R IR

# BEGIH WordFress

£IfModule mod_rewrite, o

RewriteEngine On

RewriteBase fwp_bootstraps

FewriteRule “indexh. phpg - [LI
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteRule . Jwp_boostraps/index php [LI
<41 Modul e

# END HordPress

£ifModule mod_deflate,

AddOutputFilterBuTupe DEFLATE text/html text/xml text/css text/plain

AddOut putFilterBuTupe DEFLATE imagesswg+xml applicationsxzhtml+xml applicationsxml

AddOutputFilterBuTupe DEFLATE applicationrdf+xml applicationsrss+xml
applicationsatom+xml

AddOutputFilterBuTupe DEFLATE text/javascript applications javascript applicationd=-
javascript applicationsjson



AddOutputFilterBuTupe DEFLATE application/x-font-ttf applicationsx—font-otf
AddoutputFilterBuTupe DEFLATE font/truetype font/opentype
£/1 fModul e

# BEGIH Expitre headers

£1fModul e mod_expires. o
ExpiresActive On
Expireshefault "access plus 5 seconds”
ExpiresByType imagesx-icon "access plus 2592008 seconds”
ExpiresByTupe images jpeq "access plus 2592008 seconds”
ExpiresByType imagespng "access plus 2592008 seconds"
ExpiresByType imagesgif "access plus 2592008 seconds"
ExpiresByTupe applicationsx-shockwave-flash "access plus 2592808 seconds"
ExpiresByType text/css "access plus BB480A seconds"
ExpiresByTupe text/javascript "access plus 2160888 seconds”
ExpiresByTupe application/ javascript "access plus 216088 seconds”
ExpiresByTupe applicationx-javascript "access plus 2160808 seconds”
ExpiresByType text/himl "access plus 18 seconds"
ExpiresByTupe applicationdxhtml+xml "access plus 18 seconds”

£/1 fModul e

# EMD Expire headetrs

# BEGIH Cache-Control Headers
£ifModul e mod_headers. o
¢<filesMatch “, Cicaol jpe?gl pngl gi fl swfa$" s
Header set Cache-Control "public”
£/filesMatch:
<filesMatch ", (css0g":
Header set Cache-Control "public”
£/filesMatch:
<filesMatch ", Cj=ag"»
Header set Cache-Control "priwvate"
£/filesMatch:
¢<filesMatch . Cx?html 7l php " >
Header set Cache-Control "priwvate, most-revalidate"
£/filesMatch:
£/1 fModul e
# EHD Cache-Control Headers

# BEGIMN Turn ETags OFfF
FileETag Hone



# EHD Turn ETags OFf

# no follow rFobots

Header set X-Robots-Tag "noindex, nofollow”
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# File Format Support #
HHRHRHHRRRRRRRRRRRRRRRY

### Add support for 5Y6E and HTC
AddType imagesswvg+xml svg swgz
AddEncoding gzip swoz

AddType text/x-component . hic



