##

# Bpackage Jooml 5

# Bopyright  Copyright 0 2A65 - 2615 Open Source Matters, All rlghts reserved,
# @l1cense GHU General Public License version 2 or 1ater; see LICEWSE. txt

##

##

# EEAD THIS COMFLETELY IF YOU CHOOSE TO LUSE THIS FILE!

#

# The 1ine just below this section: 'Options +FollowSymlinks' may cause probl ems

# with some server configueations, It 1s required for use of mod_rewite, but may alteady
# be set by your server adminl strator in 8 way that di sallows changing 1t 1n

# your . htaccess file, If using 1t causes your server to error out, comment 1t out Cadd #
# beginning of 11nei, reload your site 1n your browser and test your sef url's IF they wo
# 1t has been set by your server admin strator and you do not oneed 1t set here

##

## Mo directory 115tings
IndexIgnore

## Can be commented out 17 causes errors, see notes above,
Options +FollowSumlinks
Options -Indexes

## Mod_rewrite 10 use
RewriteEngine On

## Begin - Rewite rules to block out =some common expl ol ts,

# If you experience probl ems on your site block out the operations 11sted bel ow
# This attempts to bBlock the most common type of exploit “attempts to Jooml 3
#

# Block out any script trying to basebd_encode data within the URL.
RewriteCond #{OUERY_STRIMGY basebd_encodel “(1#%([™21+%) [OR]

# Block out any script that Includes a <scriptr tag in LURL

RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s5)+cript, =(:| #¥3E2 [HC, ORI

# Block out any script trying to set 3 PHP GLOBALS wariable wia LKL

Rewri teCond #{OUERY_STRIMGY GLOBALSC =l W[I ¥ A-9A-Z14A, 232 [OR]

# Block out any script trying to modify & _REGQUEST wariable wia LREL
RewriteCond #{OUERY_STRIMGY _REQUESTC=I A[I %L A-9A-Z1{A, 232
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# EELUMTT SEa rorolrgoder rnegaer grid Srow e Coricerie o or o orie o rooL riomepane
FewriteRule . # index php [F]

#

## End - Rewrite rules to block out some common explol ts,

## Begin - Custom redirects

#

# If you need to redirect some pages, or set 3 canonl cal non-www to

# www tedirect C(or vice versal, place that code here. Ensure those

# redirects use the correct RewlteRul e syntax and the [R=341,L]1 flags
#

# End - Custom redirects

##

# Uncomment following 11ne 1F your webserver' s LRL
# 15 not directly related to physical file paths,
# Update Your Joomla! 0irectory Cjust / for rootd,
##

# Fewrl teBase

## Begin - Jooml 3! core SEF Section.
#
RewriteRule .+ - [E=HTTP_AUTHORIZATION: ¥{HTTP: Authorizationd]
#
# If the requested path and file 1= not <1ndex, php and the reguest
# has not already been internally rewitten to the 1ndex, php script
FewriteCond ¥{REQUEST_URIY ! "/indexh. php
# and the requested path and file doesn't directly match a physical file
RewriteCond #{REQUEST_FILEMAMEY ! -f
# and the reqguested path and file doesn't directly match a physical fol der
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
# internally rewite the reguest to the 1ndex, php script
FewriteRule . # index php CL]
#
## End - Jooml 5! core SEF Section,
Addlef aul tCharset utf-3
AddCharset utf-3 . htm . html . css . j5  woff |, woff2
<IfModule mod_deflate, o
SetOutputFilter DEFLATE
£IfModule mod_setervif, o
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Browserfatch "Mozillas4d gzl p-onl y-textshtml

BrowserMatch “Mozillasdh, BLETE] no-gzip

BrowsertMatch “bMSILE] ! no-gzip ! gzip-onl y-text /html

SetEnvIfHoCase Request _URI

AT T Modul e

<IfModul e mod_headers, o>

Header append Yary User-Agent enwv=! dont-wvary

AT T Modul e

<IfModule mod_filter, c

AddOut putFilterBuTupe DEFLATE applicationsxml applications/xhtml+xml applicationdrss-

AT T Modul e

£files = html>
SetOutputFilter DEFLATE

</filess

AT T Modul e

ExpiresActive

Expireshefaul t

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

£IfModul e mod_expires. o

on

"access plus 1 month"
text /cache-mani fest "access plus 1 month"
text/html "access plus 1 month"
text /xml "access plus 1 month"
applicationdxml "access plus 1 month"
applicationd json "access plus 1 month"
applicationdrss+xml "access plus 1 month"
1 mage/ x-1con "access plus 1 month"
image/gif "access plus 1 month"
1 mage/ png "access plus 1 month"
image/ jpg "access plus 1 month"
image/ jpeq "access plus 1 month"
videos ogg "access plus 1 month"
audi o/ ogg "access plus 1 month"
vi deos mpd "access plus 1 month"
vl dens/ webm "access plus 1 month"
text /x-component "access plus 1 month"
font/truetype "access plus 1 month"
font /opent ype "access plus 1 month"

application/x-font-ttf access plus 1 month"
application/x-font-woff  "access plus 1 month"
application/x-font-woff2 “access plus 1 month"

1 mage/ svg+xml "access plus 1 month"

LT gifl jpetgl pngd$ no-gzip dont-wary



ExpiresByTupe applicationdwnd ms—-fontobject "access plus 1 month”

ExpiresByType text/css "access plus 1 month"
ExpiresByTupe application/ javascript "access plus 1 month"
ExpiresByTupe text/javascript "access plus 1 month"

<IfModule mod_headers, c
Header append Cache-Control "public”
<SIfModul e

AT FModul e

# BEGIH Browser Cachi ngsHeadetr =
£IfModul e mod_mime,
AddType font/tif . tif
AddType fontieot . eot
AddType fontsotf | otf
AddTupe font woff . woff

AddType application/x—font-woff2 , woff2
AddTupe applicationsx—font-woff , woff
AddTupe applicationsx-font-ttf | tif

AddType texticss | css

AddType applicationsx-javascript | js
AddTupe text/richtext rtf . rix
AddType image/swva+xml . svag . swgz
AddTupe text/plain . txt

AddType text/xsd . x=sd

AddTupe textixsl | x5l

AddTupe wideosast . asf . asx . wax . wmy . Wmx
AddTupe wideosawi . avi

AddType image/bmp . bmp

AddType applicationsjava . class
AddTupe wideos/divx . diwvx

AddTupe application/msword . doc . docx
AddTupe applicationsx-msdownload . exe
AddType imagesqgif . gif

AddType application/x—gzip . gz . gzip
AddType imagesx-icon . ico

AddType image/ jpeg . jpg . jpeg . jpe
AddTupe applicationswnd. ms-access . mdb
AddType audio/midi .mid . midi



AddType video/quicktime . mov . gt

AddType audio/mpeg . mp3 . mda

AddType video/mpd . mpd . mdy

AddType wideo/mpeg . mpeg . mpg . mpe

AddType application/vnd ms-project . mpp

AddType applicationswnd. oasis opendocument, database | odb
AddType applications/wnd. 0asis opendocument, chart | odc
AddType applicationswnd, oasis opendocument, formula . odf
AddType applications/wnd. 0asis opendocument. graphics . odg
AddType applicationsvnd. oasis opendocument, presentation . odp
AddType applications/wnd. 0asis opendocument. spreadsheet | ods
AddType applications/vnd. oasis opendocument, text . odt
AddType audiofogg . ogg

AddType application/pdf . pdf

AddType image/png . png

AddType applicationswnd. ms-powerpoint . pot . pps . ppt . pptx
AddType audiofx-realaudio . ra . ram

AddType applicationsx-shockwave-flash . swf

AddType application/x-tar . tar

AddType imagestiff ,tif . tiff

AddType audiofway . wav

AddType audio/wma . wma

AddType application/wnd ms-write . wri

AddType application/wnd ms—excel . xla . xls . xlsx . xlt | xlw
AddType applicationszip . zip

AT FModul e

<IfModul e mod_headers, ¢
£FilesMatch ", jsl cssl xmll gz $" >
Header append Yary: Accept-Encoding
£/FilesMatch:
</ fModul e

£FilesMatch ", (cssl jsl C351 IS0 4"
<IfModul e mod_headers, ¢
Header set Pragma "public"
Header append Cache-Control "public, must-revalidate, proxy-revalidate”
</ fModul e
£/FilesMatch:
£FilesMatch "N, Crtflrtxl svgl swgzl txtl xsdl xs11 RTFI RTE SYGI SVGEL TETI €500 =500 2 " >



<IfModul e mod_headers, ¢
Header set Pragma “public"
Header append Cache-Control "public, must-revalidate, proxy-revalidate”
<41 Modul e
£/FilesMatch:
¢FilesMatch ",
¢ asfl asxl wax! wmyl wmxl avil bmpl ¢l assl di vl docl docxl exel gi fl gzl gzipl icol jpgl jpedgl jpel mdbl midl mi
<IfModul e mod_headers, ¢
Header set Pragma “public"
Header append Cache-Control "public, must-revalidate, proxy-revalidate”
<41 Modul e
£/FilesMatch:

£ifModule mod_headers, o

<filesMatch ", Cicol jpetal pngl gi fl swfig" s

Header set Cache-Control “max-age=2592608, public"
£/filesMatch:
<filesMatch ", Ccsshg":

Header set Cache-Control “max-age=6B43668, public”
£/filesMatch:
<filesMatch ", C jsig" >

Header set Cache-Control “max-age=2166868, priwvate"
£/filesMatch:
£filesMatch ", Cx7html?l php) & >

Header set Cache-Control “max-age=688, priwvate, must-revalidate"
£/filesMatch:

</1fModul e

Header unset ETag
£FilesMatch "N, Coifl jpal jpedl pngl swfl cssl jsl html 71 xmll txtl icod "
Header set Expires "MHed, 15 Apr 2825 286: A8 B8 GMT"
Header set Cache-Control “public"
FileETag none
£/FilesMatch:
Header unset Last-Modified
<IfModul e mod_headers, ¢
Header append “ary Accept-Encoding
<41 Modul e

<IfModul e mod_headers, o>



£FilesMatch "N, Cbmpl cssl flvl giflicol jpal jpeal jsl pdfl pngl swegl swfl tifl tiffl wof fl woff2l tif;
Header set Last-Modified “"Mon, S Sep 2815 @@ B8 6@ GMT"
£/FilesMatch:
<41 fModul e

RewriteRule “templ atesh/ jv-truckings - [L]
## I found this necessary for Bfontface fonts
RewriteRule “templates\/ jv-truckingh/fontss - [L]



