#
# Better website experience for IE users
#

# Force the 1atest IE wversion, In varlous cases when 1t may fall back to TE7 mode
# gi thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment 115926
# Use ChromeFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever
<FilesMatch "%, jsl cssl gi fl pnagl jpe?
gl pdfl xmll ogal oggl mdal ogyl mpdl mdvl webml svgl svgzl eotl L] ot fl wof 1 icol webpl appcachel mani fest|
*
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

#
# Cross-domain AJAY requests
#

# Serve cross-domaln Ajax requests, di sabled by defsul t,
# enabl e-cors, org
# code, googl e, comsps it ml Bsecurl tyswl K1/ Cross0r gl nRegquest Securl ty

£

I Fiodul & mod_headers, cx

u..n

Header set Access-Control -ALIow-0rigin "#
<1 FModul e

O

#
# CORS-enabl ed 1mages (Borossori glng
#

# Send CORS headers 1f browsers request them: enabled by defsult for 1mages.

# devel oper, mozi 11 & orgsensCORS_Enabl ed_Image

# bl og, chromi um orgs 261 1 /870 us1 ng-cross-domal n-1 mages-1 n-webgl -and, ftml

# hacks, mozi1la orgs2a1 1.1 1 /us1 ng-cors-t o-1 oad-webgl -t ext ures-from-cross—domal n-1 mages:
# wiki, mozilla orgsSecurl tysRevl eusscrossor] gl nAt trl but e

I [ R



SLTIAOULE MOd_SELENLT. EF
<IfModul e mod_headers, ¢
# mod_headers, y u o match by Content -Type?!
£FilesMatch "N, Coifl pngl jpe?gl sval svozl icol webp) $"
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#

# Webfont access

#

# Allow access from 3]l domalns for webfonts,
# Alternatively you could only whitellst your

# subdomains 11ke "subdomal n, exampl e com”,

<IfModul e mod_headers, ¢
¢FilesMatch "5, (tifl ttcl otfl eotl woffl font, cssy g
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

<A Modul e

#

# FProper MIME type for all files

#

# Javascript
#  Homalize to standard type (it's spiffed in IE anyways)

#  tools 1etf, orgshtml AFfod 3298 secti on-7 2

AddType applications javascript is

# Audi o

AddType audiofogg oga o0gg
AddType audi o/ mpa m<a

# ¥ideo

AddType wideo/ogg gy
AddType wi deo/mps mpe may
AddType wideo/webm webm



# 545

#  Reguired for svg webfonts on 1FPad

#  twitter, com/Font Sgul rrel /st at uss] 4655690545
AddType 1 mage/ svg+xml Vg SVOE
AddEncoding gzip SWOZ

# Webronts
AddType applications/wnd ms-fontobject eot

AddType applicationsx-font-ttf ttf ttc
AddType font/opentype ot f
AddType applicationsx—font-woff wof f

AddType imagesx-icon ico

AddType image/webp webp

AddType text/cache-mani fest appcache mani fest
AddType text/x-component htc

AddType applicationsx-chrome-extension (o!

AddType applicationsx-opera-extension Qe

AddType applicationsx-xpinstall xpl

AddType applicationsoctet-stream safariextz

AddType applicationsx-web-app-mani f est+json webapp
AddType text/x-vcard wiof

#
# Gzip compression
#

<IfModul e mod_deflate, o>

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydnpost s/261 8,1 2/ pushi ng—t
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl ®{15%1 “{1531 -{153>% "“((gzipl deflate)®
HAYE _Accept -Encodi ng
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding
<41 Modul e
<41 Modul e

# HTHL, TXT, C55 JavasScript., J50M, XML, HTC:



<IfModule filter_modul es

FilterDecl are
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterChain

FilterProtocol

<41 fModul e

COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

<IfModule !'mod_filter, c

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

DEFLATE

# Legacy versions of Apache

AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe
AddOut putFilterByTupe

fontsopentype
<41 fModul e

AT FModul e

resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type

Ftext/himl

$text/css

$text/plain

Ftext/xml
$text/x-component
$applications javascript
tapplication/ json
$applicationsxml
$applicationsxbtml +xml
tapplication/rss+xml
$applicationsatom+:xml
$application/vnd ms-fontobject
%1 mage/ swg+xml
$image/x-icon
$application/x—font-ttf
$font/opentype

change=yes; byt eranges=no

DEFLATE applicationsjavascript

DEFLATE text/html text/plain text/css applications json

DEFLATE text/xml applicationsxml text/x-component
DEFLATE applicationsxhtml+xml application/rss+xml applicationdator
DEFLATE image/x-icon imagesswg+xml applicationswnd ms-fontobject .

#
# Explres

headers (for better

cache controll

#

# These are pretty far-ruture explr

ES

header s,

# They assume you control versioning with cachebusting query params 11ke

#  <script

sre="appl 1 cation, j57261 BO6G5" >

=



# Addi tionally, consider that outdated proxies may miscache

e ]

#  www, stevesouders, comsbl ogs2aaGE, gy 23/ rewvvl ng-r1 1 enames-dont —~use-querystri mgs

. lower the C55 and J5 to something 11ke

£IfModul e mod_expires. o
ExpiresActive on

# Perhaps better to whitellst expires rul es? Perhaps,

Expireshefaul t "access plus 1 month"

# cache, appcache needs re-requests In FF 5 6 (thanks Remy “Tntroduci mg HTHLE

ExpiresByType text/cache-manifest "access plus A seconds”
# Your document html
ExpiresByType text/himl "access plus A seconds”
# [ata
ExpiresByTuype text/xml "access plus A seconds”
ExpiresByType applicationdxml "access plus A seconds”
ExpiresByType applicationd json "access plus A seconds”
# Feer
ExpiresByTupe application/rss+xml "access plus 1 hour”
ExpiresByTupe applicationdatom+xml "access plus 1 hour”
# Favicon (cannot be rensmed)
ExpiresByTupe image/x-1icon "access plus 1 week"
# Medi s 1mages, wideo, audio
ExpiresByType imagesqgif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe image’s jpg "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTuype wideos/mpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"

# HIC files (css3plel



ExpiresByType text/x-component "access plus 1 month"

# Webrfonts

ExpiresByType applicationd/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType application/x-font-woff  “access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"

ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"

# 55 and Javascript

ExpiresByTuype text/css "access plus 1 year”
ExpiresByType applicationd javascript "access plus 1 year”
</1fModul e
#
# ETag removal
#

# F1l1eFfTag Hone 15 not enough for every server,
<IfModul e mod_headers, ¢

Header unset ETag
/I fModul e

# Since we're sending far-future expires, we don't need ETags for
# static content,

#  devel oper, yahoo, comsperformancesul s, [tml #et ags

FileETag Hone

#
# 5top screen flicker In IE on C55 rollovers
#

# The following directives stop screen flicker in IE on C55 rollovers - In
# combination with the "ExplresByType” rules for 1mages (see asbovel, If
# needed, un-comment the followlmg rul es,

# Browserfiatch "MSIE" brokenvary=1

# Browserfiatch "Mozillasd, [A-9172" brokenvary=1
# Browserfiatch "Opera” ! brokenvary

# SetEnvif brokenvary 1 force-no—-vary



#
# Cookie setting from Iframes
#

# Allow cookies to be set from Iframes (for TE onlyl
# If needed, uncomment and specify a path or regex 1n the Locatlion directive

# <IfHodul e mod_headers, cr
# <Location 7
# Header set P3P "policyref=v"/w3c/p3p xml ", CP=\"IDC DSP COR ADM DEYI TAII PSA P50 IY)
#  </Location:
<1 FHodul e

#
# Custom G684 page
#

# You can add custom pages to handle 5AE or 4683 pretty easily, 17 you 11ke,
ErrorDocument 484 /484, himl

#
# UTF-8 encodl ng
#

# Use UTF-58 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCcharset utf-8 .css . js . xml . json . rss . atom



