#
# Start rewlte englne
#

# Turnimg on the rewlte engine 15 necessary for the following rules and
# reatures, FollowSymllnks must be enabled for this to work,

# Some cloud hosting services requl e Rewl teBase to be set: goo gl HOcFPH
# If using the hSbp in 3 subdirectory, use RewrlteBase /foo’ Instead where
# 'foo' 15 your directoruy,

# If your web host doesp't allow the FollowSymlinks option, you may need to
# comment It out and use Options +Symlinks]fOwnerfiatch, but be sware of the
# performance Impact: httpe /7goo gl sfl uzd

<IfModul e mod_rewrite, o
Options +FollowSumlinks

RewriteEngine On

RewriteBase /

RewriteRule “indexh, php$ - [L]
RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteCond #{REQUEST_FILEMAMEY ! -d

RewriteCond %LSCRIPT_FILEMAMEY -d [OR]
RewriteCond #LSCRIPT_FILEMAME:Y -f
RewriteRule "C71 /2% " - [F]

RewriteRule index php [L]
<41 fModul e
#
# Better website experience for IE users
#

# Force the 1atest IE wversion, In varlous cases when 1t may fall back to TE7 mode
# gi thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment 115926
# Use ChromeFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul & mod_headers, ¢
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neEquer SEL A—-UR-LOmpdrli il e LC-Cage, Crr ome-1

# mod_headers can't match by content-type, but we don't want to send this header on +ever

£FilesMatch "M, jsl cssl gi fl pngl jpe?
gl pdfl xmll ogal ogagl mdal ogyl mpdl mdvl webml sval swgzl eotl tf1 ot fl wof fl icol webpl appoachel mani festl
¥

Header unset X-UA-Compatible

£/FilesMatch:

</TfModul e

#
# Cross-domaln AJAY reqguests
#

# Serve cross-domain Ajax requests, di sabled by defaul t,
# enabl e-cors, org

# code googl e comspsfitml Bsecurl tuswl K1/ Cross0rT gl nRequest Securl ty

<IfModul e mod_headetrs, o

Header set Access-Control-Allow-Origin "=
</ fModul e

#
# CORS-enabl ed 1mages (Borossori ging
#

# send CORS headers 1f browsers reqguest them: enabled by default for 1mages,

# devel oper, mozi 11 & orgsensCORS_Enabl ed_I mage

# bl og, chroml um orgs 2681 12877051 ng-cross-domal n-1 mages—1 n-webgl —and, fit ml

# hacks, mozilla orgs2611..11./us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross-domal n-1 mages:

# wiki, mozilla orgsSecuri tysRevl ewsscrossori gl nAt tri but e

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
# mod_headers, y u no match by Content -Type?!
£FilesMatch "N, Coifl pngl jpe?gl sval svozl icol webp) $"
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e



#
# Webrfont access
#

# Allow access from all domains for webfonts,
# Alternatively you could only whitellst your
# subdomains 11ke "subdomal n exampl & com”,

<IfModul e mod_headers, ¢
¢FilesMatch "5, (ttfl ttcl otfl eotl woffl font, css)g" >
Header set Access-Control-Allow-Origin " s"
£/FilesMatch:

AT Modul e

#

# Froper MIME type for all files
#

# Javascript
#  Hormalize to standsrd type (it's spiffed in IE anyways)

# tools 1etf, orglhtml Arfod329%section-7, 2
a,

AddType applications javascript j5 Jjsonp
AddType applications json json

# Audi o

AddType audiofogg oga ogg
AddType audi o/ mpa mda fda fdb
# ¥ideo

AddType wideo/ogg ag

AddType i deo/mpa mpd mdy v fdp
AddType wvideo/webm webm
AddType wideosx-f1w flw

# Sl

#  Reguired for svg webfonts on 1FPad

#  twitter, com/Font Sgul rrel /st at uss] 4655690545
AddType 1 mage/ svg+xml Vg SVOE
AddEncoding gzip SWOZ

# Webrfonts



AddType applicationsvnd ms-fontobject eot

AddType applicationsx—font-ttf ttf ttc
AddType font/sopentype otf
AddTupe applicationsx—font-woff wof f

# Assorted types

AddType image/x-icon ico

AddType image/webp webp

AddTupe text/cache-mani fest appcache manifest
AddType text/x-component htc

AddType applicationsxml tss atom xml rdf
AddTupe applicationsx—chrome-extension C

AddTupe applicationsx-opera-extension Qe

AddType applicationsx-xpinstall ®pi

AddType applicationsoctet-stream safariextz

AddType applicationsx—web-app-mani fest+json webapp

AddType text/sx-wvcard wiof
AddTupe applicationsx-shockwave-T1ash suf
AddType textswit wit

<IfModul e mod_defl ate, ¢

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn/post s/281 8,1 27 pushl ng-t
IfModule mod_setenvif. c
<IfModul e mod_headets, c
SetEnvI fHoCase "0 Accept-Encoddngl ¥-cept-Encodi ngl $C153 “C153] -{1532% "“((gzipl deflatel®
HAYE _Accept -Encodi ng
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encoding
<41 fModul e
<41 fModul e

# Compress all output 1abeled with one of the followlng MIHE-types
IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
application/ javascript
applicationd json
applicationdrss+xml %



applicationdvnd ms-fontobject
applicationdx-font-ttf *
applicationdxhtml +xml %
applicationdxml
font/opentype

images svg+xml

images x—1icon M

text/css A

textshtml

text/plain &
text/x—-component

text/xml
</TfModul e
</TfModul e
#
# Expites headers (for better cache controll
#

# These are pretty far-future explires headers,
# They assume you control wersioning with £11ename-based cache bustimg
# Addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogs2aaGE, gy 23/ rewvvl ng-r1 1 enames-dont —~use-querystri mgs

#If you don't use filenames to version, lowsr the C55 and J5 to something 11ke

# "access plus 1 week”,

£IfModul e mod_expires. o
ExpiresActive on

# Perhaps better to whitellst expires rul es? Perhaps,
Expireshefaul t "access plus 1 month"

# cache, appcache needs re-requests In FF 5 6 (thanks Remy “Tntroduci mg HTHLE
ExpiresByType text/cache-manifest "access plus A seconds”

# Your document html
ExpiresByType text/himl "access plus A seconds”

# [ata



ExpiresByType text/xml "access plus A seconds"
ExpiresByType applicationdxml "access plus A seconds"
ExpiresByType applicationd json "access plus A seconds"
# Feed
ExpiresByTupe applicationsrss+xml "access plus 1 hour”
ExpiresByTuype applicationdatom+xml "access plus 1 hour”
# Favicon (cannot be renamed)
ExpiresByType imagesx-1icon "access plus 1 week"
# Media 1mages, video, sudio
ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType imagespng "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByType +ideosmpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HTC files (css3plel
ExpiresByType text/x-component "access plus 1 month"
# Webronts
ExpiresByType applicationd/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType applicationdx-font-woff "access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"
ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"
# C55 and Javascript
ExpiresByTuype text/css "access plus 1 year”
ExpiresByType applicationd javascript "access plus 1 year”
</1fModul e
#

# ETag removal
#

# FileETag Hone 15 not enough for every server,



<IfModul & mod_headers, ¢
Header unset ETag
AT FModul e

# Since we' e sending far-ruture explres, we don't need ETags for
# static content.

#  devel oper, yahoo, com:spertormances Ul s, [tml #et ags

FileETag Hone

#
# Stop screen flicker 1n IE on C55 rollovers
#

# The following directives stop screen flicker in IE on C55 rollovers - In
# combination with the "ExplresByType” rules for Images (see abovel,

BrowserMatch "MSIE" brokenvary=1

BrowserMatch “"Mozillasd [A-91{23" brokenvary=1
Browserfatch “Opera” ! brokenvary

SetEnvIf brokenwvary 1 force-no-wvary

#
# Frevent 484 errors for non-existing redirected fol ders
#

# without -ful tiViews, Apache will give 3 4984 for 5 tewite 1F 3 folder of the
# same name doss not exist,
# webmasterwor] d comsapaches 35058792 htm

Options —Mul tiviews
#

# UTF-8 encodl ng
#

# Use UTF-58 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCcharset utf-5 . atom . css . j5 . json . rss ., wit | oxml



#
#A1ittle more securlty
#

# To awvold displaying the exact wersion number of Apache belng used, add the

£

followimg to Attpd conf (1t will not work 1n . htaccessi
# ServerTokens Frod

U

# "-Indexes" will have Apache block users from browsing folders without 3
# derfaul t document Usually you should 1eave this activated, because you
# shouldn't allow everybody to suf through every folder on your server (bl ch
# 1ncludes rather private places 11ke CHS system fol derss,
<I fModul e mod_autoi ndex, c
Options -Indexes

<A Modul e

# FBlock access to backup and source files, These files may be 1eft by some
# textshtml editors and pose a great security danger, when angyone can Sccess
# them,
£FilesMatch "%, Cbakl configl sqll flal psdl inil 1ogl shl incl swpl distal " "
Order allow, deny
Deny from all
Satisfy ALl
£/FilesMatch:

# Increase cookle securlty
<IfModule phpS_modul e

php_walue session, cookie_httponly true
</TfModul e



