Options -Multiviews

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
£FilesMatch "N, Courl Qi fl icol jpetal pnagl svwgz?l webp) §
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-0Origin "#" enw=IS_CORS
£/FilesMatch:
<41 fModul e
<41 fModul e

<IfModul e mod_headets, c
¢FilesMatch "%, Ceotl otfl ttcl tEfl woffag":
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<41 fModul e

<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=edge”
# ‘mod_headers’ can't match based on the content-type, however, we only
# want to send this header for HTAL pages and not for the other resources
¢FilesMatch "M, (appcachel crxl cssl curl eotl gi f1 htel icol jpe?
al jsl mdal mdwl mani festl mpdl oexl ogal ogal ogyl ot fl pdfl pngl saf ariextzl swgz?
[ t171 wefl webappl webml webpl wof £l xmll xpi 2" >
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

<IfModul e mod_mime. c>

# Audi o
AddTupe audi o/ mp4 mda fda fdb
AddTupe audi o/ ogg oga ogg

# Javascript
# Hormalize to standard type (it's sniffed in IE anuyways).
# httpor //tool s 1etf, orgshtml /1 fod329%section-7, 2
AddTupe applications javascript is
AddTupe applications json J=on
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# ViUuey

AddType wi deo/mps fdv fdp mdv mpd

AddType wideo/ogg gy

AddType wideo/webm webm

AddType wideodx-f1w flw
# Web fonts

AddType applicationsfont-woff wof f

AddType application/vnd ms-fontobject eot

# Browsers usually 1gnore the font HIHE types and sni ff the content,

# however, Chrome shows 3 warning 11 other MINE types are used for the

# rfollowlng fonts,

AddType
AddType

application/x-font-ttf
font/opentype

# Make 5VGZ fonts work on 1Pad:

tte tif
ot f

# httpos: <2 twl tter, com Font Squl el 75t at uss] 985559055
Jx aq

AddType i mage/ svg+xml A el
AddEncoding gzip SWOZ
# Other
AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o
AddType applicationsx-opera-extension Qe
AddType applicationsx-web-app-mani fest+json webapp
AddType applicationsx-xpinstall xpi
AddType applicationsxml atom rdf rss xml
AddType image/webp webp
AddType imagesx-icon cur
AddType text/cache-mani fest appcache manifest
AddTupe ftextswit wit
AddType text/x-component htc
AddType text/x-wvcard wiof
<fIfModul e

<1 fModul e mod_headers. o

Header unset ETag

</1 fModul e

FileETag Hone



AddDef aul tCharset utf -5

£IfModule mod_rewrite, o
Options +FollowSumlinks
RewriteEngine On

RewriteBase /

RewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond #¥{REQUEST_FILEMAMEX !, him
RewriteCond #¥{REQUEST_FILEMAMEY !%, html
RewriteCond ¥{REQUEST_FILEMAMEX !, inc
RewriteCond #{REQUEST_FILEMAMEY ! %, swf
RewriteCond #{REQUEST_FILEMAMEY !N, flw
RewriteCond ¥{REQUEST_FILEMAMET ! %, xml
RewriteCond #{REQUEST_FILEMAMEX !, hic
RewriteCond ¥{REQUEST_FILEMAMEX !, mpd
RewriteCond #¥{REQUEST_FILEMAMEY ! %, webm
RewriteCond #{REQUEST_FILEMAMEX !, ogv
FewriteCond ¥{REQUEST_URIY !, #\, ¢icol gifl jpal jpegl pnal jsl css)
RewriteRule “([L™71#) index, php?_route_=$1 [L, 05A]
/I fModul e

£IfModule mod_rewrite, o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http /% B{REQUEST_URIF [R=381, L]
/I fModul e

<IfModul @ mod_aut ol ndex, o

Options -Indexes
</1fModul e

# Block access to hidden riles snd directori es,

# This 1ncludes directories used by version control systems such a5 Gt and S,

<IfModul e mod_rewrite, o



RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]
RewriteCond ¥{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /% " - [F]

<41 fModul e

¢FilesMatch "¢ "# «# %, Cbakl configl distl flalincl inil 1ogl psdl shl sqll swloplal “2 4"
# HApache < 2 3
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
Satisfy ALl
<41 fModul e

# Apache & 2 3

<IfModul e mod_authz_core, c
Require all denied

<41 fModul e

£/FilesMatchs
<IfModul e mod_defl ate, ¢

# Force compression for mangl ed headers,
# httpoe /s devel oper, yahoo, comsbl ogssydnspost s/ 2681 8,1 27 pushl ng-beyond-gz1 ppi ng
£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {1531 -{1530 %
“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<41 fModul e
<41 fModul e

# Compress all output 1abeled with one of the followlng MIHE-types
# (for Apache versions below 2 3 7, you don't need to enable “mod_filter’
# and can remove the “<Iffiodule mod_filter, cx’ and “</IfHodules” 11nes
# as AddoutputFilterByType 1s still in the core directivess,
<IfModule mod_filter, ci
AddOut putFilterBuTupe DEFLATE applicationsatom+xml %
applicationd javascript

applicationd json %



applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf *
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml

font/opentype

images svg+xml

images x—1icon M

text/css A

textshtml

text/plain &

text/x—-component

text/xml
<STFModul e
<STFModul e
£<IfModul e mod_expires, o
ExpiresActive on
Expireshefaul t “access plus 1 month"
# C55
ExpiresByTuype text/css "access plus 1 year”
# Data 1nterchange
ExpiresByType applicationd json "access plus A seconds”
ExpiresByType applicationdxml "access plus A seconds”
ExpiresByTuype text/xml "access plus A seconds”

# Favicon {(cannot be renamed! ) and cursor 1mages

ExpiresByTupe image/x-1icon "access plus 1 week"

# HTHL components (HTCS)

ExpiresByType text/x-component "access plus 1 month"
# HTHL
ExpiresByType text/himl "access plus A seconds”

# Javascript



ExpiresByTupe

application/ javascript

# Manifest files

ExpiresByTupe
ExpiresByTupe

# Medi a
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web resds
ExpiresByTupe
ExpiresByTupe

# Web fonts
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

AT T Modul e

applicationdx-web-app-mani fest+json

text /cache-mani fest

audi o/ ogg
image/gif
image/ jpeq
1 mage/ png
vi deos mpd
videos ogg
v1deos webm

applicationsatom+xml
applicationdrss+xml

applicationdfont-wof f
applicationdvnd ms-fontobject
application/x-font-ttf
font/opentype

1 mage/ svg+xml

"access

"access

"access

"access
"access
"access
"access
"access
"access

"access

"access

"access

"access
"access
"access
"access

"access

plus

plus 4
plus 4

plus
plus
plus
plus
plus
plus
plus

plus
plus

plus
plus
plus
plus
plus

—_ = = = =t et

—_ = == = =

Jear"

seconds"
seconds"

mont k"
mont k"
mont k"
mont k"
mont k"
mont k"
mont k"

hiour"
hiour"

mont k"
mont k"
mont k"
mont k"
mont k"



