#

# FEWRITESREDIRECT

#

# FORCE TREAILIHG SLASH
<IfModul e mod_rewrite, o
FewriteEngine on

RewriteCond ¥{REOUEST_URLY #+07%, 1+%
RewriteRule “(, +["/13$ ¥{REQUEST_URIX/ [R=3A1, L]

AT FModul e

#

# SECURITY & FRIVACY

#

# FEEVENT DIRECTORY BROWSIHG
Options ALl -Indexes -Multiviews

# SECURE HTACCESS FILE
¢Files , htaccess:
aorder allow, deny
deny from all
£/Files:

# DEHY ALCCESS TO HIDDEH FILES AHD DIRECTORIES

RedirectMatch 484 /., =%

# DENY ACCESS TO BACKUF AMD SOURCE FILES
£FilesMatch "%, Cbakl configl distl flalincl inil 1ogl psdl shl sgll swpal ™2 g"

Order allow, deny

Deny from all

Satisfy ALl
£/FilesMatch:

#

# FERFURMAHCE
#

# EMHAELE GZTFP (FILE COMPRESSIOH
<ifmodul e mod_deflate, o
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javascript text/css text/html text/javascript text/plain text/text text/xml

HOOUULPULFLL LEFOY IYPe VCFLHIC dppPLlcatlony Javascrlpl appLllcdatlonys JSon appllcatl ong x-—

£FilesMatch "N, Ctifl otfl eotl swgd g" »
SetOutputFilter DEFLATE

</FilesMatchs

</1 fmodul e

# EXFIRES HEADERS ¢ CACHE COHTROL?
£IfModul e mod_expires. o

ExpiresActive

an

Expireshefault "access plus 1 month"

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

<A Modul e

# DISABLE ETAGS

# For reference:

FileETag Hone

#
#

text/html "access plus B seconds”
applicationd json "access plus B seconds”
applicationdxml "access plus A seconds"
text/xml "access plus A seconds"

application/ javascript "access plus 1 month"
applicationdx-javascript "access plus 1 month"
text/ javascript "access plus 1 month"

text/css "access plus 1 month"

image/gif "access plus 1 month"

image/ jpg "access plus 1 month"

image/ jpeq "access plus 1 month"

image/png "access plus 1 month"
wideo/ogg "access plus 6 month"
audino/ogg "access plus 6 month"
wideo/mpd "access plus 6 month"

video/webm "access plus 6 month"
application/x-font-ttf "access plus 6 month"
applicationdx-font-woff "access plus 6 month"
font/opentype "access plus 6 month"

image/svg+xml "access plus 6 month"

http <7 devel oper, yahoo, comspertormances Ul es, fitml
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# FULLLUW SyPIEOLIL LIMES
Options +FollowSumlinks

# AUTOMATIC CHARSET FUOR FILES

£<FilesMatch "N, Catoml cssl csvl html htmll jsI jsonl phpl £35S xmla "
AddDef aul tCharset utf-3

£/FilesMatch:

# FREEVEHNT ROBILE HETHORK FROVIDERS FROM MODIFYTHG YOUR 5ITE
# For reference, see https /gl thub, comscferdi nandl <kt accesss
<IfModul e mod_headers, ¢

Header set Cache-Control “no-transform”
/I fModul e

# BETTER EXFERIEHCE FOR IE
<FilesMatch "%, Chtml himll phpo g" >
<IfModul e mod_headers, ¢
BrowserMatch MSIE ie
Header set X-UUA-Compatible "IE=Edge, chrome=1" env=ie
/I fModul e
£/FilesMatch:

#
# FEFFEHLCE
#

#Atto: A7 Rt accesscheat sheet, coms]
#Lht tps: 7/ gl thub, coms/phanans bt access]
#Lht tps: </ gl thub, coms/cferdl nandl #ht accesssbl obsmast ers, ht access]



