# See HTHLE Boilerplate for an explaination of these directlves,

# Default charset UTF-5
AddDef aul tCharset utf-5

# Frevent apache giving 3 4684 for 3 rewlte
Options -Multiviews

# Force UTF-8 for certain file formats,
£l fModule mod_mime, c>

AddCcharset utf-8 . atom . css . j5 . json . jsonld . rss . wtt | webapp . xml
<41 fModul e

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT FModul e

# Force IE to render 1n the highest compatible render mode
<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=edge”
# ‘mod_headers’ cannot match based on the content-type, however, this
# header should be send only for HTHL pages and not for the other resources
£<FilesMatch "M, Cappcachel atoml crxl cssl corl eotl f4Cabpydl T1wl i fl htecl icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pnal rdfl rssl saf ariextzl swgz?
| swfl t1Lcf1l wefl vwitl webappl weblmpdl wof £l xmll xpi 2" >
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

# Addi tional KIME types and normal 153t1on
<IfModul e mod_mime, o

AddTupe applications json J=on
AddTupe applications javascript is
AddTupe applicationsfont-woff wof
AddType applicationswnd ms—fontobject eot
AddTupe applicationsx-font-ttf tto tif

AddType font/sopentype otf

AT - - R T | ———



HOO | ype 1 Mageys Svig+xmL SWQE

AddEncoding gzip SWOZ
AddType applicationsxml atom rdf rss xml
<STFModul e

# Prevent browsers from mime-sniffing.
# Can prevent mallicious users distributing attack wvecotrs in uploaded files
<IfModul e mod_headers, ¢
Header set X-Content-Type-Options "nosniff"
</ fModul e

# File compression
<IfModule mod_deflate, c

# Force compression for mangl ed headers,
£IfModule mod_setenvif, c
<IfModul e mod_headets, c»
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %
“(Cgzipl deflatexhss, Phsxa+ [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
<fIfModul e
<fIfModul e

# Compress all output 1abeled with one of the following MIME-types
£IfModule mod_filter, c

AddOut putFilterBuTupe DEFLATE applicationdatom+xml

application/ javascript

applicationd json

application/ld+json &

applicationdrss+xml %

applicationdvnd ms-fontobject

applicationdx-font-ttf *

applicationdx-web-app-mani fest+json &

applicationdxhtml +xml %

applicationdxml

font/opentype

images svg+xml

images x—1icon M

text/css A

textshtml

text/plain &



text/x—-component
text/xml
/I fModul e
/I fModul e

£IfModul e mod_expires. o
ExpiresActive on

# Ever-changi g HTHL, JS50H

ExpiresByTupe
ExpiresByTupe

text/html
applicationd json

# User modi fyabel & (1 mages)

"access plus A seconds"

"access plus A seconds"

ExpiresByType imagesqgif "access plus 1 hour”
ExpiresByType imagespng "access plus 1 hour”
ExpiresByType image’ jpeq "access plus 1 hour”

# Seml-static

ExpiresByTupe
ExpiresByTupe

# Very-static:

55 J5 Images
text/css
application/ javascript

Il

fonts, HTC files, Icons

"access plus 1 week"
"access plus 1 week"

ExpiresByType imagesx-1icon "access plus 1 month"
ExpiresByType text/x-component "access plus 1 month"
ExpiresByType applicationsfont-woff "access plus 1 month"
ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"
ExpiresByType applicationd/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"
/I fModul e

# Use the front controller as Index file It serves a5 fallback solution when

# every other rewtesredirect fails (e g 1n an aliased environment without

# mod_rewter, Additionally, this reduces the matching process for the

# startpage Cpath /"1 because otherwl se Apache will apply the rewitting rules
# to each configured Directorylndex file (e g 1ndex. php, 1ndex html, 1ndex pll,

Directoryl ndex app_dew. php

<IfModul e mod_rewrite, o
RewriteEngine On



# Determine the Rewrl tefase sutomatically and set 1t as environment warl abl e,
# If you are using Apache allases to do mass virtual hosting or [nstalled the
# project 1n 3 subdirectory, the base path will be prepended to allow proper
# resolution of the app php file and to redirect to the correct URL It will

# work 1n envitronments without path preflx a5 well, providing 3 safe, one-size
# rits all solution But 35 you do not need it in this case, you can comment

# the following 2 11nes to eliminate the overhead,

RewriteCond #{REQUEST_URIX:: §1 “C/, +2/0, %11\ 2%

RewriteRule ™, #) - [E=BRASE: ¥11

# Redirect to URT without front controller to prevent dupllcate content

# cwith and without “/app php’i, Only do this redirect on the initial

# rewite by Apache and not on subsequent cycles, Otherwl se we would get an
# endl ess reditrect 1oop (reqguest -» rewrite to front controller -3

# redirect -» reguest -x .., 0,

# 50 In case you get 3 "too many redirects" error or you a3l ways get redirected
# to the startpage because your Apache does not expose the REDIRECT_STATLUS
# environment wariable. you have 2 chol ces:

# - disable this reature by commenting the following 2 11nes or

# - use Apache >= 2 3 9 and replace all L flags by EHD flags and remove the
#  following Rewl teCond Cbest =solutlond

RewriteCond #{EMV: REDIRECT_STATUS: %

RewriteRule “apph. phpl /0, =31 &) #{EMV: BASEZ/$2 [R=361, L]

# If the requested filename exists, simply serve I,

# We only want to 1et Apache serve f1l1es and not di rectorl es,
RewriteCond ¥{REQUEST_FILEMAMEY -f

RewriteRule .7 - [L]

# Rewite all other gueries to the front controller,
RewriteRule . 7 %{EHV: BASEX/app_dev, php [L]
<SIfModul e

£IfModule ! mod_rewrite, o
£IfModule mod_alias. o
# When mod_tewite 15 not avallable, we 1nstruct 3 temporary redirect of
# the startpage to the front controller explicitly so that the website
# and the generated 1inks can still be used,
RedirectMatch 382 /% /app_dev. php/
# Redirect Temp cannot be used 1nstead



<A Modul e
<A Modul e



