##

# Bpackage Jooml 5

# Bopyright  Copyright 0 2865 - 2612 Open Source Matters, All rlghts reserved,
# @l1cense GHU General Public License version 2 or 1ater; see LICEWSE. txt

##

##

# EEAD THIS COMFLETELY IF YOU CHOOSE TO LUSE THIS FILE!

#

# The 1ine just below this section: 'Options +FollowSymlinks' may cause probl ems

# with some server configueations, It 1s required for use of mod_rewite, but may alteady
# be set by your server admind strator in 8 way that i ssallows changing 1t 10

# your . htaccess file,  If using 1t causes your server to error out, comment 1t out Cadd #
to

# beginning of 11nel, reload your site 1n your browser and test your sef wrl's IF they
work,

# 1t has been set by your server admin strator and you do not oneed 1t set here

##

## Mod_rewrite 10 use

RewriteEngine On

## Begin - Rewite rules to block out =some common expl ol ts,

# If you experience probl ems on your site block out the operations 11sted bel ow
# This attempts to bBlock the most common type of exploit “attempts to Jooml 3
#

# Block out any script trying to basebd_encode data within the URL.
RewriteCond #{OUERY_STRIMGY basebd_encodel “(1#%([™21+%) [OR]

# Block out any script that Includes a <scriptr tag in LURL

RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s5)+cript, =(:| #¥3E2 [HC, ORI

# Block out any script trying to set 3 PHP GLOBALS wariable wia LKL

Rewri teCond #{OUERY_STRIMGY GLOBALSC =l W[I ¥ A-9A-Z14A, 232 [OR]

# Block out any script trying to modify & _REGQUEST wariable wia LREL
RewriteCond #{OUERY_STRIMGY _REQUESTC=I A[I %L A-9A-Z1{A, 232

# Return 483 Forbi dden header and show the content of the root homepsge
RewriteRule . # index, php [FI

#

## End - Rewrlte rules to block out some common expl ol ts,
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#H# OEQLT] — LUSLOom redirecis

#

# If you need to redirect some pages, or set 3 canonl cal non-www to

# www tedirect C(or vice versal, place that code here. Ensure those

# redirects use the correct RewlteRul e syntax and the [R=341,L]1 flags
#

# End - Custom redirects

##

# Uncomment following 11ne 1F your webserver' s LRL
# 15 not directly related to physical file paths,
# Update Your Joomla! 0irectory Cjust / for rootd,
##

# Fewrl teBase

## Begin - Jooml 3! core SEF Section.

#

RewriteRule . # — [E=HTTP_RAUTHORIZATIOM: %{HTTP: Authorizationd]

#

# If the requested path and file 1= not <1ndex, php and the reguest

# has not already been internally rewitten to the 1ndex, php script
FewriteCond ¥{REQUEST_URIY ! "/indexh. php

# and the request 1s for somethimg within the component fol der,

# or for the site root, or for an extensionless URL, or the

# requested URL ends with one of the 1isted extensions

FewriteCond ¥REQUEST_URIY fcomponent /| C/C7 1« %, Cphpl html 7l feed pdfl wof | rawi 2§ [HC]
# and the requested path and file doesn't directly match a physical file
RewriteCond #{REQUEST_FILEMAMEY ! -f

# and the reqguested path and file doesn't directly match a physical fol der
RewriteCond ¥{REQUEST_FILEMAMEY ! -d

# internally rewite the reguest to the 1ndex, php script

FewriteRule . # index php CL]

# Header explres rul s

£ifModule mod_headers, o

£filesMatch ", Cxmll txtl cssl jsig" s

Header set Cache-Control “max-age=172888, proxy-revalidate”
£/FilesMatch:

£/1 fModul e

£1fModul e mod_expires. o



ExplresHctive Un

ExpiresByType images/gif AZ2592608

ExpiresByType images/png AZ259260A8

ExpiresByType images jpg AZ259260A

ExpiresByType imagesx-1icon AZS9268A
ExpiresByType application/pdf AZS92086
ExpiresByType applicationdx-javascript AZS92086
ExpiresByType text/plain AZS9268A

# Expires arter 4 8 hours
ExpiresByType text/css AL 7266
</1fModul e

# AddType TYFESSUBTYFE EXTENSIOH

AddType audio/mpeg mp3
AddType audio/mpd mda
AddType audiofogg ogg
AddType audiofogg oga
AddType audio/webm webma
AddType audiofway waw

AddType wideo/mpd mpd
AddType wideo/mpd medy
AddType wideo/ogg ogw
AddType wideo/webm webm
AddType wideo/webm webmy

HHtasasts Begin - File execution order, by Kom-a de
Directoryl ndex index php index html
HHARAY End — File execution order

#Htastasts Begin - File injection protection, by 519510 net
RewriteCond #{REQUEST_METHODY GET

RewriteCond #{OUERY_STRIMGY [a-zR-£8-9_1=http: /¢ [OR]
RewriteCond #{OUERY_STRIMGY [a-zA-28-9_1=C%, %, /470 + [OR]
RewriteCond #{OUERY_STRIMGY [a-zA-208-9_1=/([a-zB-9_. 1//72+ [HC]
RewriteRule . # - [F]

HHastasts End - File 1njection protection

#Htas st Begin - Basic antispam Filter, by 51051 u net



## I removed some common words, tweak to gour 11k1Ing

## Thi= code uses PCRE and works only with Apache 2, x

## This code will HOT work with Apache 1. x servers,

RewriteCond #{0OUERY_STRIMGY “b{ambienl bluetspilll cialisl cocainel ejacul ationl erectilelshb
[HC, ORI

RewriteCond %{OUERY_STRIHG:

wbi erectionsl hoodi al huronri veracres! impotencel 1evitral 1ibidorsb [HC, OR]

RewriteCond %{OUERY_STRIHG:

“bilipitor! phenterminl prol sz] acl sandyauer| tramadol | troghamby? sb [HC, OR]

RewriteCond #{OUERY_STRIMGY “blultraml unicaucal valioml vi agral vicodinl xanax! upxai eod b [HCI
## MHote: The final RewiteCond must HOT use the [OR] f1ag.

RewriteRule . & - [F]

## Hote: The previous 11nes ate a "compressed” version

## of the filters, You can 3dd yowr own F11ters as:

## Rewri teCond ZCOUERY_STRINGE \bbadwordib [HE, ORT

## where "badword” 15 the word you want to exclude,

HHasasts Fnd - Basic antispam Filter, by 510510 net

RewriteRule “Chtaccessh, txtl configurations, phpt-dist) 7 phph, inio§ - [F]



