#

# This file 15 part of the Morrfu.

#

# (o Romanenko Sergey o Awllom < 5wl 1 um@Emsn,. coms

#

# For the full copyright and 11cense Information, please view the LICEMSE
# file that was distributed with this source code

#

# Set default charset utr-4
AddDef aul tCharset UTF-5

# FHF 5, Apache 1 and Z
<IfModul e mod_phpS, c

php_flag magic_guotes_gpo of f

php_flag magic_guotes_sybase of f

php_flag reqgister_globals of f
<41 fModul e

<IfModul e mod_rewrite, o
RewriteEngine on

## Begin - Rewite rules to block out =some common expl ol ts,

# If you experience probl ems on your site block out the operations 11sted bel ow
# This attempts to bBlock the most common tuype of exploit “attempts to Horfy
#

# Block out any script trying to basebd_encode data within the URL.
RewriteCond #{OUERY_STRIMGY basebd_encodel “(1#%([™21+%) [OR]

# Block out any script that Includes a <scriptr tag in LURL

RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s5)+cript, =(:| #¥3E2 [HC, ORI

# Block out any script trying to set 3 PHP GLOBALS wariable wia LKL

Rewri teCond #{OUERY_STRIMGY GLOBALSC =l W[I ¥ A-9A-Z14A, 232 [OR]

# Block out any script trying to modify & _REGQUEST wariable wia LREL
RewriteCond #{OUERY_STRIMGY _REQUESTC=I A[I %L A-9A-Z1{A, 232

# Return 483 Forbi dden header and show the content of the root homepsge
RewriteRule . # index, php [FI

#

## End - Rewrlte rules to block out some common expl ol ts,

## Beqgin - Rewite rules for Horrfy
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RewriteCond %{REQUEST_FILEMAMEY ! —f
RewriteCond %{REQUEST_FILEMAMEY ! -d
FewriteRule ™, #3% index. php [Q5A, L]
## End - Rewrite rules for Morfy

## Begin - Rewrite rules for SE0 1mprovement s,
# Rewrl teCond ZCHTTP_HOST? “www, exampl & org [HCT

# RewriteRule 70, #1¢ htto </exampl e orgs$l [R=361, L1
# Redirect 381 7#1ndex http /7exampl e orgs’

## End - Rewrite rules for SE0 1mprovement s,
</TfModul e

# FPrevent wisitors from viewling files directly
<FilesMatch "C™# =# %, Cmdl txtl htmll tpll gmll yamla| 2" =
Order allow, deny
Deny from all
Satisfy ALl
£/FilesMatch:

# Don't show directory 11s5tings for URLS which map to a directory,
Options -Indexes



