# Based on:
# Apache Server Configs w2 14 81 MIT License
# https: #/gi thub, comshsbos server—confl gs-apache

# Allow cross-origin requests,

# <IfHodul e mod_headers, cr

# Header set Access-Control -Allow-0rigin "#"
# <1 FHodul e

# Send the CORS header for 1mages when browsers reguest It
#< I MModul & mod_setenvi f, cx

# < FHodul e mod_headers, cx

# JFilestlatch "%, Cbmpl curl gi £11col jpe?gl pngl svagz?l webpi g

# SetErIf Origin " I5_CORS

# Header set Access-Control -Allow-0rigin "+#" enw=I5_CORS
# </F11estlatche

# <1 FHodul e

#0T FHodul e

# Allow cross-origin access to web fonts,
#I FModul & mod_headers, o
# (Filestlatch "%, Ceot/ otfl ttLcrf]l woff27 8"

" "

# Header set Access-Control -ALIow-0rigin "+
# </F11estlatche
#0T FHodul e

# Customi ze what Apache retuns to the client in case of an ervor,
# ErrorDocument <8< /64, [t ml

# [isable the pattern matching based on r11enames,
Options —Mul tiviews

# Force Internet Explorer 879718 to render pages in the highest mode

# I Fhodul & mod_headers, cx

# Header set X-UA-Compatible "IE=edge”

# Filestlatch "4

{ apprachel at oml bbawl bmpl crxl cssl curl eot] 490 abpwl] £1v geojsonl gi £l htcl ool jpe?

gl jsl jsoncldr?

| mdL 371 mani rest! mapl mpdl oexl ogl agv]] opus/ ot £ pdfl pngl rdfl rssl safari extzl svgz?

| swrl topojsonl ttLcfll txt] veard vofl vt t] webappl webl mpll webmani fest! wof 27 x1 ool xml ] xpi 1 g" >

L [ R T ] L I e e =l LT -



# neguer urser A—UA=LOmpgrL o e
# </ F11estat chs
#</1 FHodul 2

# Allow cookies to be set from 1frames 1n Internet Explorer,

# <IfModul e mod_headers, cx

# Header set P3P "policyref=%y"<w3c/p3p xml ", CP=Y"IDC DSP COR ADH DEYI TAII FSA FSh
IWAl T¥0i COMI HIS OUR THR CHTY™"

# < /T Modul e

# Serve resources with the proper medis types OF, k. & HIHE types),
<IfModul e mod_mime,

# Data 1nterchange

AddType applicationsatom+xml atom
AddType applications json json map topojson
AddType applicationsld+json jsonld
AddType applicationsrss+xml (=3
AddType applicationswnd. geo+json Qe jSon
AddType applicationsxml rdf xml

# Javascript
AddType applications javascript is

# Manirest files
AddType application/mani fest+json webmani fest
AddType applicationsx-web-app-mani fest+json webapp
AddType text/cache-mani fest appcache

# Media riles
AddType audi o/ mpa fda fdb mda
AddType audiofogg 0Ja 0gg opus
AddType image/bmp bmp
AddType imagesswg+xml v SWOZ
AddType image/webp webp
AddType wi deo/mps fdv fdp mdv mpd
AddType wideo/ogg gy
AddType wideo/webm webm
AddType wideodx-f1w flw

# ico
AddType imagesx-icon cur ico

# Web fonts
AddType applicationsfont-woff wof f
AddType applicationsfont-woff2 woff 2

AddType application/vnd ms-fontobject eot



HddTupe applicationsx-font—ttf ttc ttf
AddType font/opentype ot f

# Other
AddType applicationsoctet-stream safariextz
AddType applicationsx-bb-appworld bbatw
AddType applicationsx-chrome-extension (o!
AddType applicationsx-opera-extension Qe
AddType applicationsx-xpinstall xpl
AddType text/wcard voard wof
AddType text/wnd rim location. xloc xl oo
AddType textswit wit
AddType text/x-component htc

AT T Modul e

# Set default encoding for all resources 1abeled as “textshtml  or “textsplain’

AddDef aul tCharset utf -5

# Serve the following file types with the media type charset’ parameter set to UTF-8,
<IfModul e mod_mime, c>
AddCharset utf-5 . atom

AT T Modul e

. bbaw

L BS54

. geojson M
R

. json b

. jsonld A
.manifest %
Crdf o
PS54

. topojson b
vt
webapp M

. webmani fest
Cxloc s

. xml

# some rewrltes

£IfModule mod_rewrite, o
RewriteEngine On
Options +FollowSumlinks



# Options +5ymlinksIFOwnetat ch

# Rewrl teFase /

# RewrlteCond XEHTTPS? =on

# RewiteRule ™ - [env=protor https]

# Rewrl teCond XCHTTPS: ! =on

# RewiteRule © - [env=proto: httpod
<41 fModul e

# Forcing “https: /7

# <IfModul e mod_rewite cx

# Rewr] tefngl ne On

# Rewr] telond XCHTTPS: ! =on

# RewriteRule ™0, #1¢ https: /7 XCHTTP_HOST /%1 [R=341, L]
# <1 FHodul e

# Suppressing # Forcing the “www, = at the beginning of URLs
# Option 1 rewlte www exampl & com + exampl 8 com
£IfModule mod_rewrite, o
RewriteEngine On
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]
RewriteRule ™ http /4% %{REQUEST_URIY [R=381,L]
<41 fModul e
# Option 20 rewlte exampl e com + www, Exampl 8 com
# <IfModul e mod_rewite cx
# Rewr] tefngl ne On
# Rewr] telond XCHTTPS: ! =on
# Rewr] teCond ¥CHTTP_HOSTR ! “www', [HCT
# RewriteRule ™ http: /swww, ZCHTTP_HOST BREQUEST_URI: [R=341, L]
# <1 FHodul e

# Frotect website against clickjacking.
<IfModul e mod_headets, c
Header set X-Frame-Options "SAMEORIGIH"
£FilesMatch "4,
 appcachel atoml bbawl bmpl crxl cssl curl eotl f40abpydl f1vl geojsonl i fl htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pnal rdfl rssl saf ariextzl swgz?
| swfl topojsonl tLcfl txtl veard vofl wittl webappl webl mpll webmani festl wof f271 x1ocl xmll xpi )" >
Header unset X-Frame-0ptions
£/FilesMatch:



<A Modul e

# Elock access to directories without 5 default document,
<I fModul e mod_autoi ndex, c

Options -Indexes
</ 1 fModul e

# FPrevent some browsers from MIME-sni Ffing the response
<IfModul e mod_headers, ¢

Header set X-Content-Type-Options “nosniff"
</TfModul e

# Remove the X-Fowered-Fy  response header that:
<IfModul e mod_headers, ¢

Header unset X-Powered-By
</TfModul e

# FPrevent Apache from adding & trailing footer 11ne contal nd mg
Server3ignature Off

# Compression
<IfModule mod_deflate, o
IfModule mod_filter, c
AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”
“applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json"
“applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applicationsvnd, ms-fontobject”
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” &
"applicationsxbtml+xml” A
“"applicationsxml" A
“fontseot" &
"font/opentype” &
"imagesbmp"



AT T Modul e

"imagessvg+xml" N

"imagesvnd, microsoft, icon" A

"imagesx-icon" A
"text/cache-mani fest" &
“textsoss" A
“text/html" N

"text/s javascript" A
"text/plain" A
“text/vcard” N

"text/vnd rim location, xloc" M

"textSvtt" N
"text/x-component” A

"text s/ x-cross-domal n-policy” &

"textsxml"

<IfModul e mod_mime, c

AddEncoding gzip SWOZ

AT T Modul e
AT T Modul e

# Remove "ETags as resources are sent with far-future explres headers,

<IfModul e mod_headers, o>

Header unset ETag

</ fModul e
FileETag Hone

# Expires headers

£IfModul e mod_expires. o

ExpiresActive on

Expireshefaul t " access
# L55

ExpiresByTuype text/css " access
# Data I1nterchange

ExpiresByTuype applicationdatom+xml " access

ExpiresByTupe applicationsrdf+xml " access

ExpiresByTupe applicationsrss+xml " access

ExpiresByType applicationd json " access

ExpiresByType applicationdld+json " access

ExpiresByType applicationsschema+json " access

ExpiresByType applicationdvnd. geo+json " access

ExpiresByType applicationdxml " access

plus

plus

plus
plus
plus
plus
plus
plus
plus
plus
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hiour"
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seconds"
seconds"
seconds"
seconds"
seconds"



ExpiresByTupe text/xml
# Favicon (cannot be renamed! ) and cursor 1mages
ExpiresByTupe imageswnd. microsoft, icon
ExpiresByTupe images x-icon
# HTHL
ExpiresByTupe text/himl
# Javascipt
ExpiresByTupe application/ javascript
ExpiresByTupe applicationsx-javascript
ExpiresByTupe text/javascript
# Manifest rfiles
ExpiresByTupe applicationdmani fest+json
ExpiresByType
ExpiresByTupe text/cache-manifest
# Media files
ExpiresByType audiosogg
ExpiresByTupe imagesbmp
image/qif
image/ jpeq
image/ png

ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByTupe imagesswg+xml
ExpiresByTupe imageswebp
ExpiresByTupe wideos/mpd
ExpiresByType wideosogg
ExpiresByType wideoswebm
# Web rfonts

ExpiresByTupe applicationdwnd ms-fontobject
ExpiresByType font/eot
ExpiresByType font/opentype
ExpiresByTupe application/x-font-ttf
ExpiresByTupe application/font-woff
applicationdx—font-woff
fontAwof f

applicationdfont-woff2

ExpiresByType
ExpiresByType
ExpiresByType
# Other
ExpiresByType
<41 fModul e

text /x-cross—domai n-policy

# Filename-based cache busting
# <IfModul e mod_rewlte c»
# Fewrl teEngi ne On

applicationdx-web-app-mani fest+json

"access

"access

"access

"access

"access
"access

"access

"access
"access
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"access
"access
"access
"access
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# Rewri teCond XCREGUEST_FILEMAMER ! -f

# RewiteRule 7, +3%, Chd+ds, Cbmpl css/ curl gi £l 1 col jpe?gl js pngl svgz?l webpl webmani festa g
$1, #3 [L]

# </ fHodul ex



